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Baujahr 1972 — seit 1989 hauptberuflich ITler
seit 1995 Selbststaendig (bis 2004 Teilzeit Consultant),
vorher angestellt als IT-Administrator

Schwerpunkte: Windows Server seit NT 3.5, Clustering,
PKI, Exchange Server seit 5.0, ISA Server (Forefront
TMG, FSE, FSC, Stirling)

E-Mail: grotem@it-training-grote.de
Web: http://www.it-training-grote.de
Blog: http://www.it-training-grote.de/blog



— Moderner

— Sicherer
— schneller
* Microsoft moechte

— zurueck in die Firmen
— ein modernes Windows auf Netbooks



Schnell

AMD Phenom 9700 / Radeon 3850 / 4GB RAM

(]
|

Install OS

Boot up

Shut down

Move 100MB files

Move 2.5GB files

Network transfer 100MB

Network transfer 2.5GB

Move 100MB files under load
Move 2.5GB files under load
Network transfer 100MB under load
Network transfer 2.5GB under load
Compress 100MB files

Compress 1GB files

Extract 100MB files

Extract 1GB files

Install Office 2007

Open 10 page Word doc
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Open 100 page Word doc
Open simple Excel doc
Open complex Excel doc
Burn DVD

Open 10 page PDF

Open 100 page PDF

Score (less is better) 61
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 Home Basic

* Home Premium

* Professional

* Enterprise (weiterhin nur mit SA)

e Ultimate

* Features sind kumulativ

 Windows N hat sich (momentan) erledigt



Feature ueber Feature

Key Features Windows® 7 Starter  Windows® 7 Home Basic  Windows® 7 Home Windows & 7
(EM only) Premium Professional
Improved Windows® Taskbar & Jump Lists Y
\Windows® Search '
Join a HomeGroup
Windows Media® Player
Back-up & Restore
Action Center
Device Stage™

Enhanced home media streaming, including

Flay To

Application Capabilities Up to 3 concurrent Unlimited Unlimited
programs

B e

L

Live Thumbnail Previews fram Taskbar
Fast User Switching
Create ad-hoc wireless networks

.
b
b
.

Internet Connection Sharing
Aero® Glass & advanced Window navigation

Windows® Touch (Multi-touch and handwriting
support)
(Create a HomeGroup

Windows® Media Center
DVD Video playback and authoring
Location Aware Printing

< A L L 2 2 2

Domain Join & Group Policy Controls
Remote Deskiop Host

Advanced Back-up (Metwork & Group Policy)
Encrypting File System

BitLocker™ & BitLocker To Go™
ApplLocker™

DirectAccess

B N

BranchCache™
MUI Language Packs




Haorme Premiurm

Ultirmate

From Windows 7

Enterprise

Home Basic

Home Premium

nal, Ultimate




— Wann erscheint Windows 77

— Wann erscheint Windows 77
— Wann erscheint Windows 77
— Wann erscheint Windows 77
— Wann erscheint Windows 77
— Wann erscheint Windows 77
— Wann erscheint Windows 77
— Wann erscheint Windows 77
— Wann erscheint Windows 77
— Wann erscheint Windows 77

 Microsoft-Blog: RTM im Juli, Verkauf ab 22. Oktober
 Technet / MSDN seit 06.08.2009
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Aero
Explorer

Systemsteuerung
Gadgets
Libraries
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Vollbild Vorschaufenster

Sprunglisten

Verbesserter Desktop (ruetteln, schuetteln
und zentrieren — Aero Snap/Shake/Peek) ©

Wo ist die Sidebar?
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Windows Troubleshooting Engine

Windows Troubleshooting Wizard

Windows Troubleshooting Prozess
Troubleshooting, Resolution, Verification

Built In Troubleshooting Packs

Aero, Printer, Power, Hardware und mehr
Steuerbar mit Hilfe von Group Policies
Erweiterbar

Windows 7 SDK, Windows Troubleshooting Pack

Designer

14



Windows Troubleshooting Platform

Process 1

Results and
Reports

P 2 Ydentificatior Contains name and description of
fOeess DR the pack, a list of root causes, and

the security signature

Windows
PowerShell Runtime

Detection Checks current configuration with
Scripts expected configuration

Windows Troubleshooting Framework

Resolution Sets the current configuration to
Scripts what is expected

Verification Verifies that current configuration
Scripts is now what is expected

Localized Contains localized display strings in
Resources MUI format 15



System Restore

Reliability Monitor
Resource Monitor
Action Center
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— Kompatibilitat mit XP ist nicht das Ziel
e Kompatibilitatshilfen

— Shims

— XP Mode
 Umfassende Treiberausstattung

— Per Setup enthalten

— Windows Update

— Drittanbieter
* Microsoft Assessment and Planning Toolkit
* Application Compatibility Toolkit
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2
__The DCPs write _
log files into
the log folder

Microsoft
Compatibility

m
Exchange An IT Administrator

configures and deploys

the DCPsto the
The ACT Log Processing

. D target computers
using the ACM
I
D Service processes the logs

f\- " and uploads the data
S, : to the ACT database

&

‘\\

The ACM retrieves the relevant 4
assessment, issues, and solutions The ACM presants
that are posted by Microsoft ‘ the collected data
ISVs, and the ACT Community for analysis

IT Administrator




— Direkt von Windows Vista
— Indirekt von Windows XP

e User State Migration Toolkit
— FUr Unternehmen
— Sammelt Benutzerdaten
— In-placeUpdate oder Migration auf neuen PC
— Hard-link Migration spart Zeit

 Windows Easy Transfer
— FUr Endbenutzer oder Einzelrechner
— Funktionen ahnlich dem USMT
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— Sammelt Meldungen
— Zentrale Anlaufstelle

* Troubleshooting Platform
— Eingebaute Assistenten zur Problembehebung
— ,User Desired State”
— Erweiterbar: Troubleshooting Kits

* Problem Step Recorder
— Hilfsmittel fur Helpdesk
— Benutzer reproduziert Problem, Windows erzeugt Report
— Helpdesk analysiert Report und behebt Problem

20



Wartungscenter

Troubleshooting
Problem StepRecorder
Homegroup

pA



Homegroup

=N ECR (=)

- |4’r¢ | | Search Control Panel jel |

@th; v Control Panel » All Control Panel Iterns » HomeGroup

Share with other home computers running Windows 7

'i% This computer can't connect to a homegroup.

/0 To create or join a homegroup, your computer's network location mi

What is a network location? (&) & Set Network Location
With a homegroup, you can share files and printers with other computers runnir

stream media to devices. The hemegroup is protected with a password, and you Select a location for the "Unidentified network’” network
what you share with the group.

This computer is connected to a netwerk, Windows will automatically apply the correct
Tell me more about homegroups netwaork settings based on the network's location,

Change advanced sharing settings...
Home network
If all the computers on this network are at your home, and you recognize them,

this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

Start the HomeGroup troubleshooter

Create a |
Connecting to your network and applying settings...

Treat all future networks that I connect to as public, and don't ask me again.

Help me choose

Cancel




— Erinnert sich jemand an XP?

— ... oder gar Vista?

* PowerShell enthalten
e Gruppenrichtlinien und GPP
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Wechselmedien

* Portable Nutzung der Verschluesselung

 Runtime Environment fuer PC, auf welchem der
USB Stick eingesetzt werden soll

e Standard 128 Bit AES + Diffuser

— Aenderung per Group Policy auf AES 256 Bit

— Computer Configuration, Administrative Templates,
Windows Components, and BitLocker Drive
Encryption

24
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../step/bitlocker-to-go.avi

Policies
Verhindert die Ausfuehrung von Anwendungen

Anwendbar auf bestimmte Benutzer und
Gruppen

Client muss Windows 7 sein
Applocker Powershell Cmdlets
Audit Mode
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=] Local Computer Policy
4 & Computer Configuration
- || Software Settings
4 || Windows Settings
» | Mame Resolution Policy
|&l| Scripts (Startup/Shutdown)
= Deployed Printers
Fi i Security Settings
» [ Account Policies
> g Local Policies
» | Windows Firewall with Advanced Security
j Metwork List Manager Policies
» || Public Key Policies
» || Software Restriction Policies
a4 || Application Control Policies
P @ Applocker
» 7 Bxecutable Rules
- ] Windows Installer Rules
> = Script Rules
» g IP Security Policies on Local Computer
> | Advanced Audit Policy Configuration
> ulli Pelicy-based QoS
|| Administrative Templates
a %, User Configuration
|| Software Settings
] Windows Settings
- || Administrative Templates

Applocker

lE ApplLocker provides access control for applications

Getting Started
Applocker uses rules and the properties of files to provide access contral for

applications. f rules are present in a rule collection, only the files included in those
rules will be permitted to run. Applocker rules do not apply to all editions of Windows.

Mare about Applocker
Which editions of Windows support ApplLocker?

Configure Rule Enforcement
I_\, For the AppLocker policy to be enforced on a computer, the Application

|dentity service must be nunning.

|Use the enforcement settings for each nule collection to configure whether rules are
enforced or audited. i rule enforcement has not been configured, rules will be enforced
by default.

B} Configure nule erforcemert

Mare about rule enforcement

Owverview

|P| Executabls Rules

Rules: 0
Enforcement not configured: Rules are enforced

Windows Installer Rules

Rules: 0
Enforcement not configured: Rules are enforced

Script Rules




Applocker vs. Software Restriction
Policies

Feature Software Restriction Policies AppLocker

Rule scope All users Specific user or group

Rule conditions provided File hash, path, certificate, registry path, and File hash, path, and publisher
Internet zone rules rules

Rule types provided Allow and deny Allow and deny

Default rule action Allow or deny
Audit-only mode Mo

Wizard to create multiple rules at Ma
one time

Policy import or expaort
Rule collection

PowerShell support







e RSAT
e Gruppenrichtlinien
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@U'| » Control Panel » All Control Panel Items » Programs and Features - | g | Search Programs and Featu...

Control Panel Home .
Uninstall or change a proaram

s "

View installed updates [ Windows Features [= = ][=]

Change, or Repair,

Hg Turn Windows feat :
R st tealiRECES, Turn Windows features on or off (7]

off o o -
g:: - |ﬁ|

To turn a feature on, select its check box. To turn a feature off, clear its —

check box, A filled box means that only part of the feature is turned on, Installed On

. Subsystemn for UNIX-based Applications
. Tablet PC Compenents

, Telnet Client

. Telnet Server

, TFTP Client

. Windows Gadget Platform

|, Windows Process Activation Service Microsoft Windows

. Windows Search
. Windows TIFF Filter Please wait while Windows makes changes to

| KPS Services features. This might take several minutes.
. KPS Viewer

53]
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Currently installed programs Total size: 0 bytes
0 programs installed




djoin /provision /domain <domain to be
joined> /machine <name of the destination
computer> /savefile blob.txt

e Auf dem Client
djoin /requestODJ /loadfile blob.txt
/windowspath %SystemRoot% /localos
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Printer Location Awareness

:' default printer duw

er during |
logon i

Auch bekannt als Smart Default
Printer

default in registry valus
Device

Ab Home Premium

from Devices kst

Erfordert ein Geraet mit einer
,Batterie” aka Notebook

Abhaengigkeit von NLA und
NLIST Service

UserSele:: :::::::

current metwork

Finished



Vereinfachte Benutzung durch Enduser

Always on

Nahtlose Integration
Bidirektionaler Zugriff
Erhoehte Sicherheit
Integrierte Loesung
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* Transitionstechnik integriert (Teredo, 6to4, ISATAP)

IPSEC Verbindung als Basis

e Zwei IPSEC Tunnel (Client zu DNS und DC und Client zur Auth. und
Intranet Access)

IP-HTTPS

e Tunneling von IPv6 Paketen in IPv4 HTTPS

Split Tunneling ist Grundlage von DA
* Force Tunneling ist moeglich
e |P-HTTPS wird verwendet, wenn Split Tunneling aus ist

DA Client Verwaltung erfordert IPv6

DA Client Kommunikation untereinander ist moeglich
Verwaltung ueber DA MMC

Monitoring ueber DA Monitoring MMC
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DirectAccess Monitoring
File Action \iew Help
== |>m H

| Consaole Root
e
“d
[ 2

DirectAccess
; ! Setu
. b Monitoring

Direct Access

DirectAccess Monitoring

DirectAccess allows remote client computers to securely access the enterprise network.

DirectAccess server status: Healthy o

The networking components of the DirectAccess Server are currently functioning correctly.

Direct Access server components

Indicates Activity in DA Server components.
P Teredo Relay
P Teredo Server
& stoa
& P HTTPS
@ i1satap
0 Network Security
@) DNS Server

u- DirectAccess Overview
DirectAccess Monitoring




Direct Access

Diract Access Setup
File Action View Help
«= 2w H
Console Root ; Direct Access Setup
4 f Direct Access
» F
& Setup

" h Monitoring

Direct Access server allows remote client computers to securely and seamlessly access the internal network.

The following is an overview of the configuration steps required for setting up the Direct Ste p 3
Access solution. Please follow the numbered steps below starting step 1.

Infrastructure
i servers

Identify the infrastructure
(DNS, DC,
step 1 Step 2 ﬁ;g;ement] required by
~ = = Direct Access clients.

J Direct Access
server

Remote
Clients

Identify the client ) .
computers that will Define connectivity and
be enabled for security policies for
Direct Access. controlling Direct Access

server, Step 4
L (= Application h

i seners

Identify the application
servers that accept secure
connections from clients,




Xxplorer prompts 10r running application instaliers are

* Internet Explorer prompts for installing ActiveX controls are merged

 The default UAC setting allows a standard user to perform the
following tasks without receiving a UAC prompt:

— Install updates from Windows Update
— Install drivers that are downloaded from Windows Update

* View Windows settings. (However, a standard user is prompted for
elevated privileges when changing Windows settings.)
— Pair Bluetooth devices to the computer

— Reset the network adapter and perform other network
diagnostic and repair tasks
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Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settings

Always notify

Motify me only when programs try to make changes to my
computer {do not dim my desktop)

s [Don't notify me when I make changes to Windows
settings

Can be selected if you use familiar programs and visit
familiar websites

Mot dimming the desktop might allow programs te
interfere with the User Account Control prompt

Mever notify

[ By OK ][ Cancel




e &8

Control Panel Home

Allow a program or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on or
off

Restore defaults
Advanced settings
Troubleshoot my network

Windows Firewall

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

. ‘6}' Home or work (private) networks Not Connected (»)

. W Public networks Connected (4
Metworks in public places such as airports or coffee shops

Windows Firewall state; On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active public networks: == Unidentified netwaork

Motification state: Motify me when Windows Firewall blocks a new
prograrm

*Multiple Active Firewall Policies
*Unterschiedliche Firewallregeln pro Netzwerkprofil



— Image-basierte Installation (WIM)
— Angepasste Images und Automatisierung
— DISM: Offline-Pflege der Images
— Dynamic Driver Provisioning
* Boot fromVHD
e Support fir virtuelle Desktops
— AeroGlass per RDP
— Multi-Monitor
— Multimedia bidirektional

41



* VHD-Integration
e Boot from VHD
e XP Mode

42



;é'-' Computer Management
File Action View Help

oz NEHE R X &= 9 &

&/ Computer Management (Local | Volume | Layoutl Typel File System | Status Actions
4 '[fj System Tools & (C) Simple Basic MTFS Healthy (Boot, Page File, Crash Dump, Primary Pa
[ @ Task Scheduler ,._;._,E'GRMCULFHER_EN_DVD (D:} Simple Basic UDF Healthy (Primary Partition)
i+ 42l Event Viewer u System Reserved Simple Basic MTFS Healthy (System, Active, Primary Partition) More Actiens
I» 2| Shared Folders
> %ﬂ Local Users and Groups
[» @ Performance
i Device Manager Specify the virtual hard disk location on the machine.
F] :\ﬂ Storage
=3 Disk Management
[> ::'-43 Services and Applications

Disk Management

i )

Create and Attach Virtual Hard Disk

Location:

Virtual hard disk size:

Virtual hard disk format

() Dynamically expanding

4 The size of this virtual hard disk expands to a fixed madmum size as
data is saved to it. The disk size does not compact automatically
e when data is deleted.

E‘»asics (@) Fixed size (Recommended)

127,00 GB The virtual hard disk uses a fieed amount of space regardless of the
Online amourtt of the data stored on it. lts default size is the madmum
amount of space available on your physical hard disk.

Partition)

23368 .
Online Healthy (Primary Partition)




volume // Um die Pfade
herauszubekommen//nachste Zeile nur dann,
wenn man noch keine VHD hat.

create vdisk file=d:\\VHD\\Meinw7.vhd
type=fixed maximum=20000

select vdisk file=d:\\VHD\\MeinW7.vhd
attach vdisk

exit // beendet diskpart

exit // beendet die cmd
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XP-mode.wmv

Active Directory

Manag'ement
Server
Virtual Machine

A |
Corporate Corporate
0s Applications

@ ©

Security and Remote Access
Management Client
tools (optional) Image Repository




Microsoft
Application
Virtualization
Sequencer Windows
i Microsoft
Application
Virtualization
> Management
MS! > Management Console
Utility ’ e Web Service

= Microsoft
N Application
Microsoft S : Virtualization

Application . > { Database
Virtualization » System Center

for Desktops Application Virtualization
(standalone)  Microsoft Management Server
Application
Virtualization
for Desktops

! System Center
Application
Microsoft & Virtualization

Application r \ Streaming Server

> Virtualization for Y
! ~ Terminal Servers

r .
2 [
T
o |
»
2

Terming

services chents ™% ':j‘

-

Microsoft Application
Virtualization Clients







Vielen Dank fuer Eure
Aufmerksamkeit

IT TRAINING GROTE
IT Consultant & IT Trainer

Suelbeckerbrand 22

31688 Nienstaedt

 Mobil: 0176 / 23380279

E-Mail: Grotem@IT—Training-Grdte.de
Web: HTTP://www.it-training-grote.
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