Publishing Outlook WebApp mit Forefront UAG

Webserver Zertifikat

I Certificate Enrollment =] 3]
[ Certificate Enrollment

Request Certificates

‘fou can reguest the following types of certificates. Select the certificates you want to request, and then dick Enroll.

R Fowsy o
[~ Computer 1) STATUS: Available Details (%)
[ web Server 1) STATUS: Available Details (&)

& More information is reguired to enroll for this certificate. Click here to configure settings.

The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Key encipherment
Application policies:  Server Authentication
Validity period (days): 730

Properties

K1

[~ show all templates

Learn more about certificates

carcel |

Certificate Properties x|

b subject | General | Extensions | Private Key | Certification Authrity

The subject of a certificate is the user or computer to which the certificate is issued. You can
enter information about the types of subject name and alternative name values that can be used
in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CM=webmail. trainer. de
ICommon name j Add = |
Value:

I < Remove |

Alternative name:
Type:
IDirectory name j

Value:

I Add > |
< Remove |

Learn more about subject name

0K Cancel Apply




Neuen HTTPS Trunk erstellen

E Microsoft Forefront Unified Access Gateway Management

File Wiew Admin Messages Help

ld € 09

-4 Forefront Unified Access Gateway
4P UAG

&, HTTP Connections

l§ HTTPS Connections

----- i_,'.l DirectAccess

Portal Trunk fuer OWA

Create Trunk Wizard

Step 1 - Select Trunk Type

Select the trunk type through which to publish your applications.
% Portal trunk

Create a portal, and publish applications that can be accessed
via the portal.

¥ Publish Exchange applications via the portal

" ADFS trunk
Publish an Active Directory Federation Server (ADFS) for
session authentication.

£ HTTR ba HTTRS redirection

< Back I Mext = I

Cancel




Trunkeinstellungen

Create Trunk Wizard




Create Trunk Wizard

J Use Ene sarme User name:

Zertifikat

Create Trunk Wizard




Forefront UAG Policies

Create Trunk Wizard

Endpoint Policies, dazu mehr spaeter

Create Trunk Wizard

e
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OWA publishen

Add Application Wizard

Add Exchange Application




Add Exchange Application
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Add Exchange Application




Exchange Server 2010 angeben

Add Exchange Application
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SSO mit FBA angeben

Add Exchange Application




Portal Link erstellen

Add Exchange Application

https: /jwebmail. trainer . defowa/
images/Applcons/OWA2010. gif

Authentifizierungseinstellungen

Add Exchange Application

j

Add...

Finish not Swedish

Konfig speichern



Konfiguration aktivieren

Activate Configuration

Activate Configuration

U canbiguration bef

Activate Configuration




Zertifikat

General |Detzi|s| Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

Issued to: webmail trainer.de
Issued by: RootCa

valid from 02, 06. 2010 to 01. 06. 2012
ﬁ? ‘You have a private key that corresponds to this certificate.

Issuer Statement |

Learn more about certificates

'General Details ICerh'ﬁmtion Path I

Show: |<A||> j

| Field | Value -
D\c‘ersion V3
DSeriaI number 6197 b6 be 00 00 00 00 00 07
Dsignamre algorithm shalRSA |
Dsignamre hash algorithm shal
Dlssuer RootCA, trainer, intern
D\c'alid from Mittwoch, 2. Juni 2010 09:25:59
D\c'alid to Freitag, 1. Juni 2012 09:25:59

CN = webmail trainer. de

Edit Properties... | Copy to File... |

Learn more about certificate details

|




Trunk Eigenschaften

'E Microsoft Forefront Unified Access Gateway Management

=[x
File View Admin Messages Help
=
. 03 =4
w7
[=- Forefront Unified Access Gateway -
Ly OUHDOKWEDARD %
& HTTP Connections
HTTPS Connections .
- b Outiook\WebApp Portal Applications
ﬁ__, DirectAccess Public host name: I webmail, trainer . de Port: I 443 tion Name Application T!LI.
“ Outlook\WebApp Microsoft Exchange Server ...
_ e E] Portal Portal
HTTPS Port: 443 - ﬁ
IP address: [212 . 212, 10, 4 7] s
Add... | Edit... | Remove |
Limit applications to the following subnets:
Subnet Address | subnetMask [
r Initial Internal Application
Initial application : | OutloakiwebApp j
I” Use portal frame Add... | Edi... Remoye |
r~Trunk Configuration
Configure trunk settings: Configure...
-
4| | B
Time T |

Ready

[ J000 I
Anmeldung an OWA

& hitps://webmail trainer.de/uniquesig2fddad5 c56b5fb0 eb0di11060 ec144 D/ uniquesigl/InternalSite/In - Windows Internet Explorer

bl = |g https://webmail trainer.de/uniquesig2fdda95c56b5fb9eb0d011060eel 44/ uniquesigd/Intern. = ﬂ ‘ ki | ‘?| 4



€ Microsoft Forefront Unified Access Gateway - Installation and Detection - Windows Internet Explorer = =S

@O L |g, https://webmail trainer.de/uniquesig2fddad5c56b5fb3eb0d011060ecl44e0/uniquesigl/Intern. ﬂ | bl | "}| X | |)O Bing »r v|

i} Favoriten | {;9 £ | Vorgeschlagene Sites v g | Web Slice-Katalog

|Q Microsoft Forefront Unified Access Gateway - Ins... | | @ = [ @ ~ Seite Sicherheit v Extras = @v

-

Outlook'Web App

D ing Endpoint C e i o i B R e e
Manager-...
9 Do you want o instal this software?
— .
-q Mame: Pizosafl Forefiont Uned Access Gatemay
Pubisher: Hicrosoft Corparation

] mere goans T Dt il
Pleaze wait a few minutes for endpoint component | Wb fles om the B temet cans be usehd, s fle trpe can patentily haes
downloads to complete, b your computer., Only ou Frust, What's the gk
Carporate policy might require compaonents for site
access, If this prompt appears

click Install to install the components.

Connected to Microsoft Exchange
® 2010 Mizosoft Corporation. All rights reserved.

Downloading Endpoint Component Manager... & Intemet | Geschiitzter Modus: Inaktiv iy ov ®|10% -

Outlook'Web App

Endpunktkompea=astac bacaoau e I
heruntergelad Forefront UAG endpoint components

To ensure complete functionality with this site, it is necessary to add the
site to the pop-up blocker's allowed sites of the browser. Would you like

to make the required changes? e
¥ Dont show me this message again
Warten Sie einigs Faby o
Endpunktkompon
Die Unternehmer Yes No
diese Komponent nten auf

"Installieren”.

Mit Microsoft Exchange verbunden
© 2010 Microsoft Corporation, Alle Rechte vorbehaltan,



Endpoint Komponenten werden installiert

Microsoft®

Outlook' Web App

Herunterladen und extrahieren Forefront UAG-Endpunktkomponenten...

26% Fertig gestellt

Warten Sie einige Minuten, bis die Downloads der Endpunktkompanente aboeschlossen sind.
Die Unternehmensrichtlinie erfordert méglicherweise diese Komponenten fiir den Zugriff auf die
Site,

Mit Microsoft Exchange verbunden
© 2010 Microsoft Corporation, &lle Rechte vorbehalten,

Endpunktrichtlinientreue wird geprueft

Microsoft*

Outlook'Web App

Endpunktrichtlinientreve wird iiberpriift...

Mit Microsoft Exchange verbunden
© 2010 Microsoft Corporation, &lle Rechte vorbehahen,



Security Alert

The following site is about to launch one or more applications on your
computer, or retrieve security information from your computer:

hitps-//webmail trainer.de
[ Trust this site:

™ Temporarity, until | disconnect from this site
" For a limited period of I'I ::ll days
% Aways

Trust | Don't Trust I

Da ist die FBA Maske

Outlook Web App

Sicherheitseinstellungen ( Beschreibung anzeigen

™) Diesist ein 6ffenticher oder freigegebener Endpunkt.

@ Die Site hat automatisch den Endpunkt identifiziert, von dem aus
~ Sie eine Verbindung als privater Computer herstellen,

[[] ©Outlook Web Access Light verwenden

Benutzername: | grotem

Kennwort:

Mit Microsoft Exchange verbunden
& 2010 Microsoft Corporation, Alle Rechte vorbehahen,



Anmelden geht auch

& Marc Grote - Outlook Web App - Windows Internet Explorer

@ O - ‘,g https://webmail.trainer.de/owa/

- & 4] x[[0 ging R
{“f Favoriten | {5 €| Vorgeschlagene Sites v g | Web Slice-Katalog +

|gMarcGrote-GutIookWebApp | ‘ - ~ [ dmy v Seitew Sicherheitv Extras~ @~

Bﬁlook'WebApp Marc Grote -

Sign out

Inbox (D

) Options [£5] @ -
. EE ‘ @Ne‘\' - % - Move - Filter = View = ¥ — jB = Expand Al | Meweston To
avorites = v v vIEY [*) [ a @ ! 3 P W p
I:E Inbox

¥
Eﬂ Unread Mail P
E Sent Items Arrange by: Date - Newest on Top

-

There are no items to show in this view.,
4 @ Marc Grote

I:Z Inbax

@ Drafts

E Sent Items

Ia:l MNotes

(g Junk E-Mail

@ Deleted Items
[ ﬁﬁ Search Folders

B Mail
Calendar
Contacts
@ Tasks

Fertig

e Internet | Geschitzter Modus: Inaktiv fy v HI100% v

UAG Portaltrunk Customization

Advanced Trunk Configuration [OutlookWebApp]

i@ Portal | €5 URL Inspection | - Global URL Settings | ] URL Set |
< General 28 Athentication | 2, Session I -# Endpoint Access Settings | (-] Application Customization
¥ Require users to autherticate at sessionlogon ———— 1+ Logoff scheme

se]l;dT;:T:;c?zTrﬁmNEl;{ NTERN Logoff URL: IflmemaISnechgcﬁ'Msg_asp
E— Logoff message: /Intemal Site/OWA/LogoffMsg
ove

Wait I 30 seconds and then terminate the session

IﬂliuE

™ Send the logoff request to the application server

™| Send the application server response to the browser

¥ Enable users to specify an authentication server

¥ Provide a server list at user logon

~ Require users to authenticate to each server
¥ | Buthenticate to each server with the same user name

[+ Enable users to add credentials onthefly

Enable users to change passwords

<~ ¥ Motify user |7 days before password

¥ | Enable users o manage creaentials

FaY

@He users to select a language

User logon page: W
On+thefly user logon page: IW
Maximum logon attempts: I3—
Block period after failed ID—

[+ Apply an Outlook Web Access look and feel

Conce




Advanced Trunk Configuration [OutlookWebApp]

@ Potdl | € URL Inspection | ) Global URL Settings | ] URL set
& General I 28 Authentication I % Session ¥ Endpoint Access Settings | =) Application Customization

[ Use Network Access Protection (NAP) policies
" Deny access tologon page fiom endpoints that do not have NAP installed and rwnning

% e Forefront 4G endpoint policies when endpoints do not have WAR installed and running

MNAP policies are downloaded from a Network Policy Server (NPS).

Select NPS servers:

il )
3| _pere

~ Session access polcy ———— | Privileged Endpoint Policy —————~ Socket Forwarding companent installation policy
Access method: Access method: Access method:
I D Endpoint policy onfy j I D Endpoint policy onfy j I > Endpoint policy only j
Endpoint Policy: Endpoint Policy: Endpoint policy:
| £ Microsoft OWA 2010 Dowrlosd | || | Z4 OWA Privats Computer RN EEE |
™ Uninstallthe Socket Forwarding component

Edit Endpaint Policies...

¥ Do not block this site in the Intemet Explorer pop-up blocker
™ Prompt user before retrieving information from endpaint

Customize Endpoint Policy

Manage Policies and Expressions

y SharePoint 2003 Download

SharePoint 2003 Enhanced Security

y SharePaoint 2002 Upload Checkin
SharePoint 2007 Download

1 SharePaint 2007 Upload Checkin
SharePoint 2007 Enable Explorer View

y Microsoft SharePeirt 2010 Beta Download
y Microsoft SharePoint 2010 Beta Upload
Microseft WA 2007 Download

; Microsoft OWA 2007 Upload

oft OWA 2010 Downlo:

y Microsoft OWA 2010 Upload

Sygate Virtual Desktop

y Always

----- y MNewer

Eﬂ"'ﬁ Expressions - Close

----- T Microsoft CRM 4 Download ~|  Add Paiicy... |

: Microseft CRM 4 Upload

, Microsoft CRM 4 Enhanced Security Edt Policy... |

y OWA Private Computer Femove |
SharePoint 2003 Admin Zones




Policy Settings

Name: I Microsoft OWA 2010 Download

Explanatory text added to the end-user Access Denied message:

¥ Create a policy from platform-specific policies

Select platform-spedfic polides.

Windows: IMicrosuﬂ: OWA 2010 Download (Windows)

ﬂ Manage Windows Policies

ﬂ Manage Mac O3 Polices

Mac O5: IMicmsm‘:t OWA 2010 Download (Mac 0S)
Linwe: INever
Other: INever J

j Manage Linux Policies
-

" Create a policy from expressions

Select expressions.

Available expressions:

Selected expressions:

Create Expression,..

Any Antivirus
Personal Firewall

AL Anti Spyware

AL Antivirus

1I Personal Firewall
Corporate Machine

Disable Citrix Client Printer Mapp,
Enable SharePoint Integration w
Endpoint Detection is Disabled
Never ;I

@ Helo

Pruefen der Firewall auf dem Client erzwingen

Advanced Policy Editor for Windows

Any Personal Firewall (Windows)

Ay WMI Antivirus (Windows)

Arry WMI Personal Firewall (Windows)
Ary WMI Arti Spyware (Windows)
Corporate Machine (Windows)

Disable Citrix Client Printer Mapping (Winc
Enable ShareFoint Integration with Office
Endpoint Detection is Disabled (Windows
Privileged Endpoint (Windows)

Sygate Virtual Desktop Mot Required (Wir
Symantec Maorton Antivirus Up-To-Date S;
Always

&4 Never

[+ ﬂ Windows Vanables

< |

Name: IMlcmsoﬂ QWA 2010 Download (Wi

Category: I Policies

ANDl OR | NOTl

TrueAmy_Anti_Virus




Jetzt geht der Zugriff nicht mehr

Microsoft®

Outlook' Web App

cht die Zugriffsrichtlinienanforderungen fir diese Site
our computer does not meet the security policy requirements of
administrato

Mit Microsoft Exchanage verbunden
© 2010 Microsoft Corporation. Alle Rechte vorbehalen,



