Microsoft Forefront TMG — Erster Ueberblick

Es folgt ein Ueberblick ueber das Microsoft Forefront TMG Produkt in der Beta
Phase. Aus Zeitgruenden folgt als erstes nur ein Ueberblick ueber die wichtigsten
Neuerungen in Form von Screenshots mit wenig Erklaerungen. Detaillierte
Informationen wird es in Zukunft auf meinem Blog und auf Dieters www.msisafaq.de
Seite geben.

Der Test erfolgte auf einem Hyper-V Server. Die VM ist ein Windows Server 2008 64
Bit System auf Englisch J - ES GEHT ENDLICH.

Immer daran denken, es handelt sich um eine Beta. Der Funktionsumfang hat sich
gegenueber meinem ersten Beta Zugang vor knapp einem Jahr nicht wesentlich
geaendert.
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Welcome to the Installation Wizard for
Microsoft Forefront Threat Management

Forefront Gateway

The Installation Wizard will install Microsoft Forefront Threat
Management Gateway on your computer.

WARMNING: This program is protected by copyright law and
international treaties.

To continue, dick Mext,

= Back Mext = Cancel |

& Microsoft Forefront Threat Management Gateway x|
Installation Wizard Completed
MWerzsats
Forefront- The Installation Wizard completed successfully.

Threat Management Gateway

¥ Invoke Forefront TMG Management when the wizard doses:

Click Finish to exit the wizard.

—

Installation des TMG



i'-.% Microsoft Forefront Threat Management Gateway - Installats il

Setup Scenarios

Select the installation option for this computer.

{* Install Forefront Threat Management Gateway
The computer will run Forefront Threat Management Gateway services, Forefront Threat

Management Gateway Management will be installed for local management of this Forefront
Threat Management Gateway computer,

{~ Install Forefront Threat Management Gateway Management only

The computer will be used to remotely manage an Forefront Threat Management Gateway
computer.,

< Back I Mext = I Cancel

Auswahl der Komponenten

i'-.%' Microsoft Forefront Threat Management Gateway - Installatio il

Component Selection
The selected features will be installed.

Click on an icon in the list to view or modify how a feature is installed.

=i ~| Forefront TMG Feature DESCI'IDtIO!"I
Stores the enterprise

= ForeontG Management Eiosi B SoE e
nfiguration Storage serv Threat Management Gateway
arrays.

This feature reguires 31 MB on
your hard drive.

Install to:

C:\Program Files\Microsoft ISA Servery Change... |
Help Space < Back I Mext = I Cancel |




Auswahl der Netzwerke

licrosoft Forefront Threat Management Gateway - Installation Wizard

—

0.0.0.1-126.255,255.255
128.0.0.0-169.253.255.255
165.255.0.0-223.255.255.255
240.0.0.0-255,255,255.254

dicrosoft Forefront Threat Management Gateway




__.:' Protect the ISA Server Computer - Windows Internet Explorer
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Protect the Forefront TMG Server

You have successfully installed Microsoft® Forefront Threat Management Gateway (TMG) on your computer. Note
the following security recommendations:

e Turn on Microsoft Update so that you will be notified when the latest updates are available. When you turn on
Automatic Updates, the Microsoft Update Web site is regularly checked for high-priority updates that can help
protect your computer. These updates can include security updates, critical updates, and service packs.
Depending on the setting you choose, Forefront TMG automatically downloads and installs any high-priority
updates that your computer needs, or notifies you as these updates become available. We recommended that
you configure Automatic Updates to download updates automatically, but to allow you to choose when to
install them. For instructions on configuring Automatic Updates, see the Microsoft Update Web site.

s For more detailed information about securing the computer running Forefront TMG see "Security and Protection”
in Forefront TMG Help.

« Use the Microsoft ISA Server Best Practices Analyzer Tool to determine the overall health of your
Forefront TMG servers and to diagnose current problems. The tool scans the configuration settings of the local
server and reports issues that do not conform to the recommended best practices. Download this tool from the
Microsoft Download Center.

Neu: Ein grundlegender Setup Wizard

To view this page again afte
closing it. do one of the
following:

® Open the Secure.htm
file, located in the
ISA Server installation
directory on the
Forefront TMG server.

# Save this file to a shared
folder on your network,
which you can access as
necessary.



[N Getting Started Wizard x|

Welcome to Forefront TMG!
To get started, follow the three steps below:

Configure network settings

Define network settings for your Forefront TMG, incuding IP
settings, routing rules, and network relationships.

]

Configure system seffings

¥ Define lacal system settings Far wour Farefront THE,

Cefine deployment options

Specity Forefront TG deployvment settings such as how this
Farefrant TG receives Micrasafbt updates,

1=

Help about the Getting Started Wizard

Getting Started - Network Setup Wizard

Welcome to the Network Setup
Forefront Wizard

This wizard helps you define basic networking settings for Forefront
TMG. This includes network |P settings, network relationships, and
routing rules. Advanced network settings can be specified after
completing the Getting Statted Wizard.

To continue, click Mesxt.

Help about the Network Setup Vizard

< Back Mext > Cancel




Getting Started - Network Setup Wizard

x|
Network Template Selection
Select the networl template that best fits your networl topology.
" Edage firewall Single Network Adapter
I iz T Lescal Most
" Back firewal
External Network
(Interne)
% Single NIC
llll::1—l| Nll|'l:;_lk
this topalogy, Forefront TMG is connected with a single network adapter to the Internal network
the Perimeter network. In this topology, Forefront TMG can protect internal dients from Web and
-mail threats, provide remote access to internal applications, and accelerate access to the
ternet.
< Back Next > Cancel |
Getting Started - Network Setup Wizard |

Local Area Network (LAN) Settings
Define the settings for the network adapter connected to your LAN.

Network adapter connected to the LAN:

" Obtain an IP address automatically

% Use the following IP address

IP address: | 192. 9 .200 . 121
Subnet mask: | 255 . 255 . 255 . 0
Default gateway: I
DMS server: I

. Ifadynamic IP address is used (DHCP), dients on the Internal network must either
| have their Web browsers configured to use Forefront TMG as their Web proxy or
" should be running the Firewall Client software.

< Back. Mest = Cancel




[N Getting Started Wizard

Welcome to Forefront TMG!
To get started, follow the three steps below:

Configure network settings

r 4
" 4 Define network settings for your Forefront TMG, induding IP
.‘ settings, routing rules, and network relationships.
[ ‘ .
r[: ‘) Configure system settings
| | Define local system settings for your Forefront TMG.
h J

Cefine deployment options

Specify Farefront TME deployment settings such as how bhis
Forefrant T1E receives Microsoft updates,

1=

Help about the Getting Started Wizard

Getting Started - System Configuration Wizard

Host Identification
Erter the identification details for this Forefront TMG computer.

Type the host name:

WIN-UBFSP 1IT5DHX

~Member of

¢ Windows domain: I

% Workgroup: | WORKGROUP

Help about domain and workgroup membership

r~Primary DNS suffix

DMS suffix:

In a domain, the primary DNS suffix is provided by the domain
contraller,

< Back. Mest =

Cancel




[N Getting Started Wizard x|

Welcome to Forefront TMG!
To get started, follow the three steps below:

, " ' Configure network settings
;,"I ' Define network settings for your Forefront TMG, induding IP
‘ settings, routing rules, and network relationships.
b
[ | .
, Configure system settings
-“" V Define local system settings for your Forefront TMG.

ki |
: Define deployment options
Spedfy Forefront TMG deployment settings such as how this
Forefront TMG receives Microsoft updates.
L

Help about the Getting Started Wizard

Cloze |

Ein grosser Schwerpunkt in diesem Build sind die integrierten Maleware Defintion
Updates.

Getting Started - Deployment Wizard x|

Microsoft Update Setup
Use Microsoft Update service to help keep your computer secure and up to date.

Microsoft Update offers security and important updates for Windows and Microsoft products,
including Forefront TMG.

Forefrort TMG uses the Microsoft Update service to deliver malware definition updates to

Forefront TMG. To receive these updates, you must choose to use the Microsoft Update
service, below.

@J " Use the Microsoft Update service to check for updates
= (recommended)

Ie {~ | do not want to use Microsoft Update service
-

Hea the Microsoft Lipdate FAG

Read our Privacy Statement

< Back Next = Cancel




etting Started - Deployment Wizard

Definition Update Settings
Select how definition updates will be downloaded and installed on this system.

rAutomatic Update Action

Malware inspection: Chedk and install

 Automatic Update Action Polling Frequency

o Ewery 15 minutes

¢ [Everyday =] [rooam =]

':I Requesting definition updates from Microsoft requires you to have a subscription license.

< Back Mest = Cancel

Getting Started - Deployment Wizard

Customer Feedback

We invite you to join the Customer Experience Improvement Program to help us improve the
quality, reliability and performance of this product.

This program collects anonymous information about your hardware configuration and how you use
this product, without interrupting you. We use the information to identify trends and usage
patterns. Mo information is used to identify or contact you.

If you participate in the program, Web proxy dient access will be enabled on the Forefront TMG
Local Host network.

You can change your partidpation choice after dosing this dialog box. To do this, open the server
or array property pages, and modify settings on the Customer Feedback tab.

Learn more about the Customer Experience Improvement Program

% Yes, I am wiling to participate anonymously in the Customer Experience Improvement Program
(recommended)

" Mo, I don't wish to particpate

< Back Mesd > Cancel

Microsoft Telemetrie Service




Getting Started - Deployment Wizard |

Microsoft Telemetry Service
Select a a telemetry membership option.

Microsoft Telemetry Service helps protect against malware and intrusion by reporting information to
Microsoft about potertial attacks, which Microsoft uses to help identify attack pattems and improve
precision and efficiency of threat mitigations. In some instances, persanal information might be
inadvertently sent to Microsoft, but Microsoft will not use this information to identify or contact you.

Select your Microsoft Telemetry Service membership type:

™ Join with a basic membership
Forefront TMG will report basic information about potential threats identified, including threat type,
where it originated, and the action applied.

' Join with an advanced membership
In addition to basic information, Forefront TMG will report additional details about potential threats,
including traffic samples and full URL strings. With advanced membership, you provide Microsoft
with mare help in analyzing and mitigating threats.

™ | do not wart to join Microsoft Telemetry Service at this time. Do not send any information to
Microsaft.

Read our Privacy Statement

< Back. Mest = Cancel

Web Access Policy Wizard

Welcome to the Web Access Policy Wizard

This wizard helps you define how internal users access the Internet, the
types of Web sites they are allowed to access, malware inspection settings,
and if content downloaded from the Internet is stored in the cache.

When you complete this wizard, access policy rules for the applied settings
will be created.

- To continue, dick Mext,

< Back I Mext = I Cancel




Web Access Policy Wizard

Web Protection
A valid license is required to use the malware inspection feature,

Do you want to use the malware inspection feature for HTTP traffic?

{* ‘ez, enable the malware inspection feature

{~ Mo, do not enable the malware inspection feature

Malware inspection is available for evaluation without a license for 90 days following installation.

When the evaluation period ends, you will need to purchase a valid license.

Help about purchasing a valid HTTP protection license

< Back I Next = I

Cancel

Web Access Policy Wizard

Web Access Policy Type
You can apply a single policy to all the dients in your organization or spedfy different polices
based on users or computers,

¢~ Create a simple Web access policy for all the dients in my organization

This policy allows dients in your organization access to all Web sites and destinations except those
that you explicitly block. Only choose this option if internal users are not required to authenticate

for Internet access.

% Create customized Web access polidies for users, groups and computers

This option allows you to apply allow and deny policies for different users, groups or computers in

your organization. Choose this option if you require some or all users in your organization to
authenticate for Internet access.

domain member.

ForeﬁontTMG iz currently not joined to a Microsoft domain. Using the Web Access Wizard to
| create a customized policy for authenticated users is only supported when Forefront TMG is a

< Back I Next = I

Cancel




Web Access Policy Wizard

Default Web Access Policy

Select how Web access attempts that do not match any settings defined in the Web access
policy will be handled.

Add Access Policy




Web Access Policy Wizard

Anonymous Web Access Policies
Define how Web requests not requiring authentication are handled (allowed or denied).

Anonymous Web access polides:

| Access Groups | Destinations | Ad
a Internal External

Palicy Mame: Test UM

< Back Mext = Cancel

Web Access Policy Wizard

Malware Inspection Setting

With malware inspection enabled, HTTP content requested from the Internet can be scanned
for malware, such as viruses and spyware.,

The malware inspection feature is enabled. Select if you want to apply malware inspection to the rules
created by the Web Access Policy Wizard.

" Do notinspect Web content requested from the Internet

+ Inspect Web content requested from the Internet

¥ Allow partial file delivery

Forefront TMG will send content to dients as it is inspected, rather than wait for the entire
scan to complete, This results in a better user experience,

¥ Block encrypted archives (for example, zip files)
Faorefront TMG will block the downloading of all encrypted archive files. Such files may contain
encrypted viruses capable of bypassing antivirus signatures.

5. This option applies only to rules created by the Web Access Policy Wizard.
| To enable malware inspection on other rules, you must enable malware inspection in the rule
“=-  properties.

< Back I Mext = I Cancel




| Web Access Policy Wizard x|

i Web Cache Configuration

With Web caching enabled, frequently accessed Web content is stored in the cache, improving
browser performance and reducing bandwidth consumption.

¥ Enable Web caching

Assign the cache drives and drive space used for Web caching:

Server

| cache Size (all disks) | Free Space (all disks) | Cache Drives. .. |

WIN-UBFSP IT5DHX

50 MB 115432 MB

With Web caching enabled, a cache rule enabling the caching of Web content requested from the
Internet (External network) will be created.

Help about Web caching

Fle Action View Help

< Back Mext = Cancel

= Forefront TMG

IR EIEFIOCEREY

[ Microsoft Forefront Threat Manageme!
= ﬁ Forefront TMG (WIN-UBF&P 1T5DH
E Monitoring
¢ Update Center
Firewall Policy
Web Access Policy
L3 Virtual Private Networks (VPM)
< Metworking

3 system
= Troubleshooting

Forefront:

Threat Management Gateway

/ All Firewall Policy \

Order = | Mame | Action | Protocols. | From / Listener | To | Condition

| Description | Policy
= Web Access Policy Group
=[#]1 ‘Web Access Ano... @ Allow I HrTR =% Internal @ External . All Users Web access rule ... Array
I HTTPS
EN0F Web Access Defa... @ Allow 3 v <& Internal @ External o All Users Web access rule ... Array
1L RS
\_TI Last Default rule G Deny E:'J_ All Traffic :k, All Networks (... ik,AII Metworks (... EI All Users Predefined acces... Array




File Acton View Help |
L e ] ? W] |

=3 Mirosoft Forefront Threat Manageme: [RRSRN
=) T Forefront TMG (WIN-UBFaP 1TSDH [ Sr i T0HTE

Monitoring Forefront TMG (WIN-UBF8P1

=] Monitoring Threat Management Gateway
= Update Center
% ;:::‘:l:sh:zohcy Dashboard { Alerts Y Sessions X Services X Configuration X Reporting Y Connectivity Verifiers X Logging w\
FEity [P 8| [Qn 5
B system GroupType ~ | Status | Latest ~ | Alert | Severi | New | Server - Refresh
¥ Troubleshooting Active Directory Not Configured (i) 4/3/2008 ... Accumulation Fol... Information 1 WIN-UBF8P1T 4] Refresh tow
DHCP Mot Configured B, 4/9/2008 ... Micosoft Update ... Warning 1 WIN-UBFSP 1T [] Automatic Refresh Rate
DNS Mot Configured ¥ 4/3/2008 ... Definition Update... Error 1 WIN-UBFSP 1T Medium ¥
Others Not Configured \\!) 4/9/2008 ... Service Shutdown Information 1 WIN-UBF8P1T
Published Ser... Not Configured (i) 4/9/2008 ... Mahware Inspecti... Information 2 WIN-UBFEP 1T
\eb (Internet) Mot Configured 1\ 4/9/2008 ... Malware Inspecti... Wiarning 2 WIN-UBFSP 1T
(1) 4/9/2008 ... Service Started Information 4 WIN-UBF8P1IT
@4{9[2008 ... Definition Updatin... Error 4 WIN-UBF8P 1T 1l
g tnen o - e
(4 services @] |@sessions &
e | status | serversup | Server | Total | web Proxy | Firewall dlient SecureNAT
Firewall Started loutof1 WIN-UBF8PL... 5 2 o 3
Job Scheduler  Started loutof1 q I I LI
SQL Server E... Started loutof1 @ P @
Senvice | status |
5 Malware Inspection In Progress R
i

Configuration Storage Server wie bei ISA 2006 Enterprise, im Detail aber doch ganz
anders J

Wigrmsoltr

Forefront: Monitoring H

Threat Management Gateway

Dashboard YAlertsYSEssions Y ServioesYConf‘gu ration ‘Rzporﬁng ‘COI"IFIECﬁVitY Verifiers ‘Logging \

Configuration Status

Configuration status monitors the version of the configuration used by the Microsoft Firewall Service on each array member and compares it to the version of the
configuration stored in ADAM.

Status Last Updated




Wicrosolt™

Forefront: Monitoring

Threat Management Gateway

/ Dashboard YAIerts YSessions YServices YConﬁguration YReErting ‘L’.‘onnecﬁ\tit’yI Verifiers ‘(Logging \

Report JobName_ =~ | Type | start Date | End Date |
= One-Time Reports

4| UTMReport Day 4/3(2008 4/32008

Generating the report, Please wait...

Der Report — noch etwas leer, da kein Traffic J

osoft Forefront TMG Report - Windows Internet Explorer

6@{ - I?é C:\Jsers\Administrator\AppDatalLocal\UTM Report_(4.8. 2008-4.8, 2008)\Report.htm ﬂ *2/| % ILi-.-‘E Se
ﬂf & @MicrnsnﬂForeﬁontTMG Report | | @ b E

Forefront TMG report:

Micranoht®

Forefront .

Threat Management Gatewa +/B/2008 - 4/8/2008
Participating Servers:

ISummary Top Web Users
Top Protocols

EPF Uws:g;tes The following Web users generated the largest amounts of Web traffic through Forefront TMG during the report period. Users that generated the

Cache Performance most traffic are listed first. Metwork addresses are presented when user names are unknown to Forefront TMG (unauthenticated Web Proxy clients).
Traffic

Daily traffic

\Web Usage

m Top Web Users

m Top Websites

m Top Web Protocols
m HTTP Responses
= Cbject Types
|Application Usage
0

.

.

.

Top Application Protocols
Top Application Users
Top Applicaticns

Top Destinations
[Traffic and Utilization
Malware Protection

m Top Threats

Top Web Sites

Top Users

Inspection Duraticn

m Incpecticn Statistics
[Security

= Authorization Failures
m Dropped Packets

Neu: Log Queue Storage Folder



Log Queue Storage Folder ﬂ E

When log records are generated faster than they can be formatted,
incoming log records are stored in the log queue until they are formatted
and saved to the log database.

Folder used for storing the log queue:

¥ ISALogs folder
(in the Forefront TMG installation folder)

™ This folder {enter the full path):

I Brawise. .. |

The folder must exist on each server in the array. If the
i folder does not exist on each server, the configuration

cannot be applied.
a4 I Cancel

Ah, IPv6

Related Tasks

= View Log Status

A Define Log Text Colors
[ save Filter Definitions
L3 Load Filter Definitions

Copy Selected Results
Clipboard |

5 Copy All Results to Clip
@ Hide IPv6 log entries

i

i

= Forefront TMG
Fle Acon View Hep |
IEEEIIEIENE, |
53 Microsoft Forefront Threat Manageme! [N
=1 @ Forefront TMG (WIN-UBFSPITSDH (S Sret TR
£ Monitoring Threat Management Gateway

ISl Undate Center
#, Firewall Palicy

Defi Updates
% Web Access Policy

) Virtual Private Networks (vpNy) |_Service = Automatic Update Action | Last Update Status Last Checked Last Updated License Expiration
<& Networking 5 WIN-UBFBP1TSDHX
HE system Refresh
=§ Troubleshooting |- Malware Inspection Check and install Searching... 49/2008 8:49:52PM  Mever () Expires on: 7/7/2008 [@ Refreshow
[] Automatic Refresh Rate
Medium ¥
Update Center Tas

[ Configure Update Set|

[ Configure Microsoft |
Settings
A < InstallNew Updates

& Check for Updates

Licensing Tasks
[ Configure License Det

Related Tasks

Link to Alerts Page

Update Services Lizenz



Update Services License

License Details |

. License name:

:A..._A;'
Applies to: Service =~ I
Malware Inspection
License agreement number: I Evaluation

Expiration date: I 7j 7j2008 vI

Help about updating license agreements

0K I Cancel Anply

Firewall Regeln

=3 Microsoft Forefront Threat Manageme: il

) @ Forefront TMG (WIN-UBF&P IT5DH Forefront:
= Menitoring Threat Management Gateway
c, Update Center

Firewall Polige Firewall Policy

Web Acce  Refresh
£ virtual Pri + = | Mame | Action | Protocols | From / Listener | To | Condition | Description | Policy
EE :::::;hr Import... =b Access Policy Group
Edit System Policy... <
= Troublesh i [r]2 Web Access Ano... (72 Allow L1 Hre 4. Internal @ External = All Users Web accessrule ... Array
Exchange Web Client Access Publishing Rule... lﬁ HTTPS =5 Local Host
e SmnE e e U iR =k Internal O External %NI Users Web accessrule ... Array
SharePaint Site Publishing Rule... i HrTRS
Help Weh Site Publishing Rule. .. e
1 MNon-Web Server Protocal Publishing Rule... !_}'_.5 All Traffic < Al Networks (... < All Networks (... . All Users Predefined acces... Array
Access Rule...

Ein paar neue Registerkarten



Web Access Anonymous Policy: Test UTM Properties 2 | x|

General I Action I Protocols I From I To I Users
Schedule | Content Types Malware Inspection | Iser Motffication

Malware inspection setting for HTTP content allowed by this rule:

¥ Inspect content downloaded from Web servers to clients

Help about malware inspection

ok | caned | appn |

Cool: Custom Text bei verbotenen Seiten:

Web Access Anonymous Policy: Test UTM Properties 2 | x|

General I Action I Protocols I From I To I Users I
Schedule I Content Types I Malware Inspection User Notification

[w Display a custom message to users, notifying them when requests
matching this nule are blocked

Type the custom message:

Verboten|| ;I

ok | Cancel | sppy

HTTP Filter ist unveraendert geblieben




Configure HTTP policy for rule I
General | Methods I Extensions I Headers I Signatures I

— Request Headers
Maimum headers length (bytes):

— Reguest Payload
¥ Mlow any payload length

Mandmum payload length bytes): I

— URL Protection
Maxdmum URL length {bytes): 10240
Maximum query length (bytes): 10240

[~ Verfy nomalization
™ Block high bit characters

 Executables
™ Block responses cortaining Windows executable cortent

0K I Cancel Apply

Schwerpunkt Webzugriff

Wigssoh

Forefront:

Threat Management Gateway

'0' Web Access Policy \

Web Access Settings
Web Proxy: Enabled (Port: 8080) Malware Inspection: Enabled
Authentication: Mot required by palicy Web Caching: Enabled
HTTP Compression: Enabled

Action | Mame | Condition | From | To |

= wWeb Access Policy Group

= Q Deny [ #]Web Access ... &I All Users = Internal @ External
= Local Host
(@alow  [¥]web Access ... 8 AllUsers . Internal @ External

Q Deny [#] Default rule &I A&ll Users < Al Networks (... <&, All Networks (...



Malware Inspection

Malware Inspection K E3
'General Exceptions |Inspech'on Settings I Content Delivery I Storage I

The following destinations are exempt from malware inspection:

(i Sites Exempt from Malware Inspection Add...

Edit, .,

Remowve

i

! . These settings override the settings of policy rules. Traffic
"% from and to these destinations will never be inspected.

oK I Cancel | Apply |

Malware Inspection K E3

"General I Exceptions Inspection Settings |Conter1t Delivery I Storage I
| Malware inspection options:
¥ attempt to dean infected files

¥ Block files with low and medium severity threats (higher level threats are
blocked sutomatically)

¥ Block suspicious files

™ Block corrupted files

™ Block files that cannot be scanned

¥ Block encrypted files

v Block files if scanning time exceeds (seconds):

300
¥ Block files if archive depth level exceeds:

:

[¥ Block files larger than (MB):
1000

;

¥ Block archive files if unpacked content is larger than (MB):

4095

oK I Cancel Apply




Malware Inspection Content Types Displaying Progress Notifications Properties [ 7 x|

" General | Exceptions | Inspection Settings  Content Delivery IStorage I ‘General Content Types |

To improve the user experience during malware inspection, partial content

il : : Ll These are the selected MIME and file types induded in this
is trickled to dients as files are inspected. Progress notifications can also content type set.
improve the user experience.
Available types:
r~Progress Motifications

v Send progress notifications to dients as files are downloaded and I ! J F\—ddl

inspected (applies to the selected content types anly) Selected types:

applicationfacrobat N

Select Content Types... application farj REemuye |
application/dos-exe
B Trickling of partial content is not applied to the content application fexe
types selected for progress notifications. application gzip

application/gzip-compressed

applicationfozipped
application/flha
application/madha
application/msdos-windows

applicationfpdf
annlicatinn ftar LI

For HTTP reguests, incoming content is identified by MIME type. When
MIME information is missing, or when FTP is used, content is identified
by file type (extension).

OK Cancel Apply CK I Cancel Apply

Webproxy — Im ISA nix neues

Internal Properties

General I Addresses I Domains | Web Browser I
Auto Discovery I Firewall Client Web Proxy

¥ Enable Web Proxy dient connections for this network
rHTTP
¥ Enable HTTF

HTTP port: W

~55L
[~ Enable 551

551l morh I 3443 Server Cettificates, .,

Configure allowed authentication methods:

Authentication... |

Configure advanced properties:

Advanced... |

oK I Cancel | Apply

Auch hier auf dem ersten Blick nichts Neues:



'Web Access Policy

Toolbox Y Tasks Y Help

Access Policy Tasks

@} Configure Web Access Policy
@ Disable Web Access

Policy Editing Tasks

Leh Configure Malware Inspection

Related Tasks

[7) Configure Web Proxy

¥, Configure Web Caching

Qi Configure HTTP Compression

LiJ Configure RADIUS Server
Settings

|} Configure LDAP Server
Settings

Jﬁ' Configure DiffSery
Preferences

¥21 Configure Certificate
Revocation

1-2-3-4-5-6-einer mehr als bei ISA 2006 (und doch nicht wirklich)

Forefront

Threat Management Gateway

{ ¥PH Clients Y Remote Sites

Configure VPN Client Access
This page helps you define and configure how dients access the corporate network using a virtual private network (VPN) connection.

Configure Address Assignment Method and Enable VPN Client Access
Allow remote dients to connect to the network using a VPN connection.

Specify Windows Users or select a RADIUS Server
Specify the Windows users {domain aroups) allowed VPN access or, if using RADIUS authentication, select the RADIUS authentication server.

Verify VPN Properties and Remote Access Configuration
Verify that VPN properties, such as protocols and access points, are defined according to your network requirements.

View Firewall Policy for the VPN Clients Network
Verify that Firewall Policy rules for the VPN Clients Network are defined in accordance with your network and corporate security requirements.

View Network Rules

Verify that the rules spedfying network relationships between the VPN Clients Network and other networks, such as Internal, are defined according
to your network requirements.

Configure Quarantine (Optional)

Enable quarantine support, apply either Forefront TMG or RADIUS guarantine policy, and specify if MAP dient support is enabled.

Read about quarantine configuration steps.

Im VPN Bereich sonst auf dem ersten Blick wenig neues (kein SSTP, IAG Anteil etc).



Netzwerkbereich — Hier auch alles unveraendert?!

File Action View Help
&= mEFA0®

=3 Microsoft Forefront Threat Manageme i
LA
=1 4@ Forefront TMG (WIN-UBFSP 1TSDH I ot e s

£ Moniitoring Threat Management Gateway
¢ Update Center
Firewall Policy —
Networks % Metwork Sets ¥ Network Rules X Web Chaining
g Web Access Palicy / ‘ ‘( ‘( \
3 Virtual Private Networks (vPn) | _Name | Description | Address Ranges |
<= Networking @ External  Builtdn network ... 7 IP addresses ...
EE System 1
i Troubleshooting { L Internal Metwork represe... 77 192.9.200.0 -...
=4 Local Host  Built4n network ... 1 Mo IP address. ..
=4 Quarantin... Builtin dynamicn... =1 Mo IP address...
L% VPN Clients Built-in dynamic n... =7 No IP address...

Ein paar Tools mehr in der Konsole

Related Tasks
5 Modify Computer Detz

i} Browse Computer Cer’
& Manage Users and Gre
Adjust Date and Time
@ Restart Computer
@ Shut Down

Neue(r) Filter
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Application Filters‘w.ab Hlters\

MName | Description | vendor | version
) DNS Filter Filters DMS traffic  Microsoft (R) Cor... 4.0
_J FTP Access Filter Enables FTP prot... Microsoft (R) Cor... 4.0
I H. 323 Filter Enables H.323 pr... Microsoft (R) Cor... 4.0
#_J MMS Filter Enables Microsoft... Microsoft (R) Cor... 4.0
) PMM Filter Enables RealMet... Microsoft (R) Cor... 4.0
+_J POP Intrusion Detection Filter Checks for POP b... Microsoft (R) Cor... 4.0
) PPTP Filter Enables PFTP tun... Microsoft (R) Cor... 4.0
+_J RPC Filter Enables publishin... Microsoft (R) Cor... 4.0
W_J RTSP Filter Enables Real Tim... Microsoft (R) Cor... 4.0
+_J SMTF Filter Filters SMTP traffic Microsoft (R) Cor... 4.0

“3) SOCKS V4 Filter Enables SOCKS 4 ... Microsoft (R) Cor... 4.0

+_J TFTP Access Filter Enables TFTP pro... Microsoft (R) Cor... 4.0

) Web Proxy Filter Enables HTTP pro... Microsoft (R) Cor... 4.0

Wo ist denn der SIP Filter geblieben? Der war doch schon mal da?

Wicrosoft
Forefront:

Threat Management Gateway

Servers Y Application Filters Y Web
Order | Name | Deseription |_version |_vendor | Relative Path | Direction
"ta 1 DiffServ Filter Enables DiffServ ... 4.0 Microsoft (R) Cor... DiffServ.dl Both
W2 Web Publishing Load Balandng Filter Enables publishin... 4.0 Microsoft (R) Cor... WPLoadBalancer.dl Incoming Web R
W3 Compression Filter Enables HTTP/HT... 4.0 Microsoft (R) Cor... comphp.dl Both
W34 Authentication Delegation Filter Enables authentic... 4.0 Microsoft (R) Cor... authdfit.dl Incoming Web Ry
“35 Forms-Based Authentication Filter Enables forms-ba... 4.0 Microsoft (R) Cor... CookieAuthFilter.dl Incoming Web R
W6 RADIUS Authentication Filter Enables RADIUS ... 4.0 Microsoft (R) Cor... radiusauth.dl Both
W7 LDAP Authentication Filter Provides LDAP Au... 4.0 Microsoft (R) Cor... Idapfilter.dll Incoming Web Ru
w8 Link Translation Filter Enables link transl... 4.0 Microsoft (R) Cor... LinkTranslation.dll Incoming Web Rs
H9 Malware Inspection Filter Enables inspectio... 4.0 Microsoft (R) Cor... EmpFilter.dll Outgoing Web R
+3 10 HTTP Filter Filters HTTP traffi... 4.0 Microsoft (R) Cor... HtipFilter.dll Both
W11 Caching Compressed Content Filter Enables caching ... 4.0 Microsoft (R) Cor... complp.dil Both

Neue Namen — gleiche Inhalte
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Troubleshooting

j r Troubleshooting and Support

j’ Use the ISA Server Best Practices Analyzer

The ISA Server Best Practices Analyzer Tool scans the configuration settings of the local Forefront TMG computer, determining the status of the
Forefront TMG computer configuration and finding issues that do not conform to recommended best practices.

View Forefront TMG Alerts

Forefront TMG alerts notify you when spedified events occur on the local Forefront TMG computer. Click this link to open the Alerts tab in the Forefront
TMG Monitoring options.

Ell

&4

View Forefront TMG Logging
Forefront TMG maintains logs of activity on the Forefront TMG computer. Click this link to open the Logging tab in the Forefront TMG Monitoring options.

@ Read Forefront TMG Documentation

Learn more about Forefront TMG.

Microsoft Forefront TMG Performance Monitor

e8| 7mil=d
[@ Relability and Performance EREREY Y AEELN

El [ Monitaring Tools
B8 Performance Monitor

= reliability Monitor 100
(54 Data Collector Sets
[ Reports a0

0

12:43:13PM 12:43:26 PM 12:43:35PM 12:43:45 PM 12:43:55PM 12:44:05 PM 12:4%15PM 12:44:25PM 12:44:35PM 1244 124

Last | 0.000 Average | 0,000 Minimum | 0.000 Maimum | 0.000 Duration |

Show [ calor [ Scale [ Counter [ nstance [ Parent [ Object [c

v ————— 10 Active Connections — — Forefront TMG Firewall Packet Engine \\WIN-UBFSP IT5DHX
icd 0.001 Bytes/sec - - Forefront TMG Firewall Packet Engine \\WIN-UBFSP IT5DHX
I 10 c - - Forefront TMG Firewall Packet Engine \\WIN-UBFBP 1T5DHX
I 10 Dropped Packets/sec — — Forefront TMG Firewall Packet Engine \\WIN-UBFSPIT5DHX
I 0.1 Packets/sec — — Forefront TMG Firewall Packet Engine \\WIN-UBFSP1T!

~ 10 Active Sessions - - Forefront TMG Firewall Service \\WIN-LBFSPIT%
|7| 0.01 Average Miliseconds/request - - Forefront TMG Web Proxy \WIN-UBFSP 1T

4







