Forefront TMG — Modifying TMG System Policy rules with TMG Export / Import
functionality

Some Forefront TMG Firewall policy rules cannot be modified (for example it is not
possible to disable the Default Firewall policy rule and is not possible to disable
logging for the Default Firewall policy rule.

Example Standardregel (Default rule)

] Letzte Standardregel () Werweigern 1. Gesamter Dat... =% Alle Netzwerk... <% Alle Metzwerk... T alle Berutzer  Vordefinierte Zugriffs

Properties of the Default rule. You cannot disable this rule.

Eigenschaften von Standardregel [ x|
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Y| Mame:
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Please note: Use this information at your own risk, no warranty and always create a
backup of your TMG configuration before you modify something ©

To deactivate or activate the system policy rule, export the default rule with the TMG
MMC into a XML file and edit the XML file with a text or XML editor and change the
“IsDefaultRule” entry to O from 1 and save the XML file. More information about
Backup/restore — Import/export capabilities of Forefront TMG:
http://www.isaserver.org/tutorials/Microsoft-Forefront-TMG-Backup-Restore-
Capabilities.html



http://www.isaserver.org/tutorials/Microsoft-Forefront-TMG-Backup-Restore-Capabilities.html
http://www.isaserver.org/tutorials/Microsoft-Forefront-TMG-Backup-Restore-Capabilities.html
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<fpcd
<fpcd
<fpcd
<fpcd
<fFpcd
<fFpcd
<fpcd
<fpcd
<fpcd
<fpcd
<fpcd
<fpcd
<fpcd

<7xm] wersion="1.0" encoding="UTF-8"7>
<fpcd troot xm1ns5§5c3="gttp://schemas.micrnsnft.cnm/isa/cnnfig—4" xmlns zdt="urn:schemas-microsoft-com:datatypes" storagemame="FPC" StorageType="0
BUi tidr="s

rComment dridt
:edition dr:idt=
tEnterpriseLeve]l dtidt="int">2</Fpcd:EnterpriseLevels
tEXportIitemclasscLsID dt:d
tExportItemcompatibilityversion dridr="int">3</Focd :ExportItemcompatibilityversion:

tExportItemscope dt:dt="1nt">0</Fpcd :ExportItemscopes>

tExportItemStoragedame dt:dt="string">{4cf0flc2-b10b-11d2-9ald-005054eh834 c}</Fpcd :ExportItemStoragenlames
rIsaxmlversion dib:dt="string">8. 0</Tpcd:Isaxmlversion>

roptionalbata dt:
supgrade dt:dt="hoolean">0«/fpcd : Upgrade>
:configurationMode dt:dt="int">0< Fpcd :Configurationmode>
tArrays StorageMame="Arrays" StorageType="0">

ing"»7.0.9027.400</Fpcd :Build>
tring" />
int"=32</fpcd tedition:

Ustring”>{59740B3A-8771-482C-AF 59-7764F4FO30EF </ Tpcd tExportItemc]assCLSID:

t="4int">12 < Fpcd :optionalpatas

<fpcd array Storagedame="{0D3D6FEL-7O7E-48F4 -AEDB-FAB343D3FDAB]" StorageType="0">

>
string ' =0</Fpcd tversions=
<fpcdtarraypolicy storagename="arrayPolicy” StorageType="0">

<fpcdiname dtidt="string" />

<Fpcd:policyrules Storagename="policyRules” StorageType="0">

<Fpcdpolicyrule storageName="{4cf0flc2-bI0b-11d2-9al1d-006004eb634C}" starageType="1">

<fpcdaction di:do="int">1</fpcd :action>
<fpcd:bescription dt:dt="string">vordefinierte zugriffsregel, die das netzwerk durch das Blockiere

I{fpcd:IsDeFauTtRu1e dg:dt=”bDDTeam“>0</fpc4:IsDefau]tRu1e>\ I

cfEcd:Order dt:dt="hin.ﬁex”}ffffffffﬁOOOOOBO(/fpc&:Order}
<fpcd:selectionIPs StorageName="SourceselectionIPs” StorageType="1">
<fpcdpefs Storagedame="Hetworks' StorageType="1"
<fpcarefs Storagename="HetworksSets' sStorageType="1">
<fpcd :ref storagename="{aB438f73-f293-4d0d-a1c9-850fe6aelb7h}" StorageType="1"=
<fpcd :name dt:dt:”string">{18d0438h—5144—4362—b799—742712513729¥</fpc4:Nan
<fpcd:refclass dr:idr="string">msFrPcHetworkset</fpcd :refclass>
</fpcd tref>
</fpca tpefss-
<fpcd irefs storagenam

omputers" StorageType="1"/
<fpcdirefs storagename="AddressRanges” storageType="1"/»
«<fpcdrefs storagemame="subnets” storageType="1"/>
«<fpcd:refs storagemame="Computersets” StorageType="1"/>
<fpcdirefs Storagename="Enterprisenetworks"” StorageType="1"/>
</fpcd:selectionIPss
<fpcd:accesspPropertios Storagename="AccessProperties” storagaType="l1">
«<fpcd:selectionIPs StoragenName="DestinationselectionIPs” StorageType="1">
<fpcd:rRefs storagename="Metworks" StorageType="1"/>
<fpcd:refs storagename="MetworkSets" StorageType="1"»>
<fpcd:pef StorageMame="{b571d857-el153-458e-8ac5-<0lace7f5c10}" StorageType
<fpcd iname dt:dt="string">{18d0438b-5144-4362-b792-742712513729}<,
<fpcdrefclass dt:dt="string >msFrChNetworkset</Fpcd :refcClass>
</Fpcd :ref=
</fpcd :pefs>
<focd irefs storacename="Computers" storaoeTvoe="1"/>

After the XML file is saved, import the XML file into your TMG configuration. From
now on it is possible to activate or deactivate the default rule. You can do the same
with the Forefront TMG system policy rule:
http://technet.microsoft.com/de-de/library/cc441740.aspx
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http://technet.microsoft.com/de-de/library/cc441740.aspx

Disable Logging for the Standardregel (Default rule)

If you try to disable the logging for the Default Firewall policy rule, you will get the
following error message:

Forefront TMG-Fehler

@ Die Anderungen konnken nicht gespeichert werden.

Weiter | Details << I

Fehler: 0xc0040334

Diese Eigenschaft fir das vordefinierte Element kann nicht geandert -
werden,

Der Fehler ist auf Objek: "Standardregel” der Klasse "Richtlinienregel" im ;I

Solution: Export a user defined Firewall policy rule to a XML file and copy the line of
the following screenshot into the clipboard and insert this line in the exported XML file
for the Default policy rule under the same structure as in the user defined Firewall
policy rule.
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k?=ml version="1.0" encoding="UTF-8"7>
<fpcd tRoot xminsifpcd="httpt//schamas.microsoft, cam/isa/config-4" xminsdr="urn:schamas-microsoft-com:datatypes” starageMame="FpPC" storageType="0
<fpcdiguild dridt="string">7.0.5027.400</Fpcd :6uild>
<fpcd icamment droidt="string"/>
<fpcdiedition droidr="dint"»32</Fpcd :edition>
<fpcdienterpriseLevel dridr="int">2</fpcd:EnterpriseLevel:
<fpcd texportItemclasscLsID dr:dr="string">{59740B3A-8771-492C-AF59-7764F4F939EF }</Fpcd tExportItemclasscLSID>
<fpcd :exportItemcompatibilityversion dride="int">3</fpcd expartrtemcompatibilityversions
<fpcd iexportitemscope dr:dr="int">0</Fpcd :ExportItemscope:
<fpcd exportItemstoragename dr:idr="string">{4cfoflcz-b10b-11d2-9a1d-006094eb634 ¢ }<Fpcd tExportITemstor agename:
<fpcd Isaxmlversion dt:d ing" pcd iIsaxmlversion:
<fpcd:optionalpata dt:dt="int">12</fpcd:optionalbata>
<fpcdUpgrade dt:dt="booTlean">0</Fpcd :Upgrade:>
<fpcd:configurationmode dt:dt="int">0</Fpcd :Configurationmode:>
<fpcdiarrays StorageName="Arrays" StorageType="0">
<fpcdarray Storagedame="{0D3D6F61-797E-48F4-AEDB-FAG343D3FDAB}" StorageType="0"»
<fpcd tadmirmaiorversion dt:dt="int">0</Fpcd ;adninMajorversion>
<fpcd tadmirminorversion dt:dt="4nt">0</Fpcd tadninMinorversion>
<fpcd :components dtidt="int">-1</Fpcd :Componentss>
<fpcd :DNSHame dt:dt="string"/>
<fpcd iname dt:de="string" />
<fpcdversion dr:dt="string">0</fpcd :version>
«fpcd:arrayPolicy Storagename="ArrayPolicy” StorageType="0">
«fpcdiname dt:di="string" />
«fpca:PolicyRules StorageMame="pPolicyRules" StorageType="0">
<fpcd rPgla = . T T ik deblpGide ' StorageType="1"»
I<fpc4.Ena?1eLEgglmg”qt.Qt bED1§an »0</fpcd :Enablelogging> I

«fpcd:pescription dt:dt="string">vordefinierte Zugriffsregel, die das Metzwerk durch das Blockiere
«fpcd:Enabled dt:dt=”buu?eam">l</ch4:Emab1ed>
«fpcd:Ispefaultrule dt:dt="boolean">0</fpcd :Ispefaultrules
<fFpcd :name dt:dt="strinﬂ”}StamdardregeT</fpc4:Name}
<«fpcd:order dt:dt="hin.hex">fFFfrfFo0000000</Fpcd :0rder>
«fpcd:selectionIPs StorageMame="SourceselectionIPs” StorageType="1">
«<fpcd:refs storagename="Metworks" StorageType="1"/>
<fpcdirefs Storagename="NMetworkSets" StorageType="1">
<fpcd :Ref StorageMame="{aB438F73-F203-4d0d-alc-800Fedaelb?h}" StorageType="1">
<fpcd tName dt:dt:"string”>{18d0438b—5144—4362—b?9e—742712513?29{</fpc4:Nan
<fpcd:refclass dt:idt="string">msFPCHetworkset</fpcd :refClass>
</fpcd :Ref>
</Tpcd irefs>

Import the modified XML file into the TMG MMC and save the configuration.



