Integration von Forefront TMG in ein TMG Array

Enterprise Management Server Installation

i'-E‘ Microsoft Forefront Threat Management Gateway Beta -

Setup Scenarios

Select the Forefront Threat Management Gateway installation option for this
computer.

i Install Forefront Threat Management Gateway services

The computer will run Forefront Threat Management Gateway services, Forefront Threat
Management Gateway Management will be installed for local management of this Forefront
Threat Management Gateway computer,

i~ Install Forefront Threat Management Gateway Management only

The computer will be used to remotely manage computers running Forefront Threat
Management Gateway.

i* Install Enterprise Management Server

The computer will provide centralized management for Forefront Threat Management
Gateway arrays. Enterprisedevel firewall polides and policy objects can be defined.
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TMG soll da nicht drauf!

i Microsoft Forefront Threat Management Gateway Beta

Component Selection

The selected features will be installed.

Click on an icon in the list to view ar modify how a feature is installed.

~Feature Description

Allows remote management of
Forefront Threat Management

Forefront TMG

Forefront TMG Management

Configuration Storage server Gateway using the Forefront
Threat Management Gateway
Management console snap-n.

This feature requires 50 ME on
your hard drive,

Install to:

C:'Program Files\Microsoft ISA Server), Change... |
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Neues TMG Enterprise
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Enterprise Installation Options

Are you creating a new enterprise or replicating an existing enterprise configuration to this
Enterprise Management Server?

{* Create a new Forefront Threat Management Gateway enterprise

IIse this option to create a new Faorefront Threat Management Gateway enterprise
during installation. This computer will become a Enterprise Management Server that
arrays can use.

{" Create a replica of the enterprise configuration

IIse this option to copy the enterprise configuration settings stored on a Enterprise
Management Server to this computer, This option enhances fault tolerance by
providing a replica of the enterprise configuration. Forefront Threat Management
Gateway arrays can also use this Enterprise Management Server,
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Account angeben! In der Praxis natuerlich NICHT den Oberchef nehmen!

i Microsoft Forefront Threat Management Gateway Be

Enterprise Management Server Service Account
Select the account under which the Enterprise Management Server service will run.

When installing a Enterprise Management Server on a domain controller, you must specify
an account under which the Enterprise Management Server service will run. The specified
account will be granted permissions to log on as a service.

User name: [administrator

Password: I [ TITTITITT)

If the spedfied account does not belong to the Domain Admins group, you must
perform additional steps after you complete this installation. Otherwise, Windows
authentication with array members will not function properly.

Refer to the "Enterprise Management Server an Active Directory domain contraller™ in the
Installation Guide for detailed information.
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Console starten

Forefront TMG Beta =] =
File Action View Help
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Getting Started with Forefront TMG Enterprise

o
g&\“i Management
4 d“ Follow these steps to set up your Forefront TMG enterprise and protect your networks while allowing
(ﬂ; g traffic between them.

Read about securing your Forefront TMG enterprise.

Assign Administrative Roles

Specify the level of control Forefront TMG administrators are sllowed over enterprize and array
functionality.

Define Enterprise Networks
Create enterprise networks that can be used in enterprise and array level rules.

Define Enterprise Policies
Create enterprise policies and spedify how these polices are applied to your enterprise.,

Define Array Settings

Configure your ISA Server arrays by applying an enterprise policy and defining array level
permissions, rules and firewall policies for each array.

Neues Array erstellen

Mew Array Wizard

Welcome to the New Array
Wizard

This wizard helps you create a new amay and set amay
policy settings.

Amay name:
ITI'U'IG-MT:TI

To continue, click Med.

/ Tasks -

Enterprise Tasks

[ Assign Administrative Roles

[ Configure Cross Array Link
Translation

Related Tasks

@ Export Enterprise
Configuration

@ Import Enterprise
Configuration
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DNS Namen angeben und im DNS pflegen

New Array Wizard x|

Amay DNS Name
Type the Domain Mame System (DNS) name of the amay.

Type the DMNS name used by Firewall clients and Web clierts when connecting to this Forefront
TMG amay.

Aray's DNS name: ITMG-ﬂna}r.dnmain.lncal
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Zuweisen der Enterprise Policy. in der Praxis erstellt man eine ode rmehrere
zusaetzliche Policies.

New Array Wizard x|

Assign Enterprise Policy
Specify which enterprise policy to apply to this amay.

Select the enterprise policy to apply to this new amay:

Mote that the "Default Palicy” includes the buitt4n " Demy Al enterprise nule
only. Rules for this policy should be defined in the Amay Firewsall Policy.
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Was ist im Array erlaubt?

New Array Wizard x|

Amay Policy Rule Types
|se this page to specify the types of amay firewall policy nules that can be created
for this amay.

Select the types of amay firewall policy rules that can be created for this amay:

¥ "Deny" access niles
¥ "Slow" access niles

¥ Publishing rules {Dery and Allow)
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Feuer frei

New Array Wizard x|

Completing the New Array
Wizard

fou have successfully completed the New Amay Wizard.
The new amay will have the following corfiguration:

Creating the new amay... ak |
I

To close this wizard, click Finish.
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Nach Erstellung des Arrays die Konfiguration speichern



Das Array ist da, fehlen noch die Server :-)

B Forefront TMG Beta

‘3 Infrusion Prevention System
' Remate Access Policy (VPM)
=& Networking
EE system

] Logs &Reports

=’ Update Center

if Troubleshooting

TMG Server Installation

ii-E‘ Microsoft Forefront Threat Management Gateway Beta -
Setup Scenarios

Select the Forefront Threat Management Gateway installation option for this
computer.

b

1=
File Acton View Help
= | HnHE A= X
= h‘:llwcrosoﬂ: Forefront Threat Management Gatewa' | Spr——
B H Eljherpr\sa . . & | FOI'efl'On‘t' Configuration Storage Server: W2k8-EX2k7.domain.local Arrays
£3 Enterprise Policies Threat Management Gateway
=k Enterprise Networks
»J Enterprise Add-ns /—\
Servers and Arrays
£ (5 Arrays Tasks \(Help '\
=1 '3 Forefront TMG (TMG-Array) Mame Description Enterprise Poli Rule Types
% Monitoring = ‘; TMG-Array Default Policy Deny
é Firewall Policy Arrays Tasks
Web Access Policy Publishing %f Configure Selected Array
# E-Mail Policy

7) Create New Array

¥ Delete Selectd Arrays

Policy Tasks

E Assign Enterprise Policy to
Selected Arrays

Related Tasks

ﬁ‘ Configure Cross Array Link

i* Install Forefront Threat Management Gateway services

The computer will run Forefront Threat Management Gateway services, Forefront Threat

Management Gateway Management will be installed for local management of this Forefront
Threat Management Gateway computer,

i~ Install Forefront Threat Management Gateway Management only

The computer will be used to remotely manage computers running Forefront Threat
Management Gateway.

" Install Enterprise Management Server

The computer will provide centralized management for Forefront Threat Management
Gateway arrays. Enterprisedevel firewall polides and policy objects can be defined.
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Ein CSS wird benoetigt

Translation

Die Installation eines TMG Server erspare ich mir mal. Wer wissen will, wie man die

TMG Serverfunktionen installiert, liest:

http://www.isaserver.org/tutorials/Installing-configuring-Microsoft-Forefront-TMG-

Beta2.html


http://www.isaserver.org/tutorials/Installing-configuring-Microsoft-Forefront-TMG-Beta2.html
http://www.isaserver.org/tutorials/Installing-configuring-Microsoft-Forefront-TMG-Beta2.html

Dem erstellten Array beitreten

Forefront TMG Beta

=18
File Action View Help
«=|s=H
|23 Microsoft Forefront Threat Managemer [ ——
EL) Forefront TMG (W2¢8-TMG1) & ” Forefront: Forefront TMG (W2K8-TMG1)
Monitoring Threat Management Gateway

Firewal Policy
&7 Web Access Policy
4 E-Mail Policy

=4 Networking

EE System

Logs & Reports
g_'; Update Center

= Troubleshooting

Join Array Wizard

Intrusion Prevention System
[} Remote Access Policy (VPN)

/Roles Confguration\ / Tasks -

N -

g“\m’ Configure Your Microsoft Forefront TMG Roles R S S—

E ﬁ Use the links below to configure how Forefront TMG protects your networks, while allowing inbound nhguration
L“;' and outbound network traffic,

“—| Launch Getting Started
=]

Wizard
Provide Secure Internet Access for Internal Users 5 Join Array
Use the Web Access Wizard to create the default Web access policy for users in your § Configure Array Properties
:r‘%:nssizlaﬁon. Use the wizard settings to configure how Forefront TMG protects and improves Web { Assign e v
() Connect to Forefront
Secure Your Organization's Email codename Stiring

Usge the secure E-Mail Wizard to allow dients secure Web access to e-mail, while protecting your
network by applying antivirus and antispam protection to both incoming and outgoing e-mail Related Tasks
messages and attachements, and by stamping inspected e-mails packets.

@ Export (Back Up) Array

N ~ . u Configuration
Configure the Intrusion Prevention System
Configure the Forefront TMG IPS to protect your organization from network attacks and to help

v @ Import (Restore) Array

Configuration

identify potentially compromised machines.

Welcome to the Forefront
TMG Join Array Wizard

This wizard helps you join this Forefront TMG
gerver to a standalone amay, orto an amay

managed by an Enterprize Management Server
(EMS).

To continue, click MNext.
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Standalone oder EMS verwaltetes Array



Amay Membership Type
Select the amay membership option for this Forefrort TMG server.

Amray membership options:

= Join an aray managed by an EMS server.

= Join a standalone amay managed by a designated amay member (amay manager).
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Cancel

Angabe des EMS Servers

Join Array Wizard

Enterprise Management Server Details

Select the EMS server and specify the user account used to connect to the

selected server.

EMS fully qualified domain name (FQDN):

W 2ka-EX 2k 7. domain. local

Browse...

~User account with rights to connect to the EMS server
¥ Connect using the credentials of the logged on user

™ Connect using this account:

Liser name: I

Password: I
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Neues Array oder vorhandenem beitreten?

Join Array Wizard x|

Join EMS Managed Amay

This server can join an existing EMS managed amay, or you can create and join a
new EMS managed amay.

Select the EMS managed array options:

¥ Join an existing EMS managed array (recommended):

" Create a new EMS managed array. Mote that creating & new array may
take significant time due to network latency.

< Back Mext = Cancel
Haste mal nen join
N 10in Array Wizard =
i
' Completing the Join Array lle
Wizard ks
You have successfuly completed the Join Amay
Wizard. The following settings wil be applied:
loin array

Joining the array... (0] 4 |

rk
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Noch ist das Array leer :-(

Forefront TMG Beta

File Action View Help

&5 | FEEHEE X

= Microsoft Forefront Threat Management Gatewa: .

E Enterprise . - & _ ForE'front Configuration Storage Server: W2k8-EX2k7.domain.loc
% ;ﬁg:z: E‘;’:ﬁks Threat Management Gateway

0@ ﬁ;:wmse Add-ns /" servers (Appiication Fiters X(Web Fiters Y
B '3y Forefront TMG (TMG-Array) Mame | HostD

] Monitoring

1 Firewall Policy

€ Web Access Policy

# E-Mail Policy

Intrusion Prevention System

. Remate Access Policy (VPN)

=<4 Metworking
System

| Description | cARP Load Factor | Created

ersior

&> Update Center
= Troubleshooting

Join erfolgreich. Jetzt sollte am EMS was zu sehen sein

You have successfully joined the array

]

Juup, dem ist so!



W2K8-TMG1 Properties 2 x|

General | carp | Communication | Product 0 |

‘E WIKE-TMG 1

Full computer name:

| W2K8-TMG 1.domain. local

Description

(optional):

Configuration Management: I EMS Managed array

Forefront TMG wversion: I

Product ID: I 00143-0EM-7010373-75340
Created: | 21.05.2009 15:14:12

Installation directory: I C:\Program Files\Microsoft ISA Ser

Host ID |3 j
oK I Cancel | Gpply |

Jetzt noch den zweiten Server joinen
DONE!
EMS Konsole starten

Hier hat sich im Vergleich zu ISA ja nicht viel geaendert!

B rorefront TMG Beta
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=3 Microsoft Forefront Threat Management Gatewa:
B heé:;:e ise Polc & - Forefront Configuration Storage Server: W2k8-EX2k7.domain.local Default Policy
8 L Threat Management Gateway

S, Microsoftt

=k Enterprise Metworks - -
3 Enterprise Add-ns / Enterprise Poli \ Toolbox Y Tasks \{ Help
B 5 Arrays
= "2 Forefront TMG (TMG-Array) The Default Policy cannot be modified. This means that ne enterprise rules can be added to the Default Policy
N enterprise policy. In addition, the pre-defined "Deny All" rule cannot be changed. Enterprise Policy Tasks
E0] Menitoring
# Firewal Policy - .

_:? Web Access Palicy You can create array rulesin the array-evel firewall policy. Help about array rules. .. [ Edit Enterprise Policy

3 Lo You can create your own enterprise polices. Help about enterprise polides... Properties
# E-Mail Policy

Intrusion Prevention System
. Remote Access Policy {(VPN)

Related Tasks
& Networki Order = | Name | Action | Protocols | From / Listener | To
etworking .
EE System Enterprise Policy Rules Applied Before Array Firewall Policy @ :xlpnrt (Back Up) Enterprise
olicy
Logs & Reports g )
5 Update Center (3) Import (Restore) Enterprise
- Policy
= Troubleshooting Array Firewall Policy !
— Array Rules — A
Enterprise Policy Rules Applied After Array Firewall Policy v

|_T| L.. Default rule ® Deny E:'_‘E All Traffic i—iﬂ Al Networks (... i—fﬂn]l MNetw|



CSS

THMG-Array Properties ﬂil

Aszsign Roles | Customer Feedback I Join Microsoft Telemetny Service
Published Configuration Storage I Intra-Amay Credentials
General I Policy Seftings Configuration Storage

Specify the Configuration Storage server used to store the amay

corfiguration. When the specified server is unavailable, the attemate server
will be used.

Configuration Storage server (enter the FQDMN):

W2k 8-EX2k

Browse. ..

Altemate Corfiguration Storage server (optional):

[l

I Browse. .

Check the Corfiguration Storage server for updates every:

I'lﬁ seconds j I

Select the authentication type used for connections between Forefrort TMG
and the Configuration Storage server:

[Windows authentication Select..

@B To save these settings, this computer must be able to connect to
'-.\ /.-' the specified Configuration Storage servers.

QK I Cancel Apply

CARP

W2K8-TMG1 Properties d b

‘General CARP |Communimﬁon I Product ID I

Cache Array Routing Protocol (CARF) divides the cache content
between array servers., CARP load factor determines the relative cache
availability for this server compared to the rest of the array servers.

Specify the CARP load factor for this Forefront TMG computer:

Load factor: 100)

oK I Cancel Spply




Kommunikation

2 x

.Generall cARP  Communication IProduct D

~Remote Communication
Specify the computer name or IP address used to get monitoring and
other server spedific information for this Forefront TMG when remotely
manaqing the array.

{* Use the full computer name:

| W2K8-TMG 1.domain.local

™ Use this IP address or computer name:

~ Intra-Array Communication

IJse this IP address for communication between array members:

192,9,200.50 j

Help about array communications

K I Cancel iy

Installation der Management Console

ii& Microsoft Forefront Threat Management Gateway Beta EE-

Setup Scenarios

Select the Forefront Threat Management Gateway installation option for this
computer.

" Install Forefront Threat Management Gateway services

The computer will run Forefront Threat Management Gateway services. Forefront Threat
Management Gateway Management will be installed for local management of this Forefront
Threat Management Gateway computer.

{+ Install Forefront Threat Management Gateway Management only

The computer will be used to remotely manage computers running Forefront Threat
Management Gateway.

" Install Enterprise Management Server

The computer will provide centralized management for Forefront Threat Management
Gateway arrays. Enterprisedevel firewall polices and policy objects can be defined.
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Component Selection

The selected features wil be installed.

Click on an icon in the list to view or modify how a feature is installed.

—Feature Description

Controls access and traffic
between networks,

Forefront TMG
Forefront TMG Management
Configuration Storage server

This feature requires 44 ME on
your hard drive.

Install to:

Change.. . |
Help | Space | < Back I Mext = I Cancel I

Nach3 Minuten war alles fertig

£ Microsoft Forefront Threat Management Gateway Beta x|

Installation Wizard Completed

The Installation Wizard completed successfully.

[T Invoke Forefront TMG Management when the wizard doses

Click Finish to exit the wizard.

Donel!



