Microsoft Forefront "Stirling" - Forefront Security fuer Exchange - Ueberblick
und Konfiguration

In diesem Artikel zeige ich kurz den Funktionsumfang von Forefront Security fuer
Exchange und die Integration in Exchange Server 2007.

Erster Artikel Forefront Stirling im Ueberblick:
http://www.it-training-grote.de/download/stirling-b2-1.pdf

ich nutze wieder die herunterladbare VHD-Testumgebung von Microsoft.
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Was enthalten die Downloads

. Denver
- Domain Controller
- Roles: DHCP server, DNS server, NPS server
-WSUS 3.0 SP1
. Stirling
- System Center Operations Manager (SCOM) 2007 R2 (build 6407 - beta 1)
- SQL Server 2005 SP3
- Forefront Stirling (build 1677 - beta 2)
- Outlook 2007
. Venice
- Forefront Client Security (build 1677 - beta 2)
- NAP agent
- Outlook 2007
. Madrid
- Exchange Server 2007 SP1 (Mailbox/Client Access/Hub Transport roles)
- Forefront for Exchange (build 243 - beta 2)


http://www.it-training-grote.de/download/stirling-b2-1.pdf

. Sydney
- Windows SharePoint Services (WSS) 3.0 SP1
- Forefront for SharePoint (build 243 - beta 2)
. Toronto
- Exchange Server 2007 SP1 (Edge Transport role)
- Threat Management Gateway (build 7264 - beta 2)

Exchange

Antispam Funktionen auf dem HTS Server

B Hub Transport 9 objects

Remote Domains I Accepted Domains I E-mail Address Policies | Transport Rules |
Journaling I Send Connectors | Edge Subscriptions | Global Settings Anti-spam
Feature = | Status |
& content Filtering Enabled
(TP Allow List Enabled
(1P Allow List Providers Enabled
[&11P Block List Enabled
|&11P Block List Providers Enabled
| & Recipient Filtering Enabled
|87 5ender Filtering Enabled
| 5ender ID Enabled
|87 sender Reputation Enabled

Antispam Updates



"
@ Enable Anti-spam Updates

o Enable Anti-spam Enable Anti-spam Updates
|pdates

This wizard enables anti-spam updates.
Completion

|Update mode:
" Manual - Updates for this server will be applied manually
* M tomatic - Updates for this server will be applied automatically

[v¥ Spam signature updates
[ IP Reputation updates

Update service:

¥ Use Microsoft Update to help keep your Exchange server upto-date with anti-spam
definition updates.

This wizard enables the download and installation of Bxchange anti-spam definition
updates only.

See the Microsoft Update FAQ

Read our Privacy Statement.

| £3 Automatic Updates is a premium feature that requires an Bxchange Erterprise Client
Access License (CAL) for each user mailbox ar Microsoft Forefront Security for
Exchange Server when enabled.

Help | < Back | Enable I Cancel |

Transport Agents auf dem Exchange Server. Man sieht hier auch die installierten
Transport Agents von FSE = Forefront Security fuer Exchange

[PS]1 C:sMindowssSystemd2 >get—transportagent
Identity

Connection Filtering Agent True
Transport Rule Agent True
Journaling Agent True
AD RMS Prelicenszing Agent False
Content Filter Agent False
Protocol Analysis Agent True
Sender Id Agent True
tender Filter Agent True

Recipient Filter Agent True
FSE RHouting Agent True
FSE Connection Filtering Agent True
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[P5]1 C:xMindows>Systemiz2:




FSE Versionsnummer

About Microsoft Forefront Server Security for Exchange

Microsoft®

Forefront

Server Security for Exchange, Version 11

Microsoft Forefront Version: (11.0.0243.0)
= 2008 Microsoft Corporation. All rights reserved.

Waming: This computer program is protected by copyright law and intemational treaties.
Unauthorized reproduction or distibution of this program, er any partion of it, may result in
severe criminal penalties, and will be prosecuted to the maximum extent possible under the
law.

License Type : Beta

View the Privacy Statement

In den Protection Settings koennen grundlegende Konfigurationseinstellungen bzgl.
Antimalware, Antispam und globale Einstellungen vorgenommen werden.

_T Forefront Server Security Administrator

- Antimalware

- Mailbox Realtime " Scan with a dynamically chosen subset of the selecled engines
Hub Transport
.- Mailbox Scheduled " Scan with only one of the selected engines
- Antispam
+ Global Exceptions A Scan Actions

- Connection Filter
- Content Filter

- SMTF Recipient Filterir| Virus
BSMTF Sender Filtering IC\ean j
BMTP Sender |D Filteri
(- Filters Spyware
- Configure IDeIete j

& Global Settings
- Scan Options
- Advanced Options

-~ Engine Updates Edit Deletion Text |

M Quarantine files

¥ Quarantine files

If you selected the delete action. the file content is replaced with the deletion text.

A Options

™ Scan doc files as containers
™ Scan message body
™ Scan after engine update

Process count:

l4 [

%

3 Monitoring ‘ Advanced Engine Management I

[/ | Tasks

Protection Settings

Scanning timeout (seconds):

|suuuu =]

Scan timeout action:

IDeIete j

Maximum container scan time (seconds):

120




Es koennen verschiedene AntiVirus Engines ausgewaehlt werden. Als Antimalware
Engine steht nur die Microsoft Antimalware Engine zur Verfuegung.

Select the engines to use for realtime scans x|

[ Antivirus Engines

¥ Microsoft Antimalware Engine
[~ CA Antivirus Scanning Engine
[ Kaspersky Antivius Technology
[ Noman Virus Cortrol

[ VirusBuster Antivius Scan Engine

Antispyware Engines

¥ | WMicrosoft Artimalware Engine

o | cancsl |

Content Filter EInstellungen fuer SCL Level

I Forefront Server Security Administrator

El- Antimalware
Mailbox Realtime

- Hub Transport a )
- Mailbox Scheduled Options
=1+ Antispam " Enable Content Filter

- Global Exceptions
- Connection Filter

i Report statistical data to 3rd party engine provider

. tent Filter A Spam C Level
- BMTP Recipient Filterir
- 8MTP Sender Filtering High Suspect
SMTP Sender D Filteri Acti
- - ion
[=- Filters: Messages with an SCL rating in this
- Configure range will be treated as suspected spam &
- Global Setiings * Quarantine
-~ Scan Options € sa d :
. -l - mp and continue processin
 Advanced Options SCLRange: 5108 " i e
- Engine Updates
Certain
Action
Messages with an SCL rating in this
s range will be treated as certain spam
L  Reject
' Delete
SCL Range: 9
Low
‘ o
!9 Manitaring
,.‘" | Tasks

Protection Setings




Benutzerdefinierte Filterlisten

- Anti

- Anti

Fl

@

- Global Exceptions
- Connection Filter

- SMTP Sender Filtering
- SMTP Sender ID Filteri

= Global Sefiings

imalware
Mailbox Realtime
ub Transport

Allowed Senders |

Keyword

* Actions

| Subject Line | Sender-Domain

Mailbox Scheduled
ispam

Realtime

Transport

| scheduled

Content Filter
SMTP Recipient Filterir

Scan Options
Advanced Options
Engine Updates

Monitoring

ezl

Tasks

Protection Settings

New...

| Edit... | Delete |

Globale Scan-Einstellungen

oA

=N

ntimalware

- Mailbox Realtime

- Hub Transport

- Mailbox Scheduled
ntiepam

- Global Exceptions

- Connection Filter

- Content Filter

- SMTP Recipient Filterir
- SMTP Sender Filtering

[=- Global Settings

- BMTF Sender ID Filterii
ilters
Configure

- Advanced Options

%
\'g Manitaring

Engine Updates

/ ;:'. | Tasks

Protection Settings

ettings - Scan Options

Elgrgeﬂlm ||

Select a filter from the list above to view or edit its settings.

#  Scan Targels - Realtime

Select which Exchange mailboxes you want to be
scanned by the realtime scan.

Mailboxes
& Al

' None
' Selected

Select Mailboxes... |

Select which public folders you want to be scanned by the
realtime scan

Public folders
& il
 None
' Selected

Select Public Folder: |

4 Scan Targets - T

The following types of scan targets are available with the Exchange transport scan.

F Inbound
W Outbound
M Internal

A S T: ts - Scheduled

Select which Exchange mailboxes you want to be
scanned by the scheduled scan

Mailboxes
© Al

' None
' Selected

Select Mailboxes... |

Select which public folders you want to be scanned by the
scheduled scan.

Public folders
© Al

 None
© Selected

Select Fublic Folder: |




Erweiterte Optionen

- Antimalware

- Mailbox Realtime

- Hub Transport

- Mailbox Scheduled

= Antispam Scan all files - This tells the system to scan all files. not simply

- Global Exceptions IDeIete j i the file types known to harbor viuses

- Connection Filter

- Content Filter

- SMTP Recipient Filterir Extension type for all deleted attachments: ¥ Enable inbound file filtering
SMTP Sender Filtering |m

- SMTP Sender 1D Filteri

Engine error action:

¥ Enable outbound file filtering

=1 Filt

& 5| ere IP addresses used to identify external addresses:
i Configure

[=- Global Settings Uze external "Domains.dat” file instead of value in
- Scan Options InternalAddress parameter

- Engine Updates - Use reverse DNS lockup when determining whether
or nota message is “inbound”
Edit IP Address List...

Domain names used for identifying internal W' Guarantine corrupted compressed files
addresses:

W Quarantine on timeout —

Edit Domain List...
%
; i # Deletion Criteria
\;9 Monitaring
— W Delete comupted compressed files M Delete partial SMTP messages
/] Tasks
W Delete corrupted UUEncoded files ™ Delete encrypted compressed files
Protection Settings
A Threshold Levels

Antivirus Scan Engine Updates

Forefront Server Security Ad istrator

>

Actions

Bl Antimalware — o
ettings - Engine Updates
Mailbox Realtime
- Hub Transport ; Update All Enabled
Specify whether to check for updates and how often i
- Mailbox Scheduled pecily pd Engines Now
- Antispam A Antimalware Engine Updates View Engine Summary
- Global Exceptions
.. Connection Filter Intelligent Engine Management is enabled. Forefront Security for n
- Exchange Server automatically schedules engine updates for the Update Engines Now I
Content Filter best profoct
- SMTP Recipient Filterir A DIT ICE' Check for updat h
. SMTP Sender Filtering ntimalware Engines: Check for updates every hour e |
SMTP Sender ID Fiterif Antispam Engines: Check for updates every hour.
El Filters
\. Configure A UNC
El Global Settings
- Scan Options r L .
nced Options Enable IUNC authentication using these credentials:
Engine Updates User:
| Edit UNC Credentials.
A Proxy Server
I™ Enable proxy server using this location and these credentials.
Proxy server: Port:
| 80 =
User.
I Edit Proxy Server Credentials...
4 ! ! 3 I
A i Options
\79 Monitoring
- Update enabled engines on server startup
[T] Tasks i
[~ Enableasan update redistribution server
Protection Settings




Update Einstellungen fuer alle Engines

¥ Engine Updates Dialog

=10l |

Engine N Updating | Schedule
CA Antivirus Scanning Engine Enabled Daily starting on 12/31/2006 at 3:00 PM, repeating eve
Kaspersky Antivirus Technology Enabled Daily starting on 12/31/2006 at 9:00 PM. repeating eve
Morman Wirus Corttral Enabled Daily starting on 12/31/2008 at 9:00 PM, repeating eve
WirusBuster Artivirus Scan Engine Enabled Daily starting on 12/31/2006 at 9:00 PM, repeating eve
Werm List Enabled Daily starting on 12/31/2006 at 300 FM, repeating eve
1| | i
A Antisp
Engine M Updating | Schedule
Cloudmark Artispam Enabled Daily starting on 12/31/2006 at 5:00 FM, repeating eve
1| | i
Edit Selected... |
QK Cancel
Tasks

Note:

Mailboxes
 None
' Selected

Public Folders
" Mone

& Selected

Total mailboxes selected: [0]
Select Target Mailboxes

Total public folders selected: [0]
Select Target Public Folders

A Options

Scans targeting a large number of mailboxes or public folders may run for a very long time.

¥ Enable file filtering

\3 Maonitoring
:7 Tasks

Protection Settings

I Enable virus scanning

¥ Enable header filtering (subject line and sender-domain}

Start On-Demand Scan

Suspend On-Demand
Scan

Resume On-Demand
Scan

Stop On-Demand Scan



E-Mail Benachrichtigungen fuer verschiedene Ereignisse

_' Forefront Server Security Administrator

Notifications
ncident Options
i Quarantine Options

Edit selected

Notification Motification Enabled For
File error Neone enabled
Keyword filter matched Mone enabled
Sender-domain filter matched Mone enzbled
Spyware found Mone enabled
Subject line filter matched Mone enabled
Virus found Nene enabled
Worm found Nene enabled
Scan error Nene enabled

» Event Notifications

\g Monitoring

/| Tasks

Protection Settings

Notification ‘ Noti
Scan startup MNone
License warning None
License expired None
Database size warning  Mone
Engine updated None
Engine update failed None
Engine update notfound Mone
Critical error MNone
Health change to green  Mone
Health change to red None
Health change to vellow Mone

File filter matched notification

Administrator
Intemal Sender
Extemal Sender
Intemal Recipient
Extemal Recipient

™ Enabled
ICDpyaIIme
To I
ce |
Boc: |
Subject

|’;'=Pr0duct?"= detected a file fiter match

%Product % has detected a file fiter match.
Fiter name: "%Filter®"
File name: "%File%"
State: "%State®"
Subject Line: "%Message®"
Sender: "%ISName%%ESName®%"
Scan job: "%ScanJob%"
Location: "%Company %/ %5ite %/ % Server® (%Folder%)"

Das war es dann auch schon im grossen und ganzen.



