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Abstract

In this article | will give you some information's about the small but very helpful tool
ExchDump. With the help of ExchDump you can collect many useful informations about
your Exchange Servers.

Let's begin

ExchDump is a command line utility to collect configuration information about the
Exchange Server configuration. ExchDump is very useful in troubleshooting various
Exchange Support issues. You can download the ExchDump utility from the following
website.

Exchdump creates two output files: One .HTM file and one .XML file. You will find the files
in the directory from where you start ExchDump.

ExchDump collects information from the following sources, depending on the parameter
you specified at the command prompt:

Active Directory

RPC Endpoint Mapper
IIS Metabase

Local Security Database

It is possible to execute Exchdump from Windows 2000, Windwos XP and Windows
Server 2003 and you can use Exchdump to dump information about Exchange Server
2000 and 2003.

The following table shows the available command line options for using ExchDump. |
simply pasted the help from the ExchDump Readme into this article.

Option <parameter> Description

/HTTP Dumps configuration information specific to the
Exchange HTTP components including OWA, IM, OMA,
Active Synch and RPC/HTTP. For more detailed
RPC/HTTP information you should also use /RPC.
/SMTP Dumps configuration information specific to
Exchange SMTP. Also includes Recipient Policy and
Routing Group information

/W3SVC Dumps TIS W3SVC configuration information,
includes CACLs reports for all valid paths as well
as user rights information.

/RPC Dumps configuration information helpful in
troubleshooting RPC from the server side, not
available in '"Remote Mode"

VALY Dump configuration information specific to Instant
Messaging

/RG Dumps information specific to Routing Groups such




as connectors installed and their configuration.

/RP Dumps configuration information specific to
Recipient Policies

/AL Dumps contents of the Address List Container
including the Recipient Update Service

/FH Dump Folder Hierarchies configuration information

/CA Dump ADC Connection Agreement configuration

information

/SERVER[ :<servername>]

Dumps Exchange Server configuration information
including child objects. If the name of the
Exchange server is different than that of the
computer name as in the case of a cluster
configuration you can specify the Exchange server
name here.

/ALL

Dump a report of all of the above items, this does
not include any of the items below.

/EXORG

Dumps configuration information for every Server
and Administrative Group object in the
organization. Depending on the size of the
organization this report might be quite large and
take a long time to be generated.

/HOSTING

Dump a report helpful in troubleshooting Hosting
or Application Service Provider specific issues.

/COMPUTER: [<ComputerName>T]

Dumps Computer object configuration information

/USER:<UserName>

Dump a single user object, you must provide either
a valid User logon name or User Principle Name for
a user in the Forest.

/GUID:-<GUID>

Dump a single Active Directory object, you must
provide a valid GUID in one of two formats '"'Binary
String” or "Guid String"”

Examples:

Binary String
/GUID:ACEFA3E81F20694E953EB2DAALESB1B6

Guid String
/GUID:{ESBA3EFAC-201F-4E69-953E-B2DAA1E8B1B6}

Also finds Extended Rights or Schema objects based
on SchemaGUID.

/DN:<DistinguishedName>

Dump a single Active Directory object, you must
provide a valid distinguishedName, default is to
dump only the requested object. Use the /V switch
to dump child objects.

/ACE :<ModifierString>

Dump only objects which have an ACE that meets the
criteria specified in the ModifierString. This
switch must be used along with the /DN switch. The
ModifierString is a 4 part, comma seperated string
in the following format:

<Name>, [Allowed:Denied], [Read:Write:SendAs:ListObj
ect], [Match:NoMatch]

For example the following command would dump all
objects under the supplied DN to which the
everyone group has been granted read rights
ExchDump /DN:<"Distinguished Name'>
/ACE:everyone,allowed, read,Match

/DATE:-MM/DD/YYYY

Dump only objects that have been modified since
the date specified. This switch must be used along
with the /DN switch and the date must be in the
format: MM/DD/YYYY

For example the following command would dump all
objects under the supplied DN that have been
changed since February 1st, 2003

ExchDump /DN:<"Distinguished Name'>
/DATE:-02/01/2003

/REMOTE : <ServerName>

Specify a remote server to gather information from
default is to query the local computer. This
option places ExchDump in ""Remote Mode'™ some items
will not be available in this mode

/DBDIR

When used with the /SERVER switch or a DN/GUID of
an Exchange Storage Group or Information Store
object a Dir listing will be dumped for each
database or log file storage path.

/N

Adds extra configuration information to the report
that would not be needed under most circumstances.

/NOACL

Prevents dumping of ACL information on an Object.




IT ExchDump fails dumping an object or runs
extremely slow try adding this switch.
/? Display this usage screen(Default)

You can start ExchDump without any parameters to see which options are available.
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Figure 1: ExchDump options

In our example we collect information about the SMTP component of our Exchange
Server.
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Figure 2: ExchDump /smtp



After executing Exchdump with the /Smtp option and some processing you will find two
files in the directory from which you start ExchDump. One .XML and one .HTM file. For
most troubleshooting tasks you will only need the .HTM file. The files are named
ExchDump_Data_Time.HTM/XML so you can find different ExchCump files very quickly.

Mame = | Size | Type | Date Modifie
[ Esxchdurnp File Folder 10/ 142005
E] eula. bk 14 KB Text Document 211112004 1
S dExchdump.exe 209 KB Application 3142004 12
ExchdumpReadme.doc 80 KB “Wordpad Document 2ii1fzon4 1
& ExchDump_101405_154809,HTM 223 KB HTML Document 10142005
ExchDump_101405 154809, %ML 336 KB %ML Documert 10142005
FVEvchDump_ 101405 154844 HTM 223 KB HTML Document 10142005
ExchDurmp_101405_1 54544, XML 336 KE %ML Document 107 14/2005

Figure 3: ExchDump output files

Doubleclick the ExchDump HTML file and you will see the following report.

; C:htemp' ExchDump_101405_184844.HTM - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help
o Back = £ - Iill i'] ,: | ' Search 7 Favorites @ Media 42 | L i E [ ,;l
Address @ C\templExchDump_101405 154544, HTM

ExchDump Yer=ion: 6.5_TE0Z_0
ExchDunp Mode: Local
—-=C1lick for General Information

Simple Mail Transfer Protoceol

SMTPSVC (II3://LONDON/SSHTPIVC)
Class: IIsSmtp3ervice
Schema: IIS://LONDON/schems/ IIsSmeplervice

SJerverComment e

SwtplerviceVersion [

SwartHostType @ O

KeyType : "IIs3nmtplervice™
FullyQualifiedlomainMName : "London.nhwtraders.msft™
SwartHost il

DefaultDomain "London.hwtraders.msto™

->Click for more details...

Figure 4: ExchDump output file

If you "click for more details" you will find very helpful details about the SMTP service
configuration.



{l>01ink for more details... ]

EeyType : FIIsSmtpService™
MaxBandwidth : -1
MaxConnections : 2000000000
ServerComment free
ConhectionTimeout : 600
ServerlListenTimeout : 120
MaxEndpointConnections @ -1
Serverhutoitart TRUE
AdmindCL IDhispatch
AdminiCLEin : (ARRAY)
IFZecuritcy @ IDispatch
DontLog @ FAL3IE

LocessFlags 1
AocessExecute @ FALSE
LocessSource FALLSE
ALecessBRead TRUE
Aoecesslirice @ FALSE
AocessSceript @0 FALSE
AoecessNoRemoteExecute FALSE
AecessNoRemoteRead FALSE

Figure 5: ExchDump /SMTP detailed informations

If you "Click for general information” you will find some general information about the
Windows Server version, Computername, Logged in user and installed hotfixes and many
more.

ExchDump Wersion: &.5_7202.0
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(;}Click for General Information ]

Local Environment

COMPUTERNAME: LOMNDON
USERDNSDOMAIN: NWTRADERS.MSFT
TIERNAME: adwinistrator
LOGONIERVER: % LONDON
NUMEER CF PROCESSORI: 1
Windows vrersion
Product Name: Microsoft Windows 3Jerver 2003
Build Number: 3790
WValue not defined
Windows HotFixes applied
isecsiz00
KES196896
KEGz31G2
KEB23353
KES23559
KES24105

Figure 6: ExchDump /SMTP general information

Theese are only some examples of ExchDump so | recommend playing with this tool to
collect all information you need.

Conclusion

Exchdump is a small but very powerful utility to collect useful informations about your
Exchange servers and your Exchange Organization for troubleshooting purposes.



Related Links

Download Exchdump
http://www.microsoft.com/downloads/details.aspx?familyid=d88b807d-964e-4bf8-9344-
754892e9f637&displaylang=en




