Forefront TMG BSOD in FWENG.SYS
Grundlagen
http://support.microsoft.com/kb/315263

http://www.microsoft.com/whdc/devtools/debugging/default. mspx
http://support.microsoft.com/kb/254649/

WinDbg ausfuehren
Symbol Path festlegen (Standard Symbole von der MS Webseite)

&1 WinDbg:6.11.0001.404 AMD64 _|ol x|
File Edt Wiew Debug wWindow Help
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Symbol Search Path |
Symbol path:
C:"Symbols ;l Ll
Cancel
L
-
[ Reload

| Ln 0, Col 0 |Sys 0:<None> |Proc 000:0 |Thrd 000:0 |ASM |OVR |CAPS |NUM

Open Crash Dump


http://support.microsoft.com/kb/315263
http://www.microsoft.com/whdc/devtools/debugging/default.mspx
http://support.microsoft.com/kb/254649/

'__| WinDbg:6.11.0001.404 AMD&4
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Symbols fuer FWENG.SYS koennen nicht geladen werden



B Command - Dump C:\temp\010410-12183-01.dmp - WinDbg:6.11.0001.404 AMDG64

dicro=zoft (R) Windows Debugger Version 6.11.0001.404 AMDA4
Copyright (o) Microsofit Corporation. All rights reserved.

Loading Dump File [C:temp~010410-12183-01 .dmp]

4ini Kernel Dump File: Only regi=ters and stack trace are available

symbol ==arch path is: C:~Symbols

Tzecutable search path i=:

Inable to load image “Sy=temFootsystemiz~ntoskrnl exe, Winid? error 0n2

ek WARNING: Unable to verify timestamp for ntoskrnl  exe

kx% EREROR: Moduls load completed but symbols could not be loaded for ntoskrnl exe
Tindow= 7 Kernel Version 7600 HP {2 procs) Fres =64

roduct: Server. suite: Enterprize TerminalServer SinglelzerTS

duilt by: 7600.16385 amdedfre. win?_ rtm. 090713-1255

dachine Hame:

Yernel baze = 0=xffff{f800° 01650000 PsloadedModuleli=t = O0=ffff{800°0188des0

Jebug zes=zion time: Mon Jan 4 17:24:327.353 2010 (GHT+1)

Sy=tem Uptime: 0 days 0:12:01.890

Inable to load images “Sv=stemnRootsyvstemizZ ntoskrnl exe, Wind? srror (n2

exx WARHING: Unable to verify timestamp for ntoskrnl exe

ex% EREROR: Module load completed but symbols could not be loaded for ntoskrnl . exe
Loading Kernel Svymbols

Loading U=er Symbol=s
Loading unloaded module li=t
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Jze lanalvze —-v to get detailed debugging information.
JugCheck D1, {6, 2. 1, f£f£££88002926a9d7}

Inable to load image “Sys=temRootsystemdz2~DRIVERS-fweng.svs, Wini2 error Ond
exx WARNING: TUnable to verify timestamp for fweng.sys

k¥% EREROR: Module load completed but symbols could not be loaded for fweng. sys
ex¥%% lernel symbols are WEOHG., Pleasze fix svymbolz to do analvsis.

E-3E-3E-36 36 36 36 3636 36 363 336 36 36363636 36 3636363633636 363636 3636 333636333636 363633636 33363 36363636 36 363633363333 HH K NN

L. %3 33
W3 I
L2233 ¥Your debugger is not using the correct =vmnbols *EE
W3 3
X% In order for thi= command to work properly. wour symbol path 224
WE3E 36 must point to .pdb files that have full type information. 33 3%

Modulname FWENG



ADDITIONAT_DEBUG_TEXT:
Use 'lfindthebuild' command to search for the target build information.
If the build information is awvailable. run '!findthebuild —-= : .reload' to ==t symbol path and load symbols.

HODULE_HAME: fweng
FAULTING MODULE: fif£ff{f30001650000 nt
DEBUG_FLE_IMAGE TIMESTAMP: d4ad4fSbc

WRITE_ADDEESS: unable to get nt!MmnSpecialPoolStart
unable to get nt!MmnSpecialPoolEnd
unable to get nt!MnPoolCodeStart
unable to get nt |MnPoolCodeEnd
0000000000000006

CURRENT_IROL: 0O

FAULTING_IF:
fweng+56a9d
fEE££880°02926a9d 66891401 Mo word ptr [rcz+rax].d=

CUSTOMER CRASH COUNT: 1

DEFAULT_BUCKET _ID: DRIVEE_FAULT_SERVEE MINIDIUHP

EUGCHECE _STR: 0=D1

LAST _CONTROL_TRANSFER: from f££f£f£800016c1469 to f££££800016c1£00

STACK_TEXT:

fEE££800° 01450288 £££££800° 0161469 @ 00000000 00000002 00000000 00000006 00000000 00000002 00000000° 00000001 @ nt+0=71£00
fE£££800°0145zc60 000000007 0000000a :© 00000000 00000006 00000000 00000002 00000000° 00000001 ff£f£ff880°02926a9d : nt+0=71469
fE£££800°0145cc68 00000000 00000006 © 00000000 00000002 00000000 00000001 f££££880°02926a9d f£f£f{fa80° 02b%c3d0 : Oxa

fEE£££800° 01452270 000000007 00000002 : 000000007 00000001 £££££880° 0292629 £f££££280° 02b%23d0 00000000 00000000 : Ox6

fE£££800° 01452278 000000007 00000001« f££££880°02926a9d f£f££a80° 02b9c3d0 00000000 00000000 00000000 00000000 © Ox2

fEE££800° 014580 £££££880°0292609d ¢« £££££280° 02b9c3d40 00000000 00000000 00000000 00000000 00000000 00000000 © Oxl

fEE££800° 0145088 £££££280° 02092340 @ 00000000 00000000 00000000 00000000 00000000 00000000 00000000° 00000000 © fweng+0xS6a9d
fEE££800° 01452290 00000000 00000000 : 000000007 00000000 00000000° 00000000 00000000 00000000 00000000° 00000000 © Oxfffffad0°02]

STACK_COMMAND: kb

FOLLOWUE_IF:

fweng+56a9d

fEE££8B0°02926a9d 66891401 Mo word ptr [rcz+rax].d=
SYMBOL_STACK INDEX: 6

STYHBOL_WAME: fweng+56a9d

Symbol Files

Module List x|
suml SFMthSI Svmbol file _:J
B2c nrEsnbil. svs
791 =Erve . =vs
321 srvnet . svs
a4z tocpipreg. =vs
370 HTTF . =v=
=9 peauth . =v=
b4n zecdrv . 5Y5
472 =TV . =VS
c2b rdpdr . =svs
ab2 tdtcp.=svs
Toe t==ecsrv.svs
18c RDFWD . 5¥5
gZa ASVNCMAC . SVS
623 winizk =v=
5d4 dxg.=v=
=96 TSDDD . d11
nnn framebuf . dl1l
nnn Hone SPEVE.SVE
nnn Hone “SyztenRoot systend 2~DREIVEES~hidu=sb . =v=
ann Hone ~SvztenBoot~Systenid~Drivers~dunp HpSAMD . =svs
nan Hone dumnp_HpSAMD .
nan Hone ~SyztenFoot systend2~DRIVERS-HIDCLASS SY5
J | »

Close Beload Help |




Nichts lokal, also Symbol File Server kontaktieren

|/~ Symbol information - Windows Internet Explorer H

< [ ] hitpifmsd. microsaft.comfdonniaadsymbels/errar. b = (&[4[ %] o &ns

File Edt view | Favortes Toos Help

Uy Favorites |5 £ Tv @) MCT 4 MCSEBOARD »( XING £ Blog EYd IntermetBarking T FF

{& symbol nformation | | B - B - O 8 - Pago~ Safety~ Tods- |

Microsoft Internet Symbol Server

The data you requested cannot be retrieved.
You have reached this page because either you or an application that you are running has tried t retrieve debugging data from Microsoft. The requested data is either ot available or needs to be retrieved by using the latest Micrasoft Symbol Server tachnolagy

This internet debugging dats starage site is provided by Microsoft to enhance debugging by automatically retrieving debugging files for various Microsaft procucts during a debugging session. The data at this site is not browseable, Instead, it s accessed by the Microsoft Symbol
Server tachnology that ships with Microsoft Debugging Tools for windows.

For mare information about how 1o use the Microsoft Internet Symbol Server click here,

Last Updated: Monday, June 12, 2006
2006 Microsoft Corporation. All rights reserved. Terms of Use Privacy Statement,

Symbol Search Path zum Symbol File Server angeben ...

:_[ Dump C:\tempi010410-12183-01.dmp - WinDbg:6.11.0001.404 AMD&4 - |E

File Edit WView Debug Window Help
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Hini Eernel Dump File: Only registers and stack trace are available

Symbol =earch path is: http:-smsdl microsoft. com-download<symbols:C:~Symbols:C “~temp
Ezecutable =earch path is: C:“temp

Windows 7 Kernel Version 7600 MP (? proc=) Frees =64

Froduct: Server, suite:. Enterprise TerminalServer SinglelserTS

Built by: 7600.16385 andbdfre. win?_rtm.090713-12E55

Hachine Hame:

Kernel base = O=xfffff800 01650000 P=LoadedModuleli=t = O=fffff800°0188de50

Debug session time: Mon Jan 4 17:24:37 353 2010 (GHT+1)

Systen Uptime: 0 days 0:12:01.890

Loading Kernel Symbols

Loading User Symbols
Loading unloaded moduls list
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* Bugcheclk Analvy=i= *
* *
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T=z= lanalyze —v to get detailed debugging information.
BugCheck D1, {6, 2. 1. fffff8800292629d}

.. oder lokal downloaden (siehe Markierung)



";—J Dump C:\temp\010410-12183-01.dmp - WinDbg:6.11.0001.404 AMDE4

File Edit View Debug Window Help
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Command

Microsoft (R) Windows Debugger Version 6.11.0001.404 AND&4
Copyright (c) Microsoft Corporation. All rights reserved.

Loading Dump File [C:\temp\010410-12183-01.dap
Hini Kernel Dump File: Onl

. SRVﬁc \vebsynbols-http /7/nsdl microsoft . con/dovnload/symbols

Symbol search path 1
Executable search pat
Vindows 7 Kernel Version 76
Product: Server. suite: Enterprise TerminalServer SingleUserTS

Built by: 7600.16385 andédfre. win?_rtm 090713-125S

Machine Name:

Kernel base = Oxfff££800° 01650000 PsloadedModuleList = Oxff£f££800° 0188deS0
Debug session time: Mon Jan 4 17:24:37 353 2010 (GMT+1)

System Uptine: 0 days 0:12:01.89%0

OK, IRQL not less or equal. MSPADMIN.EXE ist auch beteiligt

A Dump CGltempl010410-12183-01.dmp - WinDbg:6.11.0001.404 AMDG&4
File Edit View Debug Window Help
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0: kd> lanalyze -v
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L W
= Bugcheck Analvsis *
L *
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An attemp' W D acces=s A pageable (or completely invalid) address at an
interrupt requast level (IRQL) that is too high., This is usually

caused by drivers using improper addresses.

If kernsl debugger iz available get stack backtrace.

Arguments:

Argl: 0000000000000006, memory referenced

Arvg2: 0000000000000002, IRQL

Argd: 0000000000000001, walu= 0 = resad operation, 1 = write operation

argd: EfE£E£88002926a9d. address which referenced mnemnory

Debugging Details:

sUDRESS: GetPointerFromiddress: unable to read from f£££EB00018
none

CUREEWNT_IRQL: 2

FAULTING_IF:

fweng+56a9d

fEE£E8B0°02926a% 66891401 mow word ptr [rox+rax].dx
CUSTOMER_CRASH_COUHT: 1

DEFAULT_BUCKET_ID: CRIVER_FAULT_SERVER_MINIDUMP

BUGCHECK_STER: 0zl
PROCESS_HAME:
TRAP_FRAME: ffff 45cdal —— (. tyap Oxfffffa000145cda)

HOTE: The trap fraﬁs dos= not contain all registers.
Some register values may be zeroed or incorrect.
ran=DDUDUDUBUUﬂUDUDU rbx=0000000000000000 rux-ﬂﬂﬂﬂﬂDUDUDUDUDUE




