Overview about the Redline Software ISA Server / TMG Toolkit

Abstract

In this article, | will show you how to use the Redline Software ISA Server / TMG
Toolkit. | will give you a high-level overview about the most of the tools which comes
with the Toolkit.

Let’s begin

Redline Software released a free ISA Server / TMG Toolkit that extends the ISA
Server capabilities by a several of different tools.

The ISA Server Toolkit contains several useful tools. | copied and pasted the
overview of these tools from the Redline Software website. We will go into details by
explaining most of these tools.

Config Viewer

Tool designed for the offline analysis of the Microsoft ISA Server (Forefront TMG)
configuration.

Keywords Finder

Tool designed to analyze Microsoft ISA Server (Forefront TMG) log files in order to
find out what keywords users enter in various search engines.

MDF Viewer

Tool designed to analyze and view Microsoft ISA Server (Forefront TMG) log files
stored in the MDF format.

Pascal Script Studio

Tool designed to create, edit, run and debug administration scripts in the Pascal
language.

Config Backup

Web filter for Microsoft ISA Server (Forefront TMG) designed to automatically back
up the ISA Server (Forefront TMG) configuration.

Response Modifier

Web filter for Microsoft ISA Server (Forefront TMG) designed to automatically replace
substrings on returned HTML pages.

Client Host Name Resolver



Web filter for Microsoft ISA Server (Forefront TMG) designed to automatically resolve
client IP addresses into DNS computer names and to automatically add new items to
the Computers list of the Microsoft ISA Server (Forefront TMG) console.

Client User Name Resolver

Web filter for Microsoft ISA Server (Forefront TMG) designed to automatically convert
logins into complete usernames with the help of Active Directory.

URL Normalizer

Web filter for Microsoft ISA Server (Forefront TMG) designed to automatically convert
the IP addresses of visited sites into their text representation.

Advanced Web Routing Rules

Web filter for Microsoft ISA Server (Forefront TMG) designed to redirect the outbound
web traffic to various servers and upstream proxy servers depending on certain
conditions.

SSL Decoder

Web filter for Microsoft ISA Server (Forefront TMG) allowing you to peek inside SSL
Traffic.

Headers Modifier

Web filter for Microsoft ISA Server (Forefront TMG) that is used to automatically
modify web request headers passing through ISA Server (Forefront TMG).

Download and installation

You can download the ISA Server Toolkit from the Redline Software website. As |
wrote this article the latest version of the Toolkit is version number 1.3. After
downloading the Toolkit, start the installation process and chose the tools that you
want to install.

The ISA Server Toolkit distinguishes between standalone tools and Web filter
applications as you can see in the following picture.

Stand Alone tools can run without directly integrating into the ISA Server architecture.
On the other hand the Web filter applications integrate into the ISA Server
configuration by extending the ISA Server functionality through a Web Filter.
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Figure 1: Select components to install
You can choose between different Setup Scenarios.
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Setup Scenarios
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One or several components wou chose for install requires preinstalled Firewall services
or Management Console. Select the install scenario ar return to the previous page and
unseleck components that requires 134 Server(Forefront TMG) components,

+ Install all components
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" Install server components only

hoose this option if wou want to inskall server components only on the array
member. Firewall services must be installed on the computer

" Install Management Console component
Zhoose this option if wou want to inskall only Management Console components of
the application. Management Console must be installed on the computer
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Figure 2: Setup scenarios — Chose the best Setup type

If you selected to install the Client Hostname Resolver tool during the initial setup,

you must now specify an account with permission.

If you want to install one or more Web Filter from the ISA Server Toolkit, the
Microsoft Firewall service must be restarted during the setup process. You have to

confirm the restart of the process.

Specify the installation directory where all components should be installed.

After setup has successfully finished, you will find a number of installed Web Filters.
You can easily find these Web Filters in the Vendor column.



Figure 3: Installed Web Filters from redline software

Some of the Web Filters are directly configurable, some Web Filters are not.

SSL Decoder

,_‘ Application Filters }" Web Filters\

Order = I Mame I Description I Direction Yersion | Yendor | Relative Path
-@] 1 DifFSery Filker Enables DiffServ tagging of Web traffic accor... Both 4.0 Microsof. .. DiffSery . dll
=22 eb Publishing Load Balanc... Enables publishing of load balanced farms of ... Incoming Web Requests 4.0 Microsof, .. WPLoadBalancer
23 Compression Filker Enables HTTR/HTTPS compression Bioth 4.0 Microsof. .. comphp.dil
=24 Authentication Delegation F... Enables authentication delegation to the publi... Incoming Web Requests 4.0 Microsof. .. authdflt.dll
325 Forms-Based Authenticatio... Enables forms-based {cookie) authentication a... Incoming YWeb Requests 4.0 Microsof, .. CookisAuthFilter
a6 RADIUS Authentication Fiker  Enables RADIUS authentication Bioth 4.0 Micrasof. ., radiusauth. di
27 LDAP Authentication Filker Provides LDAP Authentication Incoming Web Requests 4.0 Microsof, .. [dapfilker.dll
28 Link. Translation Filker Enables link translation for published Web ser,.. Incoming Web Requests 4.0 Microsof, .. LinkTranslation.d
a9 35L Decoder Decrypls oubgoing HTTPS requests and expos... Oubgoing Wweb Requests 1.3 Red Lin... sdwebFilter.dl
J10  Advanced Web Routing Rules Fedirects web traffic bo various destinations a... Cutgoing Web Fequests 1.3 Red Lin... rrwebFilker.dll
a1 URL Mormalizer Converts IP addresses of wisited Web sites int... Oubgoing Wweb Requests 1.3 Red Lin... unWebFilter.dll
J12  Client User Mame Resolver  Automatically conveerts client logins to a full na... Cutgoing Web Fequests 1.3 Red Lin... urwebFilker.dl
J13  Client Host Mame Resolver  Automatically conseerts client IP addresses to ... Qutgoing 'Web Requests 1.3 Red Lin... hrwebFiker.dl
J 14  Headers Modifier Modifies request and response headers accar,,. Both 1.3 Red Lin... hmwebFilker,dll
J15  Response Modifier Searches HTTP response for specified substrin, .. Oukgaoing Wweb Requests 1.3 Red Lin... rmwebFilter.dl
(16 Config Backup Automatically creates configuration backups Outgoing Web Requests 1.3 RedLlin... chwebFiker.dl
(17 HTTP Filter Filkers HTTP traffic and enforces configurable ... Baoth 4.0 Micrasaf, .. HtkpFilker . dil
(18  Caching Compressed Conte.., Enables caching of compressed HTTP content Baoth 4.0 Microsaf,.. complp.dll

SSL Decoder is a utility that makes it possible to inspect outgoing HTTPS traffic by
issuing certificates for each outgoing client request. SSL decoder acts a small
Certificate Authority (CA) that issues certificates from this Root CA. It is possible to
create your own Root CA and you can also chose the work scenario how SSL
Decoder should work.
This is a nice feature because the current version of ISA Server has no outgoing
HTTPS inspection capability, only incoming requests can be inspected via a HTTPS
Bridging scenario in a reverse Proxy scenario.



SSL Decoder Properties 2x|

General Parameters |,.-1\b0ut I

— Wark, Scenario

551 Decoder wark scenario. Application can be easily configured Far
working in a single server configuration or in any variations of
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— Root Certificate
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— Additional Settings
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decoding process,
Setkings |
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Figure 4: SSL Decoder configuration settings

As | said above, there are four different working scenarios how SSL Decoder should
work.



Decoder York Scenario X]

I Scenatios

f+ Do nothing (Scenario 1)
Application is disabled
(" Decrypt and Encrypt (Scenario 2)

Decryption and encryption operations will be executed on one server.
The scenario is recommended in case of use of Standard Edition or when
wou want ko enable S5L kraffic decryption only on onefusually Edae) 154
Server in chain.

(" Decrypt outgoing HTTPS requests{Scenario 3)

The scenario should be used on a downstream server closest bo LARN
UsErs,

Application will decrypt HTTPS requests coming from client and expose
them to Web Proxy back as normal HTTR requests, After proccessing by
this part of the application, HTTPS traffic between this machine and wour
upstrean server(if any) will be unencrypted, Moke: vou must ko enable
"Scenario 4" on an upskream server, Otherwise, clients may see the
"Host not Found” errar message in their browsers,

(" Encrypt previously decrypted requests{Scenario 4)

The scenario should be used on an upstream server closest to the
Inkernet,

Application will encrypt requests which were previously decrypted by a
downstream server with "Scenario 3" enabled, After encryplion, the
application Forwards HTTPS requests to the Internet, retrieves
requested objects, decrypt and send them back to Web Proxy as
unencrypted HTTP response, As a resulk, entire HTTPS trafFic Flovs
through 154 Servers chain as visible and unencrypted HTTP traffic,
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Figure 5: SSL Decoder scenarios

The additional settings tab allows the configuring of SSL Decoder logging. For a
detailed installation instruction read this article: http://www.redline-
software.com/eng/products/tk/components/ssl decoder.php

Advanced Web Routing Rule

Advanced Web Routing extends the Web Chaining capabilities of ISA Server 20086,
where traffic only could be forwarded to one destination without a chance to select,
which traffic should be send to the Upstream Server. The Advanced Web Routing
utility extends these features. It is now possible to specify some criteria for routing
Web requests and it is also possible to specify different Web Routing destinations
also based on several criteria’s.


http://www.redline-software.com/eng/products/tk/components/ssl_decoder.php
http://www.redline-software.com/eng/products/tk/components/ssl_decoder.php

Advanced Web Routing Rule x|

— Properties
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Rule name: I

— Redirect requests that match these conditions
Field Condition Yalue
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m bl IEquaIs j I ﬂ
Load | Save | il Clear | Hemove | Wpdate | Add to Listl
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Port =0
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Figure 6: Advanced Web Routing Rule
Headers Modifier

The Headers Modifier tool allows ISA Server Administrators to search for specific
HTTP Headers and provides different methods to add, modify, delete or to substitute
HTTP Headers.



Headers Modifier Properties 2=

General Parameters |.-’-‘«bout I

Qrder | Enabled | Hame PRI x|
— Properties
[+ Enabled
Rule name: I
Applies to: I Raw request headers j
Execuke actions if the Following conditions are met; Conditions. .. |
— Actions 1
Add Acti x
action e Addaction x|
Action: fdd Header
Header Mame: I
Header Yalue: I |
Add... Ed, . The Following templates are available in the Header Yalue fisld:
Add... Edit. ..
. [WariableMame] - expression will be replaced with the value of server
Ir’ \I variable with the specified name,
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Figure 7: Headers Modifier
Response Modifier

Another helpful utility which allows you to search for specific strings inside a HTTP
response and to replace these strings with a Replace string is the Response Modifier
utility. For example, it is possible to enhance the virus security on computers; ISA
Server Administrators can disable opening some HTML pages containing that
dangerous content.

Response Modifier Properties 2

General Parameters |About |

Search/Replace Rule x|

— Properkies
If Search string will be Found inside the HTTP response, it will be replaced [+ Enabled
with the Replace string
Rule name: |

Cirder | Enabled | ame | Search String | Replace String |

Search string:

[~ Use Reqular Expressions (Perl compatible)

Replace string:

Add... Edlit, .. | REmoeE | | |

Please create rules with caution. Large number of rules
{especialy with use RegExps) or incorrectly designed rules may

slow down the Web surfing significantly.
(a4 I Cancel

0K Cancel Lpply




Figure 8: Advanced Web Routing Rule
Config Backup

Config Backup is my absolute favorite. Config Backup allows you to create a
scheduled backup of the entire ISA Server configuration. Config Backup creates a
normal XML export file like the Export process in the ISA Server Management
console and schedules this process and it is possible to keep the last NN backup
sets, which extends the available script from MSDN to create a scheduled backup
which only backups the entire configuration and overwrites the existing backup file.

Config Backup Properties 2=

General Parameters |.-’-‘«bout I

— Schedule

Schedule backup:
Doaily j Every |1 ::ll day(s)

i . . . —‘I
Skark time: IDD.DD.DD —

 Backup Parameters
— Folder
f+ Use default Folder

™ Use cuskom Folder (on Firewall computer)

I Bravse. ., |

Specified folder must have Full Control (Read | +
Write) permissions for “Network Service’” account

Keep last MMM backups: IIEI ::Il

¥ Send every backup by email | Ernail Settings. ..

0k | Cancel | Apply |

Figure 9: Redline Toolkit Config Backup settings

Config Backup allows using a custom folder to store the ISA Server backup files. The
network service account must have Read and Write access permissions to the
network share and for the folder.

Config Viewer

Config Viewer is a tool which can be used to open an exported ISA Server
configuration (XML file) for offline viewing the configuration of your ISA Server. This
tool is very helpful because it is possible to open different configurations to see the
difference between these configurations. As an ISA Server Consultant the tool is
helpful for documentation purposes of ISA Server implementations at customer side.

Please note: Another very helpful ISA config viewer utility is the ISAInfo tool from Jim
Harrision. You can download the tool at Jim’s website at
http://www.isatools.org/tools/isainfo.zip.
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Figure 10: Config Viewer

MDF Viewer

If your ISA Server logs network traffic into the MSDE (Microsoft SQL Server Desktop
engine), and that is the default setting in ISA Server setup, ISA Server logs into
database file. With the help of the MDF Viewer it is possible to have a view into this
log files.
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FISAZ006
ISAZ006 0z2.01,2009 20:57:59 TCP 192,9,200.161 1643 92,122.213.26 a0 192,9,200,161 |Local Host Ex
1542006 02.01.2009 20:58:00 LDP 192.9.200.161 1033 192.9.200.240 53 192.9.200.161 |Local Host Ex
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1542006 02.01.2009 20:58:09 UDP 192.9.200.18 137 192.9.200.255 137 192.9.200. 18 |External Lo
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1542006 02.01.2009 21:05:22 LDP 10.10.10.1 1207| 255.255.255.255 1434 10.10.10.1 |Local Host Inl
ISAZ006 0z.01,2009 21:05:22 UDFP 10,10,10.1 1207 255.255.255.255 1434 10,10,10.1 |Local Host Ex
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ISAZ006 02.01,2009 21:07:16 UDFP 192,9,200.161 1034 192,9,200,240 93 192.9,200,161 |Local Host Ex
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Figure 11: MDF Viewer
Keywords Finder

The keywords Finder tool allows ISA Administrators to find keywords in the ISA
Server MSDE log files. It is possible to search for several of ISA objects like IP
addresses, MAC addresses and many more.
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Figure 12: Keywords Finder

The ISA Server Toolkit integrates into the ISA Server MMC and on the General tab it
is possible to backup and restore the ISA Server Toolkit configuration.
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< Define Tunnel Port Ranges

A tunnel port range allows ISA Server to work as a data pump for communication to particular ports on an external server. Because this
effectively bypasses ISA Server policy rules, the external port ranges for which this is possible are set by default to 443-443 (the single
port 443 for 55L) and to 563-563 (the single port 563 for NNTPS). Tunnel port ranges are useful for allowing requests to be sentin a
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A Backup ISA Server Toolkit Settings

Export settings of selected ISA Server Toolkit web filters to @ ¥ML file. In the future you will be able to restore your configuration from the

file.

& Restore ISA Server Toolkit Settings

Import settings of selected ISA Server Toolkit web filters from & backup XML file.

Figure 13: Toolkit Backup and Restore

In the ISA MMC you will find a new tab under the ISA Server Toolkit node with an
overview about all Web Filters and Standalone Applications provided by the ISA
Server Toolkit.
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Config Backup

Automatically backs up the ISA Server configuration on
reqular basis.

Learn more... Configure...

SSL Decoder

Decrypts outgoing HTTPS requests and exposes them to
Web Proxy as normal HTTP traffic.

Learn more... Configure...

Client User Name Resolver

Convert logins into complete usernames with the help of
Active Directory.

Learn more... Configure...

Headers Modifier

Modifies request and response headers according to well
configurable rules.

Learn more... Configure...

Figure 14: Overview about Web Filters

Tunnel Port Range Editor

Response Modifier

Searches and replaces substrings on returned HTML
pages.

Learn more... Configure. ..

Advanced Web Routing Rules

Redirects the outbound web traffic to various servers and
upstream proxy servers depending on certain conditions.

Learn more... Configure...

Client Host Name Resolver

Resolves dient IP addresses into DNS computer names and
appends new items(or updates existing) to the Computers
list of the Microsoft ISA Server console.

Learn more...

URL Normalizer

Converts the IP addresses of visited Web sites into their
text representation.

Learn mare...



The ISA Server Toolkit also contains an ISA Server Tunnel Port Range Editor, like
the well known Tunnel Port Range editor from www.isatools.org. With the help of this
tool it is possible to change the ports or port range for SSL traffic which typically used
Port 443 or 563 for NNTPS.

Microsoft E
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Figure 15: ISA Toolkit Tunnel Port Editor

Conclusion

In this article, | tried to give you an overview about the ISA Server / TMG Toolkit. The
ISA Server Toolkit is in my opinion a wonderful addition and extension to the ISA
Server product and a must have for every ISA Server Administrator. My personally
favorite is the integrated filter for automating the ISA Server backup.

Related links

Redline ISA Server / TMG Toolkit 1.3
http://www.redline-software.com/ger/download/
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