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Microsoft Forefront TMG — Best Practice Analyzer
Abstract

In this article I will show you how to install and use the Forefront TMG Best
Practice Analyzer (TMGBPA). You can use TMGBPA to analyze your Forefront
TMG environment for security holes, performance problems and configuration
mismatches. The Best Practices Analyzer (BPA) Tool is designed for
administrators who want to determine the overall health of their Forefront TMG
computers and to diagnose current problems.

Let’s begin

TMGBPA scans the configuration settings of the local Forefront TMG computer
and reports issues that do not conform to the recommended best practices. TMG
BPA uses some different technologies to get information about the TMG
computer. TMG BAP uses COM obijects to find information, Windows
Management Instrumentation (WMI) classes, the system registry, files on disk,
and the Domain Name System (DNS) settings to collect all necessary information
about the Forefront TMG computer.

The resulting report details critical configuration issues, potential problems, and
information about the local computer. TMG uses an integrated Windows help
(chm file) or external website links for additional information how to solve found
problems in your TMG configuration.

TMG BPA comes with two tools:
e TMG Data Packager
e BPA2Visio

TMG Data Packager

TMG Data Packager creates a single .cab file containing Forefront TMG
diagnostic information that can be easily sent to Microsoft Product Support
Services for analysis.

BPA2Visio

BPA2Visio generates a Microsoft Office Visio diagram of your network topology
as seen from a Forefront TMG computer or any Windows computer based on
output from Forefront TMG BPA. Visio 2003, 2007, or 2010 must be installed in
order to run BPA2Visio, so it is not recommended using BPA2Visio on the
Forefront TMG computer, because you had to install Visio on the Firewall. A
better practice is to install the Forefront TMG BPA on a machine with Visio
installed. It is possible to use saved TMG BPA scan results for BPA2Visio.



System Requirements
The System requirements for running TMG BPA are moderate:

Supported Operating Systems:
Windows Server 2008
Windows Server 2008 R2
Windows Vista
Windows 7
Microsoft .NET Framework 2.0 or higher

T™MG
Forefront TMG Medium Business Edition (MBE)
Forefront TMG 2010

BPA2Visio
For BPA2Visio: Microsoft Office Visio 2003; Microsoft Office Visio 2007;
Microsoft Office Visio 2010

Installing TMGBPA
First we need to download the Forefront TMG Best Practice Analyzer (TMGBPA)

from the following website. After downloading you can install the TMGBPA tool
following the instructions of the wizard.

iz Forefront TMG Best Practices Analyzer Tool Setup . x|

Welcome to the Forefront TMG
Best Practices Analyzer Tool
Setup Wizard

The Setup Wizard will install Forefront TMG Best Practices
Analyzer Tool on your computer. Click Mext to continue or
Cancel to exit the Setup Wizard.

= Back I Mext = I Cancel

Figure 1: Installation of the Forefront TMG Best Practice Analyzer Tool

Read, understand and accept the License Agreement


http://www.microsoft.com/downloads/details.aspx?FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b&displaylang=en

jiZ Forefront TMG Best Practices Analyzer Tool Setup x|

Automatic updates

Forefront TMG Best Practices Analyzer Tool automatic update option

The Farefront TMG Best Practices Analyzer Tool contains a live update mechanism.
Please choose whether you would like the Forefront TMG Best Practices Analyzer Tool
to look for new updates everytime it starts. This option can be modified in the
'Updates and customer feedbadk’ screen.

Would you like to look for new Forefront TMG Best Practices Analyzer Tool updates
every time the application starts?

¥ yes, (Recommended)
i~ Mo.

< Back | Mext = | Cancel |

Figure 2: Forefront TMG Best Practice Analyzer Tool automatic update option

If you want to participate in the CEIP — Customer Experience Improvement Plan
click the appropriate option. You can change this setting later.

iz Forefront TMG Best Practices Analyzer Tool Setup |

Customer Experience Improvement Plan

Flease help us improve the next Forefront TMG Best Practices Analyzer To...

The Customer Experience Improvement Program is designed to improve the quality,
reliahility and performance of Microsoft software and services. Think of it as your
chance to help design the next version of Forefront TMG Best Practices Analyzer Toal
and to help us improve our services.

The program collects information about computer hardware and how you use
Forefront TMG Best Practices Analyzer Tool without interrupting you. This helps
Microsoft identify which Forefront TMG Best Practices Analyzer Tool features to
improve, Mo information collected is used to identify or contact you. You can stop
participating in this program at any time by dicking Help |Customer Feedback Options.
For more information visit http: /fwww.microsoft, com/products fceip.

o Partidpate in the Forefront TMG Best Practices Analyzer Tool Customer
Experience Improwvement Program. (Recommended)

" Ido not want to partidpate in the program at this time.

< Back I Mext = I Cancel

Figure 3: Forefront TMG Best Practice Analyzer Tool - CEIP

Click install to start the TMG BPA installation process.
The installation takes some times, depending on the speed and load of your TMG
machine.



After the installation of the TMG BPA has finished, start the Forefront TMG Best
Practice Analyzer tool.

i Forefront TMG Best Practices Analyzer T i

Completing the Forefront TMG
Best Practices Analyzer Tool
Setup Wizard

Completing the Forefront TMG Best Practices Analyzer Tool
Setup Wizard.

¢ start the Forefront TMG Best Practices Analyzer
Tool when the wizard doses,

= Back I Finish I Zancel |

Figure 4: Installation of the Forefront TMG Best Practice Analyzer Tool has finished

On first startup, TMG BPA is checking for the most current version on the Internet

E' Forefront TMG Best Practices Analyzer Tool

2 g Mscrenefe
Forefront TMG Best Practices Analyzer Tool 2 Windows Server Syster
[] Wwelcome -
Checking for Updates...
[] Start a scan
[] Select a Best Practices Please watt while we check for updates.
2Can bo view
[ Wiew a repart [ ] 9%
[*] Start BPAZizio
(] Sohedule a scan Estimated time to complete: 0 minutes, 54 seconds
See also The Forefrort TMG Best Practices Analyzer is connecting to hitps://www microsoft com/isaserver/code/lsaBPA/2 5/en to check for updates. There may be updates to
the tool, orthere may be updates to the configuration file. The corfiguration file containg all the properties that this tool retieves and all of the rules t uses to anahyze those
] Forefiont THG Best properties. The corfiguration file is updated frequently and can be downloaded, installed, and used without restarting the tool. F a newer version of the toal is found, you wil
Practices Analyzer Help need to update and restart the tool.
[] About the Forefront TMG .
Best Practices Analyzer EJ Eancel this check
[ Send us pour feedback
[[] Updates and custamer
feedback

Figure 5: TMG BPA checking for updates
Create afirst scan

After checking for TMG BPA updates, it is time to create a first TMG BPA scan.
Select options for a new scan.



E' Forefront TMG Best Practices Analyzer Tool

Forefront TMG Best Practices Analyzer Tool A Windows Server Systerr
e

[ “Welcome
[-] Start a scan

[ Select a Best Practices
3Can to view

[] Wiew a report

[ Start BPAZizio
[ Schedule a scan
See also

[ Farefront TG Best
Fractices Analyzer Help

[ About the Forefrant TMG
Best Practices Analyzer

[ Send us your feedback

[] Updates and customer
feedback

Welcome to the Forefront TMG Best Practices Analyzer

This tool examines the Forefrort TMG computer. During the scan, corfiguration information is gathered and analyzed from several sources for example, WM, registry,
Forefront TMG corfiguration), and verffied for comectness.

When the gathering and analysis process is complete, a report is generated. listing found issues, amanged by severity. For each issue, the tool provides a detailed
description of the problem and how it can be fixed.

You can begin @ new scan, or view an existing scan report.

ﬂl Select options for a new scan

ﬂl Select a Best Practices scan to view

Figure 6: TMG BPA — Select options for a new scan

Start a scan and select the scan option. Enter the scan label to identify the scan
job later, and enter the Scan type.

E Forefront TMG Best Practices Analyzer Tool

Forefront TMG Best Practices Analyzer Tool
|

[ welcome
[-] Start a scan

[] Select a Best Practices
FCan bo wiew

[] Wiew a report

[ Start BPAZVizsio
[] Schedule a scan
See also

[] Forefront TMG Best
Practices Analyzer Help

[ About the Forefront TMG
Best Practices Analyzer

[ Send uz vour feedback

[ Updates and custamer
feedback

Start a Scan

Ertter the scan label: [First Health check
Erterthe AD server: |
Scan type Health Check j

All tasks
EJ Start zcanning

Figure 7: Enter scan label, and scan type

The scan process can take some time, but the estimated time remaining will give
you helpful information how long the process takes to complete.



Forefront TMG Best Practices Analyzer Tool

[] Select & Best Practices
2Can bo view

-] Miew a repart

[] Start BRAZYizio
[*] Schedule a scan
See also

[ Farefrant TMG Best
Practices Analyzer Help

[ Abaout the Farefrant TMG
Best Practices Analyzer

[ Send us your feedback

[*] Updates and custamer
feedhack

E' Forefront TMG Best Practices Analyzer Tool

& Windows Server Systern

] welcome
[-] Start a scan

Scanning In Progress...

Please wait while the Forefront TMG Best Practices Analyzer creates a Best Practices report by gathering data from the specified locations and analyzing it.

- o

Estimated Time Remaining: 4 minutes, 20 seconds

EJ Stop Scanning

Secanning details

Tetal: 1in progress, 1 completed

3 TMG Canfiguration [ i

& Completed

[ THG Installation

Figure 8: TMG BPA starts scanning the TMG configuration

It takes some times longer ...

E Forefront TMG Best Practices Analyzer Tool

Forefront TMG Best Practices Analyzer Tool

[[] Select a Best Practices
sCan ba vigw

] Wiew a report

[] Start BPA2isia
[[] Schedule a scan
See also

[ Forefront TMG Best
Practices Analyzer Help

[ Abaut the Forefront TMG
Best Practices Analyzer

[0 Send uz your feedback

[] Updates and customer
feedback

4" Windows Server Systermn

[] Welcome
[ Start a scan

Scanning In Progress...

Please wait while the Forefront TMG Best Practices Analyzer creates a Best Practices report by gathering data from the specified locations and analyzing it.

I, 0
Estimated Time Remaining: ——

BJ Stop Scanning

Scanning details:

Tetal: 1in progress, 4 completed
|j Hardware & Complated
5 15ainfa [ R0
|j (Operating System & Completed
E TMG Configuration & Completed
|j THMG Installation & Complated

Figure 9: TMG BPA scanning in progress

Scanning completed. Click view a report of the Best Practices Scan.



E' Forefront TMG Best Practices Analyzer Tool

Forefront TMG Best Practices Analyzer Tool 2 Windows Server system
[
[ Welcome

Scanning Completed

[ Start a scan

[ Select a Best Practices Scanning has completed successfully.
208 bo view
[ View a report ﬂ] Wiews a report of thiz Best Practices scan
[ Start BPA2Visio Seanning summary:
[ Schedule a scan Total: 6 completed
See also
[ Farefront TG Best
Practices Analyzer Help
[ About the Forefront TMG {3 Espont TMG Canfiguiation @ Completed
Best Practices Analyzer - -
[ Send us pour feedback 0 Hardware ) & Completed
[ Updates and customer |j |Salnfo & Completed
feedback - —
5 Operating System & Completed
|J TMG Carfiguration @ Completed
5 TMG Installation @ Corplated

Figure 10: TMG BPA scan completed

It takes some times to display all issues. The issues are sorted from Ciritical to
informational items.

E' Forefront TMG Best Practices Analyzer Tool

Forefront TMG Best Practices Analyzer Tool 2 Windows Server System
|
[ Welcome

View Best Practices Report

First Health check

[:] Start a scan

[ Select a Best Practices

scan to view Select Report Type: & [#] List Reports el 'Eg Tree Reports o EI Cther Reports
[] View a repart
Has this tool been helpful? = Yes {0 No
[ Start BPAisio
[ Schedule a scan Critical lssues Al lssues |h"orma:ond lemsl
See also All Issues  9tems)
[ Forefront TMG Best - " .
Practices Analyzer Help (=4 Print report @ E=port report ,O Find Amange by: I[]ass ﬂ
[ About the Forefront TMG @ Ain access ule has an empty et of zources =
Best Practices Analyzer

[ Send us pour fesdback @ An access e has an empty set of sources

[ Updates and customer @ Connection to Microzoft Reputation Services Failed

feedback

@ Connection to Update Source Faled

@ Forefront TMG cannot connect to the specified configuration storage server.

@ The Configuration changes cannot be loaded by Forefrort TMG services emor alert wazsi

@ The Configuration Storage Access Blocked eror alett was signaled 4 times

@ The Definition Updates Checking Failed enor alert was signaled 1 times

@ The Definition Updating Failed error alert was signaled 1 times

@ The secure channel to the primary domain controller cannot be werified

@ The secure channel to the tusted domain contraller carnot be verified

@ The Upload Mew Configuration to Services Falled enor alert was signaled 1 times

@ The 'WFF Fiter Conflict Detected emor alert was signaled 4 times
_ﬁ A palicy rule blocks FTP uploads

_ﬁ A policy rule blocks FTP uploads

Figure 11: TMG BPA scan results

If you want to have more information about the found issue, click the issue to find
more information how to resolve the found problem. Forefront TMG BPA uses a
Built In help file with TMG BPA information.
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Forefront TMG Best Practices Analyzer Tool 2 Wirdows Server Systerm
I
[ Welcame

View Best Practices Report

First Health check

[ Start ascan

[] Select a Best Practices
sCan to view Select Report Type (Gl éj List Reports [ ?g Tree Reports o LI Other Reports
[] “iew a repart

[ Start BPAizio

Has this tool been helpful? © Yes O MNo

[ Schedule a scan Crtical lssues Al lssues | Informational lemsl

See also All Issues (29 items)
[ Forefront TMG Best . . . =
Fractioes Andlyzer Help =) Printreport (%) Expart report ,O Find Amange by: ICIESE J
[ About the Forefront TMG _ﬁ & policy rule blocks FTP uploads ;I

Best Practices Analyzer

[ Send us vou fedback I\ A policy e blocks FTP uploads

A palicy ule Blocks FTP uploads

[] Updates and custamer
feedback

_ﬁ & policy rule blocks FTP uploads

__'5 Farefrant TMG Fecords Logs ta the System Drive
Forefront TMG is configured to write logs to the Windows system drive. i this drive is filled to capacity with logs, the server will crash and fail to start. To
prevent this, open the Forefront TMG Management console, click on the Logs & Reports node, and on the Tasks pane of the Logging tab. click Configure
Log Queue. Select This Folder and browse to or type a logical or physical drive other than your system drive

ﬁ] Do ot show me this iter again for allinstances

A\ Strict RPC compliance is enforced in an access il that allows traffic to or from the Local..

I\ Strict RPC compliance is enforced in an access rule that allows traffic to or from the Local..

_ﬁ The Configuration ermor warning alert was signaled 1 times

I\ The lower and upper limits of the source port range for an access rule are equal

_ﬂ The Malware Ingpection Curently Unavailable waming alert waz signaled 1 times

_ﬁ The network, adapter [00000019] S50 Network Tunneling is dizconnected

I\ Multiple default gateways are configured

Figure 12: TMG BPA — getting additional information

It is also possible to schedule a BPA scan if you want to create TMG health
reports over a specific time. Scheduling TMG BPA reports is always helpful if you
often changes the Forefront TMG configuration.

E’ Forefront TMG Best Practices Analyzer Tool

Forefront TMG Best Practices Analyzer Tool 2 Rindows Server Sy
I
[ welcome

Schedule a Scan

[ Start a scan

[ Select a Best Practices Scans can be corfigured to run on a scheduled basis. I this option is enabled, scans with the cumently specfied parameters will run at the specified interval. I this
scan to view application is closed, scans will continue to run. The output can be examined by restarting this Ul

[ View a report ¥ Enable scan scheduling

[ Start BPAZVisio

[ Schedule a scan Start time: |12:42 ﬁ I Sonntag ,31. Januar 2010 ;I

See dlso Run frequency: IH“” weekly j

[] Forefiont TMG Best
Practices Analyzer Help ﬂj E it this tool

[] About the Forefront TMG B save and Exit this toal

Best Practices Analyzer
[ Send us vour feedback

[ Updates and customer
feedback

Figure 13: Schedule a TMG BPA scan

You can view the TMG BPA help file without executing the TMG BPA tool. You
can found the TMG BPA help file (.CHM file) in the installation directory of
Forefront TMG BPA. The TMG BPA help is really helpful to get additional
information about all Forefront TMG issues.
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Overview of the Forefront TMG BPA Tool

The Microsoft® Forefront Threat Management Gateway Best Practices Analyzer Tool (referred to from here on as the Forefront TMG
BPA Tool) is a diagnostic tool that automatically performs specific tests on configuration data collected on the local Forefront TMG
computer from the Forefront TMG hierarchy of administration COM objects, Microsoft Windows® Management Instrumentation (WMI)
classes, the system registry, files on disk, and other sources.

The resulting report detailz critical configuration issues, potential problems, and information about the local computer. By following
the recommendations of the tool, administrators can achieve greater performance, scalability, reliability, and uptime.

For every issue, the Forefront TMG BPA Tool provides the following kinds of information:

#» A description of the izsue

+ Recommended best practices related to the issue

* Step-by-step procedures for fixing the issue

# Links to more detailed information about the issue and related topics

& A technical description of the test uzed to discover the issue

You can use the Forefront TMG BPA Tool both to troubleshoot current problems and to proactively verify that the configuration of
wvour Forefront TMG computer is set according to the recommended best practices.

The Forefront TMG BPA Tool is supplied with the following supplementary tools:

# The TMG Data Packager, which creates a =ingle .cab file containing Forefront TMG diagnostic information that can be easily sent
to Microsoft Product Support Services for analysis.

s BPA2Visio, which generates a Microsoft Office Visio® diagram of your network topology as seen from the Forefront TMG
computer.

The Forefront TMG BFA Tool does not change anything in your configuration, and it does not automatically send information about
wvour configuration and settings to anyone. However, you can use the TMG Data Packager to send the output files that contain the
results of a scan to support engineers for further analysis.

Figure 14: TMG BPA integrated help

It is also possible to configure Forefront TMG BPA update checking, and
Customer Experience improvement Program settings.

E' Forefront TMG Best Practices Analyzer Tool

Forefront TMG Best Practices Analyzer Tool 2 Windows Server Syster
|

[ ‘welcome

[ Start a scan

Updates and customer feedback

[ Select a Best Practices The following options control whether this tool will automatically check the Web for a newer version of the configuration or the tool upon startup. Leave this enabled unless
zcan bo view you are having repeated connection difficulties or are running in a closed network. i this is disabled, you can still check for updates on demand using the "Updates and
customer feedback” link on the left pane, or you can manually install updates. Instructions for manually installing updates can be found in the help file.
[ “iew a repaort
[ Start BPAizio

[] Schedule a scan

See also

% Check for updates on startup {recommended)

= Do not check for updates on startup

[ Forefront TMG Best Do you wart to join the Microsoft Customer Experience Improvement Program?

Practices Anayzer Help

[ About the Forefrant THG The program sends to Microsoft anonymous information about your computer hardware and how you use our product, without imtemupting you or your users. This helps us

Best Practices Analyzer
[ Send us your feedback

[ Updates and customer
feedback

identify which features to improve. I you choose to join, this data will be collected from all servers this tool scans. Mo information collected is used to identify or contact you.

ﬂl Tell me more about the program
ﬂl Wiew our privacy policy
& Join the Microscft Customer Experience Improvement Program

= | don't wart to join the program at this time

ﬂl Check for updates now

ﬂl Go to Welcome screen

Figure 15: Configuring Updates and customer Feedback

TMG BPA has the option to open saved BPA reports for later reviewing. Click
Import scan to open a saved report.



E' Forefront TMG Best Practices Analyzer Tool
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0000000000000

[ Welcome
[ Start a scan

[ Select a Best Practices
s0ah to view

[ Wiew a repart

[ Start BPAZVisio
[ Schedule a scan
See also

[] Forefront THG Best
Practices Analyzer Help

[ About the Forefront TMG
Best Practices Analyzer

[ Send us your feedback.

[0 Updates and customer
feedback

Select a Best Practices Scan to View

@ Import szan

The Forefront TMG Best Practices Analyzer Scans

Import scan 5'

Total number: 1 scans available

OO ||~ Roaming - Microsoft ~ TmoaPA v [i23) [ search Tmgepa u
B First Health check
Organize *  New folder B o« 0 @
| -
=97 Favorites 21 Name | Date modified | Type
I Desktop =] TmgBPA. First Health check, 20100131123033,,, 31012010 12:38 ¥ML Docume
4 Downloads

‘i.—l Recent Places

El [l Libraries
@ Documents
o Music
[&5] Pictures
B videos

=18 Computer
&L, Local Disk (C:)
4% DVD Drive (D:) Lab

€ Network =l | 2
File name: | x| AL files(xmi) =l

Open Cancel |

Figure 16: Importing TMG BPA scan reports

To determine the version of the TMG BPA version, click About the Forefront TMG
Best Practice Analyzer. The version used for this article is 2.5.7970.100.

B’ Forefront TMG Best Practices Analyzer x|

Forefront TMG
Best Practices Analyzer Tool

Application Version: 2.5.7970.100
Configuration File Wersion: §.0.1

@2009 Microsaft Corporation. &l rights reserved. Microsoift

Microsoft
ﬁ? Windows Server System

Figure 17: TMG BPA version information



Conclusion

In this article, | gave you an overview about the Microsoft Forefront TMG Best
Practice Analyzer. TMGBPA is great tool for Administrators and TMG consultants
to analyze their TMG Server computers for potential problems. TMG BPA has
also some basic documentation capabilities in form of saved TMG BPA reports
and the BPA2Visio component.

Related links

Microsoft Forefront Threat Management Gateway Best Practices Analyzer Tool
http://www.microsoft.com/downloads/details.aspx?FamilyID=8AA01CB0-DA96-
46D9-A50A-B245E47E6B8B&displaylang=en

Announcing the Availability of ISA/TMG Best Practices Analyzer Version 7
http://blogs.technet.com/isablog/archive/2009/05/06/announcing-the-availability-
of-isa-tmg-best-practices-analyzer-version-7.aspx

Using Forefront TMG/ISA Server BPA for documenting your deployment
http://blogs.technet.com/isablog/archive/2009/12/24/using-forefront-tmg-isa-
server-bpa-for-documenting-your-deployment.aspx

ISA Server 2004 BPA
http://www.isaserver.org/tutorials/ISA-Server-2004-Best-Practice-Analyzer.html
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