Owner of the content within this article is www.isaserver.org
Written by Marc Grote — www.it-training-grote.de

What's going on during a Forefront TMG Installation?
Abstract

In this article | will explain in detail what's going on during a Forefront TMG
installation. | will give a deep look into the Forefront TMG setup files, the registry and
file system changes during a Forefront TMG installation with the help of tools like
Process Monitor and we will also track Windows service changes during a Forefront
TMG installation and | will also give you some tips for troubleshooting a failed
Forefront TMG installation.

Let's begin

A typical Forefront TMG installation requires many settings and configurations in the
underlying Windows operating system. During a Forefront TMG installation, many
Windows Server features and roles will be installed, Forefront TMG installs by default
alocal SQL Server 2008 SP1 express database for SQL Reporting services and
databases for Forefront TMG Web proxy and Firewall logging. For this article | tried
to cover every step during a Forefront TMG installation. To see what’s happen during
a Forefront TMG installation | used the Microsoft tool Process Monitor to see the
changes and modifications of the Server during the installation process. For this
article we will cover the following installation steps:

AD-LDS installation

TMG Log files

Windows and TMG processes during the installation
Created services

Registry changes

Windows Firewall settings

e Event Log entries

Servermanager

The Forefront TMG preparation tool installs some Windows Server roles and
features. Before the TMG installation there are no roles and features installed as you
can see in the following screenshots:
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As afirst step we have to run the Forefront TMG preparation tool which installs the
required Windows roles and features:
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Figure 3: Forefront TMG preparation tool

The installation process is the Prerequisitesinstaller.exe.
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Figure 4: Forefront TMG preparation tool

To see whats happen during the Prerequisites installation process | used the
Microsoft Process monitor to filter all activities for this process.
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Figure 5: Process Monitor filter

As you can see there are many many activities during the installation process.

éx' Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help
[EEd | AaBE | A8 | B #a85 #Bizm
Time ... | Process Name | PID| Operation | Path | Result | Detail
- ,'i_ﬁPrerequws'rtelnst.. 2532 g.CreateFile C:hUsers‘administrator. TRAINER App Data“Local\ Temp*.Pre 624F tmp SUCCESS Desired Access: G...
... [LiPrerequisitelnst... 2532 gﬂoseﬁle C:\Users‘administrator. TRAINER \App DataLocal\ Temp"\Pre624F tmp SUCCESS
... [[iPrerequisitelnst... 2532 g&eateFile C:\Users‘administrator. TRAINER App DataLocal\ Temp"Pre624F tmp XML SUCCESS Desired Access: G...
0945 ,i‘ijrerequwsﬂelnst.. 2532 meeﬂle C:Usershadministrator. TRAINER App Data“Local\ Temp“Pre624F tmp XML SUCCESS Offset: 0, Length: 7...
0945 . [[5Prerequisitelnst 2532 a[ﬂnseﬁle C:\Users‘\administrator TRAINERAppDatatLocal\ Temp' Preb624F tmp XML SUCCESS
2532 g&eateFile C:\Windows\Temp*Prerequisitelnstaller. 2011.04.24-05 43 .24 log SUCCESS Desired Access: G...
[Prerequisitelnst... 2532 BhQueryStandard]...C:\Windows\Temp'\Prerequisite Installer.2011.04.24-09.43.24 log SUCCESS AlocationSize: 16...
- ,i_ﬁPrerequws'rtelnst.. 2532 g.WriteFile C:\Windows Temp"\Prerequisitelnstaller. 2011.04.24-05.43 24 log SUCCESS Offset: 13.845, Len...
[TiPrerequisitelnst... 2532 gﬂoseﬁle C:\Windows\Temp*Prerequisitelnstaller. 2011.04.24-05 43 .24 log SUCCESS
jPrerequisitelnst... 2532 g&eateFile C:\Windows"\System 32\ ServerManagerCmd exe SUCCESS Desired Access: R...
. 'i‘ijrerequwsﬂelnst.. 2532 BQuewBasicIrrfor...C:\Windows\System?»Z\Ser\rerManage@nd.exe SUCCESS CreationTime: 13.0...
iPrerequisitelnst 2532 a[ﬂnseﬁle C\Windows" System 32 ServerManagerCmd exe SUCCESS
- ,ﬁPrerequws’rtelnst.. 2532 g&eateFile C:\Windows"\System 32\ ServerManagerCmd exe SUCCESS Desired Access: R...
[Prerequisitelnst... 2532 BhQueryBasiclrfor...C:\Windows'\System32\ServerManagerCmd exe SUCCESS Creation Time: 13.0...
,i_ﬁPrerequws'rtelnst.. 2532 g;CloseFile C:\Windows'System 32\ ServerManagerCmd exe SUCCESS
iPrerequisitelnst... 2532 g&eateFile C:\Windows"\System 32\ ServerManagerCmd exe SUCCESS Desired Access: R...
jPrerequisitelnst... 2532 g&eateFiIeMapp...C:\Windows\SystemEZ\Ser\rerManagerOnd.exe FILE LOCKED WI... SyncType: SyncTy..
,i‘ijrerequwsﬂelnst.. 2532 BCreateFiIeMapp...C:\Windows\System?»Z\Ser\rerManage@nd.exe SUCCESS SyncType: SyncTy..
,'ﬁPrerequws’rtelnst 2532 ﬁRegOpenKay HKLM\SOFTWARE Microsoft '\ Windows NT CumertVersion“Image File Execu . NAME NOT FOUND Desired Access: O
- ,'ﬁPrerequws’rtelnst.. 2532 gQuewSecuri’ryFile C:\Windows"\System 32\ ServerManagerCmd exe SUCCESS Information: Label
[Prerequisitelnst... 2532 BhReadFile C:\Windows"\System 32\ ServerManagerCmd exe SUCCESS Offset: 0, Length: 4...
'i_ﬁPrerequws'rtelnst.. 2532 &Y Process Create  C:\Windows'system32\ServerManagerCmd .exe SUCCESS PID: 840, Comman...
LiPrerequisitelnst... 2532 gQuewSecuri’ryFile C:\Windows"\System 32\ ServerManagerCmd exe SUCCESS Information: Owner...
,ﬁPrerequws’rtelnst.. 2532 gQuewBasicIrrfor...C:\Windows\SystemEZ\Ser\rerManagerOnd.exe SUCCESS Creation Time: 13.0...
[Prerequisitelnst... 2532 BCreateFile C\Windows AppPatch \AppPatch64\sysmain .sdb SUCCESS Desired Access: G...
,'ﬁPrerequws’rtelnst 2532 aOueryStandardl C\Windows'AppPatch  AppPatch64'\sysmain sdb SUCCESS AllocationSize: 122
[Prerequisitelnst... 2532 g&eateFileMapp...C:\Windows\AppPatch\ﬂppPatchG-‘l\'zysmain.sdb FILE LOCKED WI... SyncType: SyncTy..
[Prerequisitelnst... 2532 BhGueryStandard]...C:\Windows'\AppPatch'AppPatch4'\sysmain.sdb SUCCESS AllocationSize: 122..
iPrerequisitelnst... 2532 g;&eateFileMapp...C:\Windows\.ﬂppPatch\ﬂppPatchGa‘l\wsmain.sdb SUCCESS SyncType: SymeTy..
. [liPrerequisitelnst... 2532 gQuewStandardI...C:\Windows\ﬁppPatch\ﬂppPatchG-‘l\'zysmain.sdb SUCCESS AllocationSize: 122..
,'ﬁPrerequws’rtelnst.. 2532 g&eateFile C:\Windows"\System 32 SUCCESS Desired Access: R...
LiPrerequisitelnst... 2532 BQueryDirectory C\Windows"System 32 ServerManagerCmd .exe SUCCESS Fiter: ServerMana...
,'ﬁPrerequws’rtelnst 2532 a[ﬂnseﬁle C\Windows" System32 SUCCESS
[Prerequisitelnst... 2532 gﬂeadﬁle C:\Windows\AppPatch'App Patch 64 \sysmain.sdb SUCCESS (ffset: 32,768, Len...
[[iPrerequisitelnst... 2532 #%ReqOpenkey  HKLM\Scftware'Microsoft\Windows NT\CumentVersion\AppCompat Flags\Cu... NAME NOT FOUND Desired Access: R...
... [[Prerequisitelnst... 2532 g.CreateFile C:\Windows'System 32\ ServerManagerCmd exe SUCCESS Desired Access: R..
... \riPrerequisitelnst 2532 gQuewBasicIrrfor...C:\Windows\SystemEZ\Ser\rerManagerOnd.exe SUCCESS Creation Time: 13.0...
. PrerequisiteInst 2532 gﬂoseﬁle C:\Windows"\System 32\ ServerManagerCmd exe SUCCESS
... [[Prerequisitelnst.. 2532 BCreateFile Ch SUCCESS Desired Access: R..
. ,'ﬁPrerequws’rtelnst 2532 aOuewDirectnry C\Windows SUCCESS Fiter: Windows, 1:
09:45:... ,'ﬁPrerequws’rtelnst.. 2532 Eﬂ[ﬂoseﬁle Ch SUCCESS
Figure 6: Installation process

The Forefront TMG installation process writes many log files into the Windows\temp

directory.
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Figure 7: Forefront TMG log files

There are some logfiles for the Server Manager installation of the required Forefront
TMG prerequisites.

] serverManagerCmdinstallLog2011.04.24-09.43.24 - Notepad 1=

File Edit Format WView Help

-
|2572: 2011-04-24 09:43:36.174 [Servermanagercmd] running with the following arguments: °-inputpath C:\Users‘ADMINI~1 |
2572: 2011-04-24 09:43:36.830 [CBS] IsCachestillGood: True.

2572: 2011-04-24 09:43:36.830 [ServermManagercmd] start Installation...
2572: 2011-04-24 09:43:36.830 [sync] sync Graph of changed nodes=s=s======
: Network Load Balancingstate : Change:
gedrank 1 2sync tech: CBsant. 1 emptypred. T LNET Framework 3. 5 1 Featuresprowder : Provider
name : Remote Access Servicestat =B i
2572: 2011-04-24 09:43:36.830 [sync] ca'l'l'lng sync provider of Network Load Balancin
2572: 2011-04-24 09:43:36.830 [Provider] Sync:: guest: 'Network Load Balancing’, guest ge'leted” False
2572: 2011-04-24 09:43:36.830 [Provider] Begin msta'\'lat'lon of "Network Load Ba'lancm
2572: 2011-04-24 09:43:36.830 [Provider] Install: Guest: 'Network Load Balancing', gateE'Iement "NetworkLo
2572: 2011-04-24 09:43:36.830 [Provider] Installation gqueued for "Network Load Esa'larlc‘lng
2572: 2011-04-24 09:43:36.830 [sync] ca'l'l'lng sync provider of .NET Framework 3.
2572: 2011-04-24 09:43:36.830 [Provider] Sync:: guest: '.NET Framework 3.5.1° guest deleted?: False
2572: 2011-04-24 09:43:36.830 [Provider] Begin “installation of '.NET Framework 3.5.1°
2572: 2011-04-24 09:43:36.830 [Provider] Install: Guest: '.NET Framework 3.5.1° updateE'Iement 'NetFx3'
2572: 2011-04-24 09:43:36.830 [Provider] Installation gueued for '.NET Framework 2.5.1°
2572: 2011-04-24 09:43:36.830 [sync ca'l'l'lng sync provider of Network Policy server ..
2572: 2011-04-24 09:43:36.830 [NPAS Sync:: guest: 'Network Policy Server', guest deleted?: False
2572: 2011-04-24 09:43:36.830 [NPAS Beg'in installation of °Network Policy server’
2572: 2011-04-24 09:43:36.830 [NPAS Install: Guest: 'Network Policy Server”, updateE1emer|t "IAS NT Ser
2572: 2011-04-24 09:43:36.830 [NPAS Installation queued for "Network Policy Sserver’
2572: 2011-04-24 09:43:36.830 [Sync caﬂ'lng sync provider of Active Directory L1ghtwe‘|ght Directory ser
2572: 2011-04-24 09:43:36.830 [Provider] sync:: guest: 'Active Directory Lightweight Directory services”, guf |
2572: 2011-04-24 09:43:36.830 [Provider] Begin “installation of 'Active Directory Lightweight Directory Serwvi
2572: 2011-04-24 09:43:36.830 [Provider] Install: Guest: "Active Directory Lightweight Directory services’,
2572: 2011-04-24 09:43:36.830 [Provider] Installation queued for "Active Directory Lightweight Directory ser
2572: 2011-04-24 09:43:36.830 [Sync ca'l'l'lng sync provider of Remote Access Service .
2572: 2011-04-24 09:43:36.830 [NPAS Sync:: guest: 'Remote Access service’, guest, deleted?: False
2572: 2011-04-24 09:43:36.830 [NPAS Beg'in installation of 'Remote Access service’
2572: 2011-04-24 09:43:36. 830 [NPAS Install: Guest: 'RemoTe Access service’, updateE'Iement 'RasServera
2572: 2011-04-24 09:43:36.830 [NPAS Installation queued for 'Remote Access Service
2572: 2011-04-24 09:43:36.830 [sync calling sync provider of Routin
2572: 2011-04-24 09:43:36.830 [NPAS Sy gres T RoTt T gres et ted R Pt
2572: 2011-04-24 09:43:36.830 [NPAS Begin installation of "Rroutin
2572: 2011-04-24 09:43:36.830 [NPAS Install: Guest: 'Routing’, upaateE'Iement: 'RasrRoutingProtocols’
2572: 2011-04-24 09:43:36.830 [NPAS Installation queued for "Routing’
2572: 2011-04-24 09:43:36.971 ECBS] installing 'Iraletworj1k|1_0|:=\d5a'lanc‘ingFu]]SEr'vgr NetFx3 IAS NT service Dil

Figure 8: Server Manager log files

After the prerequisites have been installed successfully you can check the installed
roles and features with Servermanager or ServerManagercmd.
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Figure 9: Installed roles

E,= Server Manager

File  Acton View Help
&= | &5

f}.-‘ Roles .
;

5 Diagnostics

fﬁ’,_!; Configuration

2= Storage

=

View the status of features installed on this server and add or remove features,

B

! Features Summary

“| Features: 3 of 42 installed

Network Load Balancing
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD LDS Snap-Ins and Command-Line Tools
Active Directory module for Windows PowerShell
Feature Administration Tools
Metwork Load Balancing Tools
.MET Framework 3.5.1 Features
.MET Framework 3.5.1

Figure 10: Installed features
Step 1

TMG Installation

Now we can start the Forefront TMG installation process. As a first step the local

TMG configuration storage for the TMG configuration will be created. Forefront TMG
uses a local AD-LDS instance.
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Figure 11: TMG configuration Storage Server

The required files for the AD-LDS instance will be installed during the prerequisites
installer.
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Figure 12: AD-LDS files

Mew folder =
Name = Date modified Type I Size
JEn 24.04.2011 03:44 File folder
J en-Us 24.04.2011 09:44 File folder

adaminstall 14.07.2009 03:38 Application F7KB
%) adammsg.dll 14.07.2009 03:24 Application extension 4KB
|| adamntds.dit 10.06.2009 22:31 DIT File 4.112KB
=4 adamSchema 14.07.2009 03:22 Security Catalog 11KE
4 | adamschema 10.06.2009 22:31 Configuration settings 33KE
[#7 adamsync 14.07.2009 03:38 Application 511KB
adamuninstall 14.07.2009 03:33 Application 403 KB
%] adamwizard.dll 14.07.2009 03:40 Application extension 1.033 KB
m ADSchemaAnalyzer 14.07.2009 03:43 Application 293 KB
| ldif 24.04.201109:57 Text Document 14KB
|| MS-adamschemaw2k3.L0F 10.06.2009 22:35 LDF File 1243 KB
|| MS-adamschemaw2ka.LDF 10.06.2009 22:36 LDF File 1.533KB
=] M5-AdamSyncConf 10.06,2009 22:35 ¥ML Document KB
|| M5-AdamSyncMetadata. LDF 10.06.2009 22:36 LDF File JKB
|| MS-ADAM-Upgrade-1.LDF 10.06,2009 22:31 LDF File: 2KB
|| MS-ADAM-Upgrade-2.LDF 10.06.2009 22:31 LDF File: 11KBE
L MS-ADLDS-DisplaySpedfiers.LDF 14.07.2009 03:19 LDF File 2,257 KB
|| M5-AZMan.LDF 10.06.2009 22:31 LDF File 24KB
|| M5-InetOrgPerson.LDF 10.06.2009 22:31 LDF File 38 KB
|| M5-Jser. LDF 10.06.2009 22:31 LDF File: 30 KB
|| M5-JserProxy.LDF 10.06.2009 22:31 LDF File 2KB
|| M5-UserProxyFull LDF 10.06,2009 22:31 LOF File KB



ISAADAM_INSTALL

A log file will be created which protocols all installation steps.

i 15AADAM_TNSTALL 923 - Notepad ===

File Edit Format View Help

ladamsetup BBC.9CO 0000 09:536:59.077 opening log file C:‘Wwindows'debug'adamsetup.log

adamsetup 8BC.9CO 0001 09:56:59.077 C:\Windows'ADam'adaminstall.exe

adamsetup 8BC.9CO 0002 09:56:59.077 file timestamp 07,/14/2009 03:38:54.618

adamsetup 8BC.9C0O 0003 09:56:59.077 local time 04/24/2011 09:56:59.077

adamsetup 8BC.9CO 0004 09:56:59.077 running Windows NT 6.1 build 7600 (BuildLab:7800.win7_gdr.101026-1503) amda4
adamsetup 8BC.9C0O 0005 09:56:59.077 logging flags 0001007C

adamsetup 8BC.9CO 0006 09:56:59.139 DLL_PROCESS_ATTACH

adamsetup 8BC.9CO 0007 09:56:59.139 Enter LaunchadamInstall

adamsetup 8BC.9CO 0008 09:56:59.139 hascConsole = false

adamsetup 8BC.9CO 0009 09:56:59.139  Enter ClearErrorRegkey

[

adamsetup 8BC.9CO 000A 09:56:59.139 Enter RegistryKey::open software'Microsoft'\windows\Currentversion‘\ADAM_Installer_Resu
adamsetup 8BC.9CO 000B 09:56:59.155  Enter Feedback::setuioptions

adamsetup 8BC.9CO 000C 09:56:59.155 interactive = false

adamsetup 8BC.9CO 000D 09:56:59.155 console = true

adamsetup 8BC.9CO O00E 09:56:59.155 Enter InitializeadamsSetup

adamsetup 8BC.9CO 000F 09:56:59.561 HRESULT = 0x00000000

adamsetup 8BC.9CO 0010 09:56:59.561  Enter IsCurrentUserAdministrator

adamsetup 8BC.9CO 0011 09:56:59.561 current user is an admin

adamsetup 8BC.9CO 0012 09:56:59.592  Enter State::Init

agamsetup 8BC.9CO 0013 09:56:59.592 EnterrGenerate::ConfigsetName .

Figure 13: Kli-LDS Iog‘fiT(;

A more detailed AD-LDS log file can be found in C:\windows\debug\adamsetup.log

o ] 4
File Edit Format Wiew Help
adamsetup BBC.9CO 03AF 09:57:16.309 Tocalhost:2171 2]
adamsetup 8BC.9C0O 03B0 09:57:16.449 ReadserviceaccountInfo() == 0
adamsetup BBC.9CO 03Bl 09:57:16.449 readsucceeded = true
adamsetup BBC.9CO 03B2 09:57:16.449 ADAMERR_OK
adamsetup 8BC.9C0O 03B3 09:57:16.449 Enter ImportRequiredLDIFFiles
adamsetup BBC.9CO 03B4 09:57:16.449 Enter State::GetOperation UNIQUE
adamsetup BBC.9CO 03B5 09:57:16.449 Enter Feedback::ShowMessage Importing LDIF file
adamsetup 8BC.9C0O 03B6 09:57:16.449 Enter State::GetInstance
adamsetup BBC.9CO 03B7 09:57:16.449 Enter State::GetProEPath C 2w ndows ADam
adamsetup BBC.9CO 0O3BE 09:57:16.449 Enter F5::Appendrath C:%windows"ADAM
adamsetup 8BC.9C0O 03B9 09:57:16.449 Enter FS::GetPathSyntax C:'Windows'\ADAM'\MS-ADAM-
adamsetup BBC.9CO 03BA 09:57:16.449 result = true
adamsetup BBC.9CO 03BB 09:57:16.449 Enter ImportLDIFFile
adamsetup BBC.9CO 03BC 09:57:16.449 Enter State::GetMyLDAPPort 2171
adamsetup 8BC.9C0O 03BD 09:57:16.449 Enter State::UseRemoteCreds false
adamsetup BBC.9CO 03BE 09:57:16.449 running ldifde.exe -1 -h -w 300 -j . -s localh
adamsetup BBC.9CO 03BF 09:57:16.449 Enter State::GetMyDir C:Windows“ADAM
adamsetup 8BC.9C0O 03C0O 09:57:37.308 ldifde.exe returned with error code 0x0
adamsetup BBC.9CO 03C1 09:57:37.308 Enter UserCancelled
adamsetup BBC.9CO 03C2 09:57:37.308 Enter State::GetInstance
adamsetup 8BC.9C0O 03C3 09:57:37.308 cancelled = false
adamsetup BBC.9CO 03C4 09:57:37.308 Enter Feedback::showMessage Importing LDIF file ms
adamsetup BBC.9CO 03C5 09:57:37.308 Enter ImportLDIFFile
adamsetup 8BC.9C0O 03C6 09:57:37.308 Enter State::GetMyLDAPPoOrt 2171
adamsetup B8BC.9CO 03C7 09:57:37.308 Enter State::UseRemoteCreds false
adamsetup BBC.9CO 03C8 09:57:37.308 rRunning ldifde.exe -i -h -w 300 -j . -s localhos
adamsetup BBC.9CO 03C9 09:57:37.308 Enter State::GetMyDir C:%Wwindows“ADAM
adamsetup 8BC.9C0O 03CA 09:57:38.652 ldifde.exe returned with error code 0x0
adamsetup BBC.9CO 03CEB 09:57:38.652 Enter Feedback::ShowMessage AD LDS Installed
adamsetup BBC.9CO 03CC 09:57:38.652 Enter UserCancelled
adamsetup 8BC.9C0O 03CD 09:57:38.652 Enter State::GetInstance |
adamsetup BBC.9CO 03CE 09:57:38.652 cancelled = false
adamsetup BBC.9CO 03CF 09:57:38.652 Enter SaveUndoLog
adamsetup 8BC.9C0O 03D0 09:57:38.652 Enter State::GetInstance
adamsetup 8BC.9CO 03D1 09:57:38.652 Enter State::GetOperation UNIQUE -
4| | H

Figure 14: AD-LDS log file
AD-LDS database

The AD-LDS database will be installed in the Forefront TMG installation directory.



| ADAMData

G( )Ul . = Computer - Local Disk {C:) ~ Program Files + Microsoft Forefront Threat Management Gateway + ADAMData

* [{z3 | search ADAMDats

Organize *  Indudeinlibrary =  Share with +  New folder
;I Name = Date modified Type | Size
=18 Computer ot di )

E£ Local Disk (C:) || adamntds. dit 24,04,2011 11:12 DIT File 18,448 KB
. PerfLogs %] edb.chk 24.04.2011 11:18 Recovered File Frag... 8KB
[l Program Files | |edb 24.04.2011 11:12 Text Document 10,240 KB
. Commen Files || edbo0001 24.04.2011 11:11 Text Document 10,240 KB
. Internet Explorer __ edbooooz 24,04,2011 11:12 Text Document 10,240 KB
B Micrasoft Forefront Threat Management || edbresoooot.jrs 24,04,2011 11:08 RS File 10.240 KB

. ADAM
|| edbresD0002.jrs 24.04.2011 11:08 JRS File 10,240 KB

B 20avpata

| Appliance | edbtmp 24.04.2011 11:12 Text Document 0KB
| ChainCfg || temp.edb 24,04,2011 11:10 EDE File 2,064 KB

Figure 15: KIS'-LDS database

AD-LDS Service (ISASTGCTRL)

A local AD-LDS (AD/AM) service will be created. The other Forefront TMG Services
will be started after the Forefront TMG installation.
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».,”,",;";Miansuft Forefront TMG Storage

Figure 16: AD-LDS service

Registry changes
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During the Forefront TMG installation, a local AD-LDS instance will be created which
holds the TMG configuration. The TMG configuration will also be stored in the local
Registry and the TMG service will ensure that the AD-LDS database stores the
configuration in the local Registry. The following screenshot shows the local Registry
after the ISASTGCTRL service has been installed but not completely filled until the

Forefront TMG setup has finished.
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Figure 17: Local registry settings for TMG

After the local AD-LDS database has been created you can see that the TMG
installation process writes into this database.

é{ Process Monitor - Sysinternals: www.sysinternals.com - |E

File Edit Event Fiter Tools Options Help

L aBR | vAG | B #5 ZBAzm

Figure 18: AD-LDS database will be filled during TMG installation

Step 2

Process Name | PID | Operation | Path | Result | Detail |
MsiExec exe 2504 @¥ReqClosekey  HKCRALDAPACLSID SUCCESS
MsiExec exe 2504 ﬁRegCloseKey HKCRAWLDAP SUCCESS
MsiExec exe 2504 @¥RegOpenkey  HKCLMScftwars\Classes SUCCESS Desired Access: M...
MsiExec exe 2504 ﬁRegOueryKey HKCUnSoftware\Classes SUCCESS Gueny: Name
MsiExec exe 2504 @ Regluerykey  HKCLMScftwars\Classes SUCCESS CQuery: HandleTag...
MsiExec exe 2504 ﬁRegOueryKey HKCUnSoftware\Classes SUCCESS GQueny: HandleTag...
MsiExec exe 2504 @¥ReqOpenkey  HKCLMScftwars\Classes\LDAP MAME NOT FOUND Desired Access: R...
MsiExec exe 2504 ﬁRegOpenKey HKCRAWLDAP SUCCESS Desired Access: R..
MsiExec exe 2504 @¥ReqClosekey  HKCLMScftwars\Classes SUCCESS
MsiExec exe 2504 ﬁRegOueryKey HKCRAWLDAP SUCCESS Gueny: Name
MsiExec exe 2504 @¥Regluerykey  HKCRALDAP SUCCESS CQuery: HandleTag...
MsiExec exe 2504 ﬁRegOpenKey HKCUnSoftware\Classes\LDAPNCLSID MAME NOT FOUND Desired Access: R...
MsiExec exe 2504 @¥Regluerykey  HKCRALDAP SUCCESS CQuery: HandleTag...
MsiExec exe 2504 ﬁRegOpenKey HKCRAWLDAPYCLSID SUCCESS Desired Access: R..
MsiExec exe 2504 @¥Regluerykey HKCRALDAPWCLSID SUCCESS Cuery: Name
MsiExec exe 2504 ﬁRegOueryKey HKCRAWLDAPYCLSID SUCCESS GQueny: HandleTag...
MsiExec exe 2504 @¥RegOpenkey  HKCLMScftwars\Classes\LDAPACLSID MAME NOT FOUND Desired Access: M...
MsiExec exe 2504 ﬁRegOuery\u’alue HKCRAWLDAPYCLSID{Default) SUCCESS Type: REG_SZ, Le...
MsiExec exe 2504 @ ReqClosekey  HKCRALDAPACLSID SUCCESS
MsiExec exe 04 @ BeoCloz=Ken B\ AP SUCCESS
MsiExec exe 2504 44 TCP Send TMG-EN trainer intem:45273 -> TMG-EN trainer intem:2171 SUCCESS Length: 159, starti
MsiExec exe 2504 &TCP Receive ~ TMG-EN trainer.intem: 459273 -> TMG-EN trainer.intem:2171 SUCCESS Length: 155, seqn...
MsiExec exe 2504 4% TCP Send TMG-EN trainer intem 45273 -> TMG-EN trainer intem: 2171 SUCCESS Length: 193, starti
MsiExec exe 2504 &TCP Receive ~ TMG-EN trainer.intem: 459273 -> TMG-EN trainer.intem:2171 SUCCESS Length: 1277, seq...
MsiExec exe 2504 4% TCP Send TMG-EN trainer intem 45273 -> TMG-EN trainer intem: 2171 SUCCESS Length: 733, starti
MsiExec exe 2504 &TCP Receive ~ TMG-EN trainer.intem: 459273 -> TMG-EN trainer.intem:2171 SUCCESS Length: 1135, seqg...
MsiExec exe 2504 4% TCP Send TMG-EN trainer intem 45273 -> TMG-EN trainer intem: 2171 SUCCESS Length: 159, starti
MsiExec exe 2504 &TCP Receive ~ TMG-EN trainer.intem: 459273 -> TMG-EN trainer.intem:2171 SUCCESS Length: 155, seqn...
MsiExec exe P Y T SUCCESS Desired Access: M
MsiExec exe 2504 ﬁRegOuawKey HKCUnSoftware\Classes SUCCESS Guery: Name
MsiExec exe 2504 @¥Reqluenykey  HKCUM\Softwars\Classes SUCCESS Query: HandleTag
MsiExec exe 2504 ﬁRegOuawKey HKCUnSoftware\Classes SUCCESS Query: HandleTag...
MsiExec exe 2504 @¥ReqOpenkey  HKCLM\Softwars\Classes\LDAP MAME NOT FOUND Desired Access: R
MsiExec exe 2504 @ RegOpenKey  HKCRA\LDAF SUCCESS Desi
MsiExec exe 2504 @¥ReqClosekey  HKCLUMSoftwars\Classes SUCCESS HandleTags: Ol
MsiExec exe 2504 ﬁRegOuawKey HKCRALDAP SUCCESS Guery: Name
MsiExec exe 2504 @¥Regluenykey HKCRALDAP SUCCESS Query: HandleTag
MsiExec exe 2504 ﬁRegOpanKey HKCUnSoftware\Classes\LDAPNCLSID NAME NOT FOUND Desired Access: R...
MsiExec exe 2504 @¥Regluenykey HKCRALDAP SUCCESS Query: HandleTag
MsiExec exe 2504 ﬁRegOpanKey HKCRALDAPHCLSID SUCCESS Desired Access: R..
MsiExec exe 2504 @¥Regluenykey HKCRALDAPWCLSID SUCCESS CQuery: Name

After the core components have been installed, additional components will be

installed. These additional components are primarily the installation of the local SQL



Server 2008 SP1 Express databases for SQL Reporting services and the databases
for the Forefront TMG Web proxy and Firewall logging.

Microsoft Forefront TMG

% The Installation Wizard is progressing as follows:

=100 >

+' Core Components (Estimated Time: 5 minutes)

P Additional Components (Estimated Time: 12 minutes)

System Initizlization (Estimated Time: 2 minutes)

Figure 19: Step 2

SQL Server 2008 Express installation

5] Process Monitor - Sysinternals: www.sysinternals.com
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led | aBE | <

B 4B | B LAzm

Time of Da

10:14:19,1765554 §¥5setup 100 exe
10:14:19,1766585 [setun100.exe

10:14:19.1779757
10:14:15,1730452
10:14:19,1733555
10:14:19,1786506
10:14:19.1787205
10:14:15,1787867
10:14:15,1738575
10:14:15,1790303
10:14:19,1795524
10:14:19,2327522
10:14:15,2323335
10:14:15,2335724
10:14:15,2340756
10:14:19.2342351
10:14:19,2343778
10:14:15,2352282
10:14:19,2357311
10:14:15,2358548
10:14:19.2359666
10:14:19,2360266
10:14:15,2360926
10:14:19,2361775
10:14:19,2362471
10:14:19,2365519
10:14:15,2368642
10:14:15,2365346
10:14:15,2370008
10:14:19.2370726
10:14:19,2372447
10:14:15,2373824
10:14:15,2638226
10:14:19,2641526
10:14:19.2643383
10:14:19,2644185
10:14:15,2653334
10:14:15,2658011
10:14:19,2666372
10:14:19.2663973
10:14:19,2670638

Figure 20: SQL |nsta||at|0n

PID | Operation [ Path

2812 Bk QueryBasicinfor.. C:\Windows' Temp'{BOBADAS7-E4C5-485A- BF4F CCEEBTIFEESENPCLES. .
2812 BhQueryStreaminf... C:\Windows\ Temp\{BOBADAS7-E4C5-435A-8F4F-CCEEBTIFE6981PC LS. .
2812 BhGQueryBasicinfor...C:\Windows\ Temp'{BOBADAS7-E4C5-435A-8F4F-CCEEBTIFE698]NPCLIE4. .

2812 [BhGQueryEalrform.
2812 BhCreatefile
2812 BhQueryAttributel | C\Program Files\Microsoft SQL Server' 1004 Setup Bootstrap'.Update Cache'.

2812 E}OuewBaSlclnfo C\Program Files"Microsoft SQL Servert 1005etup Bootstrap®Update Cache’..
P o

2812 BhGQueryAttributel.

2812 E_=i.SatEndOfFilelrrf...C:\F‘r\)gl?.!rrl Files\l':'licrusoﬂ SQL Server'1004Setup BootstrapUpdate Cache®...
C:\Windows' Temp'.{B0BADAST-E4C5-485A-8F4F-CCEEBTIFEEI81\PC L .64, .

2812 BhReadFie
2812 BhReadFie
2812 BAWriteFie
2812 BhReadFie
2812 BhWriteFile

C\Windows' Temp'{BOBADAS7-EAC5-485A-8F4F-CCBEB T3F6E98\PC LI B4,

2812 BACloseFile
2812 BACloseFile
2812 BhCreateFile
2812 BhCreatefile

2812 [BhQueryStream|nf
2812 BhCueryBasicirfor...
2812 BhQueryEalrform. . C\Windows\Temp\{BOBADAS7-EACE-485A-8FAF-CCRERT3FRE98)\PCU w64
2812 BhCreateFile

2812 E:}Oueryﬁd‘lribulel. . C\Program Files“\Microsoft SQL Server’100%Setup Bootstrap®.Update Cache'...
2812 E}.OueryBasicInfar...C:\F‘rugmm Files"Microseft SQL Server'.100%Setup Bootstrap*.Update Cache®...
2812 BhCueryAttributel... C:\Windows' Temp'\{BOBADAST-E4C5-485A-BF4F COREBTIFEESENPCLIGES. .
32 L:}SatEndOfFllelnf C:\Program Files*Microsoft SQL Server'. 100" Setup Bootstrap'.Update Cache™.

o \Wlndows\Temp\{BDBﬂDﬂﬁ? E&HB&&-EFdF{CGEBTSFGG&E}\PC b4

2812 BAReadFie
2812 BhReadFie
2812 BhWriteFile

2812 BACloseFile
2812 BACloseFile
2812 BhCreateFile
2812 BhCreatefile

2812 BhCueryAttributeT...C: \Wlndows\Temp\{BﬂBAD%? EdCHE&A—EFdF—CCGEBTBFGGQE}\PCU\xG-‘l:::
2812 BhQueryStandard...C:\Windows\ Temp\{BOBADAS7-E4C5-435A-8F4F-CCEEBTIFE6981PC LS. .
2812 BhGQueryBasicinfor...C:\Windows\Temp\{BOBADAS7-E4C5-435A-8F4F-CCEEBTIFE698]\PC LG4, ..

C:\Program Files"Microsoft SQL Server'.100\Setup Bootstrap.Update Cache'....

C:\Program Files"Microsoft SQL Server'100"Setup Bootstrap®.Update Cache...
C

C:\Program Files“Microsoft SQL Server'.100"Setup Bootstrap®.Update Cacheh...
2812 Bk SetBasiclnform... C:\Program Files\Microsoft SQIL Server' 1004 Setup Boctstrap'.Update Cache....
C:\Windows' Temp\{BOBADAST-E4C5-485A-BF4F-CCBEBTIFEE981\PC L 6. .
C:\Program Files"Microsoft SQL Server'100"Setup Bootstrap®.Update Cache...
C:\Program Files'\Microsoft SQL Server'100\Setup Bootstrap.Update Cache'...
C:\Windows' Temp'.{B0BADAST-E4C5-485A-8F4F-CCEEBTIFEEI81\PC L .64, .
2812 BhQueryAttributeT....C:\Windows' Temp'{BOBADAST-E4C5-485A- BFAF CCEEBTIFEESENPCLNES. .
2812 BhQueryStandard...C:\Windows\ Temp\{BOBADAS7-E4C5-435A-8F4F-CCEEBTIFE6981PC LS. .
2812 BhGQueryBasicinfor...C:\Windows\Temp\{BOBADAS7-E4C5-435A-8F4F-CCEEBTIFEE98]\PC LG4, ..
“Windows' Temp'.{BOBADAS7-E4C5-485A-8F4F-CCBEBTIF6698NPCL w64 .
“\Windows\Temp'\{BOBADAST-E4C5-485A-8FAF-CCREBT3FBE981PC NG, .

C:\Program Files*Microsoft SQL Server',100"5etup Bootstrap®.Update Cache...

C: \ngmm Files"Microsoft SOLSer\rer\‘Iﬂﬂ\Seiup Boatstmp\Update Cac:he\ .
2812 Bk SetBasiclnform | C:\Program Files\Microsoft SQIL Server' 1004 Setup Boctstrap'.Update Cache....
C:\Windows' Temp\{BOBADAST-E4C5-485A-BF4F-CCBEBTIFEE981\PC L 6. .
C:\Program Files"Microsoft SQL Server'100"Setup Bootstrap®.Update Cache...
C:\Program F'Ies\Mlchsoﬂ SOLSeNer\‘IDﬂ\Seiup Boctstrap“\Update Cache'...

[ Resutt | Detail
SUCCESS CreationTime: 30.0...
SUCCESS 0: zSDATA
SUCCESS CreationTime: 30.0...
5 EaSize: 0
5 Desired Access: G...
S File System Attribute
5 CreationTime: 24.0...
S File SystemAttribute ..
SUCCESS EndCfFile: 120.680
SUCCESS Offsst: 0, Length: 1...
SUCCESS Offset: 0. Length: 1
SUCCESS (Offset: 0. Length: 6...
SUCCESS Offset: 9.523.200, ...
SUCCESS Offset: 65.536, Len...
SUCCESS CreationTime: 01.0...
SUCCESS
SUCCESS

NAME NOT FOUND Desired Access: R...

SUCCESS Desired Access: G...
SUCCESS Aftributes: A, Repa...
SUCCESS AlocationSize: 16....
SUCCESS CreationTime: 30.0...
SUCCESS 0: :SDATA
SUCCESS CreationTime: 30.0...
SUCCESS EaSize: 0
SUCCESS Desired Access: G...
SUCCESS FileSystemAttribute...
SUCCESS CreationTime: 24.0...
SUCCESS FileSystemAttribute...
SUCCESS EndCfFile: 15720
SUCCESS Offset: 0, Length: 1...
S Offset: 0, Length: 1...
S Offset: 0, Length: 1...
S CreationTime: 01.0...

NAME NOT FOUND Desired Access: R...
S

u, Desired Access: G...
SUCCESS Aftributes: A, Repa...
SUCCESS AlocationSize: 20....
SUCCESS CreationTime: 30.0...

During the SQL Express installation a hidden folder called config.msi in the root
directory of the server will be created which contains a detailled log file.
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Figure 21: SQL Setup logs
SQL Reporting Service installation

After the SQL Server 2008 express core components has been installed, the SQL
Reporting service/database will be installed

= Process Monitor - Sysinternals: www.sysinternals.com =]
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2H | a2E | vA® | B | &5 | |[&E40
Time of Day | B FID | Operation [ Path | Resutt

10:49:27,0159325 1420 awmeﬂle C:\WindowsInstaller6df 2cf msi SUCCESS
10:45:27,0160937 Jj 1420 ShReadFile C:\Windows'\Temp\{BOBADAS7-E4C5-485A-8F4F-CCBEBTIF6698] b4 \setup sgl_rs.msi SUCCESS
10:49:27,0161563 §j 1420 ShWritsFile C:\Windows"Installer'6df 2cf msi SUCCESS
10:45:27.0163027 i 1420 ShReadFile C:\Windows' Temp\{BOBADAST-E4C5-485A-BF4F-CCBEBT3FE638) wbd \setup sgl_rs.msi SUCCESS
10:45:27,0175671 1420 ShWiiteFile C:\WindowsInstaller'6df 2cf msi SUCCESS
10:45:27,0177372 | 1420 ShReadfile C:\Windows" Temp'{BOBADAS7-E4C5-485A-8F4F-CCBEBTIFEE98) b4 setup agl_rs.msi SUCCESS
i 1420 ShWritsFile C:\Windows"Installer'6df 2cf msi SUCCESS

104927 0173504 i 1420 ShReadFile C:\Windows" Temp\{BOBADAST-E4C5-485A-8F4F-CCREBTIFE698) w4 \setup sgl_rs.msi SUCCESS
10:45:27,0193307 Jj 1420 BhWriteFile C:\WindowsInstaller'bdf 2cf msi SUCCESS
10:49:27,0195766 Jj 1420 2\ ReadFils C:\Windows" Temp'.{BOBADAS7-EAC5-485A-8FAF-CCBEBTIFE698) b4 \setup e _re.msi SUCCESS
i 1420 awm\eﬁle C\Windows"Installer'6df 2cf msi SUCCESS

1420 ShReadFile C:\Windows" Temp\{BOBADAST-E4C5-485A-8F4F-CCBEBTIFE698) w4 \setup sgl_rs.msi SUCCESS

1420 gnWritaFile C:\WindowsInstaller'6df 2cf msi SUCCESS

i 1420 B\ ReadFile C:\Windows" Temp'.{BOBADA57-EAC5-485A-8F4F-CCBEBTIFE698) b4 setup el _re.msi SUCCESS

104927 0212804 §i 1420 BhWiriteFile C:\WindowsInstaller'\6df 2cf msi SUCCESS
10:45:27,0214246 1420 ShReadFile C:\Windows" Temp'{BOBADAST-E4C5-485A-8F4F-CCBEBT3FE698) wbd setup'sgl_rs.msi SUCCESS
10:49:27, 0226884 §i 1420 g.WritaFile C:\Windows"Installer'6df 2cf msi SUCCESS
10:49:27,0228454 | 1420 B\ ReadFile C:\Windows'\Temp'{BOBADAST-EAC5-485A-8F4F-CCEEBTIFERSE] wh4 setup'sql_rs msi SUCCESS
10:49:27 0229066 1420 gwmeﬁle C:\Windows“Installer6df 2cf msi SIUCCESS
10:45:27,0230516 1420 ShReadFile C:\Windows" Temp'{BOBADAST-E4C5-485A-8F4F-CCBEBT3FE698) wbd setup'sgl_rs.msi SUCCESS
10:45:27,0260824 §i 1420 ShWritsFile C:\Windows"Installer'6df 2cf msi SUCCESS
10:49:27 0262245 Jj 1420 B ReadFils C:\Windows"Temp'{BOBADAST-EAC5-485A-8F4F-CCREB7IFRRSE) wh4' setup'sgl_rs msi SUCCESS
10:45:27,0262386 Ji 1420 BhWiriteFile E')ﬂ'gﬂaﬂngﬁi ﬁémﬁ it SUCCESS
10:45:27,0270873 Jj 1420 ShReadFile indows“\Temp*BOBADAS7-E4C5-485A-BF4F-CCREB3FE68, 64 setup'sql_rs.msi SUCCESS
10:49:27,0296359 §i 1420 ShWritsFile C:\Windows"Installer'6df 2cf msi SUCCESS
10:45:27.0238013 i 1420 ShReadFile C:\Windows' Temp\{BOBADAST-E4C5-485A-BF4F-CCBEBT3FE638) wbd \setup sgl_rs.msi SUCCESS
10:45:27,0238625 1420 ShWiiteFile C:\WindowsInstaller'6df 2cf msi SUCCESS
10:45:27,0300083 Jj 1420 ShReadfile C:\Windows" Temp'{BOBADAS7-E4C5-485A-8F4F-CCBEBTIFEE98) b4 setup agl_rs.msi SUCCESS
10:49:27,0305442 § 1420 ShWritsFile C:\Windows"Installer'6df 2cf msi SUCCESS
10:45:27,0307140 i 1420 ShReadFile C:\Windows" Temp\{BOBADAST-E4C5-485A-8F4F-CCREBTIFE698) w4 \setup sgl_rs.msi SUCCESS
10:45:27,0315046 1420 BhWiiteFile C:\WindowsInstaller'6df 2cf msi SUCCESS
10:49:27,0316720 1420 2\ ReadFils C:\Windows" Temp'.{BOBADAS7-EAC5-485A-8FAF-CCBEBTIFE698) b4 \setup e _re.msi SUCCESS
1D'49'27,D31T337' i 1420 Bk WriteFile C:\Windows"Installer'bdf 2cf msi SUCCESS
i 1420 ShReadFile C:\Windows" Temp\{BOBADAST-E4C5-485A-8F4F-CCBEBTIFE698) w4 \setup sgl_rs.msi SUCCESS

1420 gnWritaFile C:\WindowsInstaller'6df 2cf msi SUCCESS

1420 2\ ReadFils C:\Windows" Temp'.{BOBADAS7-EAC5-485A-8FAF-CCBEBTIFE698) b4 \setup e _re.msi SUCCESS

1420 &Writeﬁle C:\Windows“Installer'6df 2cf msi SUUCCESS

1420 ShReadFile C:\Window5\Temp\{BDBﬂDﬂﬁ?—EdCHE&&-EF4FCC6EE?3F6693}\xﬁ4\ie1up\sql_rs.msij SUCCESS

1420 B\ WriteFile Wm SUCCESS

1420 Bk ReadFile C:\Windows" Temp'.{BOBADA57-EAC5-485A-8F4F-CCBEBTIFE698) b4 setup el _re.msi SUCCESS

Figure 22: SQL reporting service installation



The SQL Server reporting database will be installed in the local SQL Server

installation directory.

B mssqLi015ARS

Q( )v|  + Computer = Local Disk (C:) = Program Files = Microsoft SQL Server + MSSQL10.ISARS

File Edit Wiew Tools Help

Organize *  Indudein library -

| VPN

= | Microsoft SQL Server
| 80
, 90
, 100
MSR510.ISARS

MSSQL10.1SARS
| MSSQL10.MSFW

Share with = Mew folder

Figure 23: SQL reporting service database directory

=

Marme “

| MS5QL

It takes a while but after a few minutes you can see the new SQL Server databases
for the TMG Web proxy and Firewall logging. Theese databases are stored in the
local Forefront TMG installation directory.

Logs

@( ;]v | .~ Computer - Local Disk {C:) ~ Program Files = Microsoft Forefront Threat Management Gateway - Logs

- m I Search Logs

COrganize *  Indudeinlibrary +  Share with +

[=] 1 Favorites
Bl Desktop
4+ Downloads

1=l Recent Places

B = Libraries
3 Documents
J‘- Music

| Pictures
Figure 24: SQL databases for TMG

New folder

Mame “ Date modified Type | Size

L,EJ ISALOG_20110424_FWS_000 24.04.2011 11:40 SQL Server Databa. .. 1.024KB
L—,j ISALOG_20110424_FWS_000 24.04.2011 11:40 SQL Server Databa. .. 2.304KB
L.,EJ ISALOG_20110424 WEE_000 24.04.2011 11:41 SQL Server Databa. .. 1.024KB
L-,j ISALOG_20110424 WEE_000 24.04.2011 11:41 SQL Server Databa. .. 2.304KB
L-,j tempdb 24.04.2011 11:27 SQL Server Databa. .. 2.304¢B
| & templag 24.04.2011 11:27 SQL Server Databa. .. 512 KB



&= Microsoft Forefront TMG Installation Wizard 5[

Installation Wizard Completed

The Installation Wizard completed successfully.

[~ Launch Forefront TMG Management when the wizard doses

Click Finish to exit the wizard.

Figure 25: The Forefront TMG installation finished sucessfully.

After Forefront TMG has been installed, you can see the all TMG entries in the
Registry.

& Registry Editor =100 x|

File Edit View Favorites Help

[=1-784 Computer Name Type | Data |
- [ HEEY_CLASSES_ROOT b (Default) REG_SZ (value not set)

- || HKEY_CURRENT_USER
L:_l g HREY _LOCAL_MACHINE
¢, BCDO0000O0O

; COMPOMEMTS

, HARDWARE

| IsaStg_Cache

, IsasStg_CacheArrPolicy
| IsaStg_CacheArrProt

| Isa5tg_CacheEntPolicies
, IsaStg_CacheEntProt
J IsaStg_Dynamic

) IsaStg_Eff1

| IsaStg_EffiPalicy

| IsaStg_Eff1Prot

| IsaStg_Eff2

| IsaStg_Eff2Policy

) IsaStg_Eff2Prot

| SAM

| Schema

; SECURITY

+ , SOFTWARE

[ || SYSTEM

[ 1| HKEY_USERS

[ 1) HKEY_CURRENT_CONFIG

lrammuter HKFY 1 0CAI MACHTNF 2
Figure 26: Forefront TMG settings in the local Registry

The local AD-LDS database has also been filled with the local TMG configuration.
You can check this with ADSIEDIT as you can see in the following screenshot. We
first have to connect to the AD-LDS instance.



Connection Settings =
Mame: |TMG-5tcragE
Path: |LDAP://TMG-EN:2171/CN=FPC2
~ Connection Paint
=
" Select a well known Naming Context:
IDEfELJH: naming context j
— Computer
or server: (Server | Domain [:port])
=
" Default (Domain or server that you logged in to)
[~ Use s5L-based Encryption
Advanced... | Ok I Cancel |

Figure 27: Connect to the Forefront TMG AD-LDS instance

After a successful connection you will see the entire Forefront TMG configuration in
the AD-LDS database.

5

1

4

CN=ArrayDaiajrl;|
»

¥ ADSI Edit —Ol=
File Acton View Help
€= 2m|XE = BE
= f] TMG-Storage [TMG-EN:2171] ;I MName | Class | Distinguished Nan | Actions
=N CN =FPC2 ] CN=AdminSecurity msFPCAdmin...  CM=Admin3ecurit
B[] CN=Array-Root | Cl=Alerts msFPCAlerts CM=Alerts,CN={:
=8 CN=A"35 | cN=ArrayPolicy msFPCArrayF... CMN=ArrayPolicy,( More Actions r
SR | cN=Cache msFPCCache  CM=Cache,CN={
= CN=AdminSecurity | CN=ChangeTracking msFPCChang... CM=ChangeTrack
j E: ::'r':;po“q J CN=ClientConfigSettings msFPCClientC... CN=ClientConfias
= CN=Cache H CN=ConfigurationStorageSer... msFPCConfig... CN=Configuratior
| CN=ChangeTradking H CN=ConnectivityVerifiers msFPCConne...  CN=Connectivity'
=| CN=ClientConfigSettings LJ_CN=CrossArraySetﬁngs msFPCCrossA... CN=CrossArrays
= CN=ConfigurationStoragese J CN=Extensions msFPCExtens... CM=Extensions,C
| CM=ConnectivityVerifiers ] CN=Logs msFPCLogs CM=Logs,CN={4
~| CM=CrossArraySettings _| CN=MalwareInspectionSettings msFPCMalwar... CM=MalwareInsp
~ CN=Extensions | CN=NetConfig msFPCNetCo...  CH=NetConfig,Cf
~| CN=Logs e =NetworkInspectionSystem  msFPCNetwo... CM=MetworkInsp
~| CN=MalwareInspectionSetti | cN=NetworkTemplateUsed msFPCRef CN=NetworkTem|
| CM=NetConfig | cN=PolicyAssignment msFPCPolicyA... CM=PolicyAssignr
_| CN=NetworkInspectionSyste | CN=Reports msFPCReports  CM=Reports,CN=
3 CM=NetworkTemplateUsed | cN=RuleElements msFPCRuleEl...  CN=RuleElement:
iJ. CN=PolicyAssignment | CN=SecurityAssessmentSharing  msFPCSecurit,.,  CM=SecurityAsse
J_ CN=Reports | cN=Servers msFPCServers CM=5ervers,CN=
| CN=RuleElements “| CN=SmipProtectionConfigura... msFPCSmtpPr... CN=SmipProtecti
j E: fzzrct‘;'rt:n“e“menﬁha— 7| CN=5taticRoutes msFPCStaticR... CN=StaticRoutes
:Jj CN=SmtpProtectionCanfigur él E: =ﬁfriit:§;:;§;aﬁon(3roup :rizppcupdat. ) E: =zrprdaayt:§n.::1ni_
_| CN=5taticRoutes
| CN=UpdateCenter §:|CN=ArrayCaItGroup group CN=ArrayCaltGro
“| CN=Enterorise {l CN=ArrayDataGroup group

Figure 28: AD-LDS database content

Forefront TMG Setup log files



After the installation of TMG you will also find all Forefront TMG log files during the
installation in the Windows\Temp directory.

Temp

‘9(_)°| .~ Computer - Local Disk (C:) + Windows ~ Temp -

- [‘Q]I Search Temp

Organize * Indudeinlbrary =  Sharewith *  Mew folder
J Microsoft.NET ;I Name “ Date modified Type | Size
. ModemlLogs e Fold
| Offine Web Pages 3 ScanStorage 24.04.2011 11:40 File folder
| Panther | DMI7006.tmp 23.04.2011 19:54 TMP File OKB
. PCHEALTH | ISA_UpdateAgent 24.04,2011 11:43 Text Document 2KB
. PLA | ISAADAM_IMPORTSCHEMA_510 24.04.2011 11:10 Text Document 1.304 KB
. PolicyDefinitions || ISAADAM_IMPORTSCHEMAERR_510 24,04.2011 11:10 Text Document 223 KB
| Registration || ISAADAM_INSTALL_510 24,04.2011 1:09 Text Document 207 KB
. RemotePackages
|| [SAFWSY_510 24.04.2011 11:12 Text Document 3.729KE
. rescache
| Resources L ISAFWUI_510 24.04.2011 11:08 Text Document 16 KB
| schCache || IsaManagedCtrl,exe, fd3.etl 24.04.2011 11:41 ETL File 1.024KB
| schemas || isastg.exe.ba0.et 24.04.2011 11:11 ETL File 1.024KB
| security | [SAWRAP_510 24.04.2011 11:43 Text Document 7KB
i ServiceProfiles | Microsoft.Isa,ManagedPerfCounters.dll.Install  24.04,2011 11:10 Text Document 2KB
. servidng X -
|| mspadmin. exe, 9802t 24.04,2011 11:40 ETL File 1.024KB
. Setup
| SoftwareDistribution || OC_VERIFICATION__510_0 24.04.2011 11:08 Text Document 34 KB
| Speech | PrerequisiteInstaller, 2011.04, 24-11.03,33 24.04.2011 11:.07 Text Document 13KB
| SysMsiCache | ServerManagerCmdInstallLog2011.04.24-11...  24.04.2011 11:06 Text Document 15KB
. system | ServerManagerCmdWhatlflog2011.04.24-1...  24.04.2011 11:06 Text Document 63 KB
/ System32 || Waprefch.exe.ead.et 24,04,2011 11:40 ETL File 1,024 KB
; SysWOWe4
| TAPI
. Tasks
Temp

Figure 29: Forefront TMG settings in the local Registry

You can uses this log files if the Forefront TMG installation fails. If the Forefront TMG
installation failed you must also have a look into the entries in the Windows event log.

The following screenshot will give you a description of the Forefront TMG log files.

Log file

ISAWRAP_NNN.log

ISAFWSY_NMNN.log

ISAMSDE_hi.log

ISAFWUL ANM.log

ISAADAM_INSTALL_MMM.log

ISAADAM_UNINSTALL_mnA.log

ISAADAM_IMPORTSCHEMA NNN.log

Description

The setup wrapper log file records general information about the success or failure of the firewall installation and about the success or failure of the Microsoft SQL

Server Desktop Engine (MSDE) installation and Active Directory Lightweight Directory Services (AD LDS).

The Firewall service setup log file records events and errors that are related to the configuration of the Forefront TMG installation.

This log file records events and errors that are related to MSDE.

This log file records events and errors that are related to the configuration of the Forefront TMG installation.

This log file records events and errors that are related to the installation of AD LDS storage when the Configurstion Storage server is installed.

This log file records the events and errors that are related to the removal of AD LD'S storage from the computer. AD LDS storage is removed when the

Configuration Storage server is uninstalled from the computer.

This log file records the successful schema changes that are automatically applied to the AD LDS storage during installation.

ISAADAM_IMPORTSCHEMAERR_WNM.log | This log file will only be created if there are errors when the automatic schema changes are applied to the AD LDS storage during setup.

Figure 30: TMG Setup log files Source: http://technet.microsoft.com/de-de/library/ee781947.aspx

For example, | opened the Forefront TMG Firewall installation log file.


http://technet.microsoft.com/de-de/library/ee781947.aspx

il 1SAFWSV_510 - Notepad -|=
File Edit Format View Help

Property(C): TextInternalLeading =

Property(C): ColorBits = 16

Property(C): TTCSupport = 1

Property(C): Time = 11:12:55

Property(C): Date = 24.04.2011

Property(c): Ms‘iNetAssemb'Igsupport = 2.0.50727.4927
Property(C): Msiwin32assemblySupport = 6.1.7600.16385
pProperty(C): RedirectedD]lsupport = 2

Property(C): MsiRunningElevated = 1

Property(C): DATABASE = C:‘\Users‘ADMINI~1. TRA\AppData\Loca'I\Temp\545?c msi
Property(C): originalpatabase = D:\FPC\MS_FPC_Server.msi
Property(C): SOURCEDIR = D:“\FPC'

Property(C): MediasourceDir = 1

Property(C): VersionHandler = 5.00

Property(C): UILevel = 5

Property(C): Preselected = 1

Property(C): ACTION = INSTALL

Property(C): EXECUTEACTION = INSTALL

Property(C): SERVER_SERVICE_RUNNING = 1

Property(C): AUTHENTICATEDUSERSGROUPNAME = Authenticated Users
Property(C): NETWORKSERVICEACCOUNTNAME = NETWORK SERVICE
Property(C): USERSACCOUNTNAME = Users

Property(C): PREREQ_DOT_NET_3_5_SF’1_INSTALLED =1
Property(C): ROOTDRIVE Cihy

Property(C): cost'lngcomp'lete =1

Property(C): outofDisksSpace = 0

pProperty(C): outofNoRbDiskspace = 0

Property(C): PrimaryvolumespaceAvailable = 0
Property(C): PrimaryvolumeSpaceRequired =

Property(C): PrimaryvolumeSpaceRemaining =

Property(C): DCIP = 10.80.16. 80

Property(C): FirstDialog = Installwelcome

Property(C): FilesystemType = NTFS

Property(C): NextDialog = ReadyToInstall

Property(C): GoToClientSettingsDialog = 1

Property(C): ARRAY_INTERNALNET = 1 10.80.16.0-10.80.19.255
Property(C): PID = 02186-169-2504901-70715

Property(C): STANDALONE_Install =1

Property(C): MSFIREWALLMNGACTION_Install =1

=== Logging stopped: 24.04.2011 11:12:55 ===

MST ? (70:80) [11:12:55:658]: Note: 1: 1707

MSI (c) (70:80) [11:12:56:236]: Product: Microsoft Forefront Threat Management Gateway EE -- Installation operation complete

MSI (c) (70:80) [11:12:56:705]: windows Installer installed the product. Product Name: Microsoft Forefront Threat mManagement

MSI (c) (7F0:80) [11:12:56:705]: Grabbed execution mutex.

MSI (c) (70:80) [11:12:56:705]: Cleaning up uninstalled '|nsta'|'| packages, if any exist
MSI (c) (70:80) [11:12:56:705]: MaineEngineThread is returning O

=== verbose logging stopped: 24.04.2011 11:12:56 ===

Figure 31: Forefront TMG Firewall service log file

During the Forefront TMG installation, TMG takes control over the local Windows
Firewall through the Windows Filtering Platform (WFP).

* Windows Firewall with Advanced Security

File  Action View Help

%- $ II_I =

FY

ﬂ Inbound Rules
Outbound Rules
B Connection Security Rules ﬁ Windows Firewall with Advanced Security provides network security for Windows computers.

B, Monitoring

Overview &

These settings are being managed by vendor application Microsoft Farefront Threat Management Gatews

Domain Profile is Active
% Windows Firewall is off.

Figure 32: Forefront TMG controls tr'{é-loc-al VVinJ&ws Firewall
Troubleshooting Forefront TMG Setup

If something goes wrong during a Forefront TMG installation you can use the
Superflow application for Forefront TMG to troubleshoot the installation process. The
Superflow application will give you some more information about how to troubleshoot
installation problem. You can download the Superflow application for free here.


http://www.microsoft.com/downloads/en/details.aspx?FamilyID=f1ebfda1-da51-44cc-99cb-96ad0fd40bdf

_1@13

"?__.E} Microsoft )
Troubleshooting Forefront TMG Services & Forefront
Threat Management Gateway 2010

Overview I Preparation Tool Issues Setup Issues | Resources I

Mo

. Installing Forsfront TMG Services?
Yes

Windows Firewall enabled?
o

Enable Windows Firewall

Verify support for installation scenario
¥ Unsupported installation scenarios

~
Check Forefront TMG Setup wrapper log ]
L —

. Error identified?

Created by using the SuperFiow inferactive content model Zoom | 100% j J ,I 4

Figure 33: TMG SuperFlow

Conclusion

| hope that my article will give you more insight into the installation process of
Forefront TMG and what’s going on under the hood of the GUI. | found it very useful
to use the Process Monitor tool to see what will be created and changed in the
underlying Windows Operating System and after the Forefront TMG installation has
been finished, my Process Monitor recorded over eight! Million process activities (File
system access, Registry access, process executions and more) ©

Related links

Microsoft (Sysinternals) Process Monitor
http://technet.microsoft.com/en-us/sysinternals/bb896645

Forefront TMG Setup log files
http://technet.microsoft.com/de-de/library/ee781947.aspx

Forefront TMG Troubleshooting
http://technet.microsoft.com/en-us/library/dd897100.aspx

SuperFlow for Troubleshooting Forefront TMG Installation
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=flebfdal-da51-44cc-
99cb-96ad0fd40bdf

Troubleshooting ERROR: Setup failed to install ADAM.\r\n (0x80074e46) and
0x80070643 while trying to install TMG 2010
http://blogs.technet.com/b/isablog/archive/2010/07/07/troubleshooting-error-setup-
failed-to-install-adam-r-n-0x80074e46-and-0x80070643-while-trying-to-install-tmg-

2010.aspx



http://technet.microsoft.com/en-us/sysinternals/bb896645
http://technet.microsoft.com/de-de/library/ee781947.aspx
http://technet.microsoft.com/en-us/library/dd897100.aspx
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=f1ebfda1-da51-44cc-99cb-96ad0fd40bdf
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=f1ebfda1-da51-44cc-99cb-96ad0fd40bdf
http://blogs.technet.com/b/isablog/archive/2010/07/07/troubleshooting-error-setup-failed-to-install-adam-r-n-0x80074e46-and-0x80070643-while-trying-to-install-tmg-2010.aspx
http://blogs.technet.com/b/isablog/archive/2010/07/07/troubleshooting-error-setup-failed-to-install-adam-r-n-0x80074e46-and-0x80070643-while-trying-to-install-tmg-2010.aspx
http://blogs.technet.com/b/isablog/archive/2010/07/07/troubleshooting-error-setup-failed-to-install-adam-r-n-0x80074e46-and-0x80070643-while-trying-to-install-tmg-2010.aspx

Microsoft Forefront TMG — TMG Storage 101
http://www.isaserver.org/tutorials/Microsoft-Forefront-TMG-Storage-101.html
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