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Publishing Microsoft SharePoint 2010 with Forefront TMG and different
authentication options - Part Il

Abstract

This two part article series will explain how to use the different Microsoft SharePoint
Server 2010 and Forefront TMG authentication options to securely publish Microsoft
SharePoint Server 2010 with Forefront TMG to the Internet.

Let's begin

The first article started with an overview about authentication options in Microsoft
SharePoint Server 2010 and Microsoft Forefront TMG. | gave you also an overview
how to set the different authentication options in Microsoft SharePoint Server 2010
and we started publishing Microsoft SharePoint Server 2010 with the Standard
publishing wizard of Forefront TMG and configured the SharePoint Server 2010 to
listen on the HTTPS port. The second part of this article will explain how to change
the authentication settings on the Forefront TMG Server to the following:

e KCD (Kerberos Constrained Delegation)

e SSL Client Certificate Authentication

e No Delegation / authentication at the TMG Server

Before we start with the different authentication options let us change the HTTPS to
HTTP bridging of Forefront TMG to the SharePoint Server to HTTPS to HTTPS
bridging. In the first article we requested a certificate from our internal Certification
Authority for the SharePoint Server so now we can change the Bridging on the
Forefront TMG Server as shown in the following screenshot.
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_ Authentication Delegation I Application Settings
General | Action I From | To | Tlafficl Ustenerl Public Namel Paths
Bridging | Isers I Schedule I Link: Translation

Specify the type of server that you are publishing and the port numbers
used far redirecting incoming requests.

¥ Web server

When one checkbox is selected, all traffic is routed through that port.
When both are selected, incoming traffic is routed through its
comesponding protocol and port.

[T Redirect requests to HTTF port:

11

¥ Redirect requests to 551 port: 443

[T Use a cerfficate to autherticate to the 551 Web =server

I Select,..

" FTP server
|Use this part when redirecting FTP requests:
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L

'0' Link translation is not applied to rules publishing an FTF server.

TestRue | oK Cancel | ippb |

Figure 1: Change HTTP to HTTPS redirection
Kerberos Constrained Delegation

Kerberos Constrained Delegation (KCD) is a primary functionality of the Kerberos
protocol introduced first in Windows Server 2000 domain environments for
authenticating users, services and computers. If a published Web server like the
SharePoint Server also needs to authenticate a user that sends a request to it and if
the Forefront TMG computer cannot delegate authentication to the published Web
server by passing user credentials to the published Web server or impersonating the
user, the published Web server will request the user to provide credentials for a
second time. ISA Server 2006 first introduces support for Kerberos constrained
delegation to enable published Web servers to authenticate users by Kerberos after
their identity has been verified by ISA Server using a non-Kerberos authentication
method. When used in this way, Kerberos constrained delegation eliminates the
need for requiring users to provide credentials twice. To get Kerberos Constrained
Delegation to work, we must change the Authentication Delegation method to
Kerberos Constrained Delegation in the Forefront TMG Management console for the
SharePoint publishing rule. The Service Principal Name (SPN) is
host/InternaDNSFQDN of the SharePoint Server.
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General I Action I From | To | Tlafficl Ustenerl Public Namel Paths I

Bridging I |sers | Schedule I Link Translation I
Authentication Delegation | Application Settings
Method used by Forefront TMG to authenticate to the published Web
SErver:
IHerbems constrained delegation j
— Description

Forefront TMG is trusted to authenticate on behalf of the user using
Kerberos. Active Directony must be configured to trust the Forefront TMG
computers used for authentication delegation, and the Web server must
be configured to accept Kerberos authentication. f the Web serveris
[15. then it must be configured to accept Integrated authentication.

Type the Service Principal Mame (SPN) used by Forefront TMG for
Kerberos constrained delegation:

host/sharepoint . domain Jocall

. [f the SPM of this computer was changed using a toal such as
| setspn exe, type the SPN set with that tool.

Test Fule | [ ok | Ccancel Poply

Figure 2: Using KCD

Next we must change the Client Authentication Method to HTTP-authentication with
Integrated Authentication
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General | MNetworks I Connections | Certificates
Authentication | Forms | S50

—Client Authentication Method
Method dients use to authenticate to Forefront TMG:

IH'I'I'F‘ Authentication j

[ Basic [T Digest ¥ Integrated

— Authentication Validation Method
Forefront TMG validates dient credentials using:

¥ Windows (Active Directory)

" LDaAR (achive Directory)

= RapIls

€ RADIUS OTR

= RS54 SecurlD Configure Yalidation Servers. .. |

Advanced... |

Ok I Cancel | Apply |

Figure 3: Integrated HTTP authentication

To get KCD (Kerberos Constrained Delegation) working, the Sharepoint Server must
trust the Forefront TMG Server for Kerberos Delegation. Open the Active Directory
User and Computers console, make sure that the “advanced Feature” view is
activiated, navigate to the Forefront TMG computer account, select the Delegation
tab and specify the SharePoint Server for the Service type HOST.
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| Location I Managed By | Object | Security I DialHn I Attribute Editor
General I Operating System I Member Of Delegation | Password Replication

Delegation is a securty-sensitive operation, which allows services to act on
behalf of another user.

" Do not trust this computer for delegation
" Trust this computer for delegation to any service (Kerberos only)
¥ Trust this computer for delegation to specified services only

" |sze Kerberos only

¥ |se any authentication protocal

Services to which this account can present delegated credentials:

Service Type | User or Computer | Port 5
HOST SHAREPOINT

HOST SHAREPOQINT domain local

1] | 2
M Expanded Add... | Hemove |

| QK I Cancel Spply Help

Figure 4: The Sharepoint Server trusts Forefront TMG for delegation




SSL Client Certificate authentication

Now we want to change the authentication between the Forefront TMG Server and
the client to SSL Client Certificate Authentication. First, we need to change the
allowed Client Authentication Method to SSL Client Certificate Authentication. If the
client is not able to authenticate with the SSL client certificate you can use different
fallback authentication methods like Basic, Digest and Integrated.

x|
A Loce |
General | Metworks I Connections | Certificates I - LOGE =
Authentication I Faorms I S50 Mes
—Client Authentication Method
Method dients use to authenticate to Forefront TMG:
und Traffic =0 Inte
ISSL Client Certificate Authentication j L Locz
F
¥ Use a fallbadk authentication method
551 Fallback Authentication Method x|

Configure...

If 551 dient certificate authentication failes, Forefront TMG can use HTTP
as a fallback authentication method.

— Authentication Validation Methoe [ Basic
Forefront TMG validates dient cre I Digest

= Windows (Active Directory) I Integrated
| DR (Ackive Directary]
€ RADIUS Ok I Cancel

£ RADIUS OTF
= RS54 SecurlD Caonfigure Yalidation Servers. ..

| minal Services) <% Inte

Advanced... |

= Inte

QK Cancel Apply |

Figure 5: SSL Client Certificate Authentication

Next the client which must access the SharePoint Server from the Internet must have
a user certificate installed into the local certificate store of the user account. There
are some ways how to enroll the certificate to the client. If you have a large number
of clients you can use the certificate auto enrollment with Active Directory and Group
Policies, if you only have a few clients, we are able to request the certificate
manually. Start an empty MMC, add the certificate Snap In for the local current user
account and request a user certificate based on the certificate templates provided by
your internal Certification Authority (CA).
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Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enrell,

User

The following options describe the uses and validity period that apply to this type of certificate:

Key usage:

Application policies:

Validity period (days): 365

[7] Show all templates
Learn more about certificates

.j(J' STATUS: Available Details ~

Digital signature

Key encipherment
Encrypting File System
Secure Email

Client Authentication

m

Enroll ][ Cancel

Figure 6: Request a certificate for SSL client certificate authentication

After the user account has received the correct certificate we are able to test the
connection. Open the SharePoint website published by Forefront TMG and instead of
entering the correct user name and password you now only have to select the issued

certificate.

Please note: This is not two factor authentication. With only certificate authentication
it is a secure way to only give known client access to the SharePoint Server but
without entering an additional password/keyword like in traditional two Factor

authentication.
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Windows Security

click Cancel,
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Confirm Certificate
Confirm this certificate by clicking QK. If this is not the correct certificate,

[l

Administrator

Issuer: my-root-CA
Valid From: 25.12.2011 to 24122012

Click here to view certificate prope...

OK ] I Cancel

Figure 7: Test access to the S

harepoint Server with a client certificate

Enforce authentication only at the SharePoint Server

For some reasons it

might be necessary to let only the SharePoint Server

authenticate the client requests from the Internet. You can do this if you change the
client Authentication method in the SharePoint Listener on Forefront TMG to “No

Authentication”.
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General I Metworks I Connections | Certificates
Authentication I Forms I £50

— Client Authentication Method
Method dients use to authenticate to Forefront TMG:

— Authentication Validation Method
Forefront TMG validates dient credentials using:

% Windows (Ackive Directors)

) LDAR (Ackive Directory)

 RADIUS

) RADILS OTR

) R5A SecurlD Configure Yalidation Servers., .. |

Advanced... |

QK I Cancel Apply |

Figure 8: NO authentication at Forefront TMG

In addition we must change the Authentication Delegation to “No delegation, but
client tmay authenticate directly” in the SharePoint publishing rule in the Forefront
TMG console as shown in the following screenshot.
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Bridaing | |zers I Schedule I Link: Translation
General | Action | From I To I Tlafﬁcl Ustenerl Pubilic Namel Paths
Authentication Delegation | Application Seftings
Method used by Forefront TMG to authenticate to the published Web

SErVer:

— Description

ff the published Web server requests HT TP authentication, Forefront
TMG will pass the authentication request to the client so that the client
can respond to it. Forefront TMG does not respond on behalf of the user.

TestRue | ok | Cancel Apply

Figure 9: Let SharePoint Server 2010 do the authentication

Now, every authentication request will be forwarded to the Microsoft SharePoint
Server 2010 without any pre authentication on the Forefront TMG Server.

Conclusion

In this second article about Microsoft SharePoint 2010 publishing we configured the
different authentication options in Microsoft Forefront TMG to see this authentication
options working together with Microsoft SharePoint Server 2010. Especially we talked
about other Forefront TMG publishing options for Microsoft SharePoint Server 2010
like Kerberos Constrained Delegation (KCD), SSL Client certificate authentication
and redirecting the authentication directly to the Microsoft SharePoint Server.

Related links

Kerberos Constrained Delegation in ISA Server 2006
http://technet.microsoft.com/en-us/library/bb794858.aspx

Plan authentication methods (SharePoint Server 2010)
http://technet.microsoft.com/en-us/library/cc262350.aspx

Using Kerberos for SharePoint Authentication
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Understanding SharePoint 2010 Claims Authentication
http://blogs.msdn.com/b/russmax/archive/2010/05/27/understanding-sharepoint-
2010-claims-authentication.aspx
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forefront-tmg-or-forefront-uag-for-publishing-scenarios.aspx

What every SharePoint administrator needs to know about Alternate Access
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http://technet.microsoft.com/en-us/library/cc984488.aspx
http://blogs.technet.com/b/tomshinder/archive/2011/04/19/choosing-between-forefront-tmg-or-forefront-uag-for-publishing-scenarios.aspx
http://blogs.technet.com/b/tomshinder/archive/2011/04/19/choosing-between-forefront-tmg-or-forefront-uag-for-publishing-scenarios.aspx
http://sharepoint.microsoft.com/blog/Pages/%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20/blog/Pages/BlogPost.aspx?pID=804
http://sharepoint.microsoft.com/blog/Pages/%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20/blog/Pages/BlogPost.aspx?pID=804
http://blogs.msdn.com/b/sharepoint/archive/2007/03/06/what-every-sharepoint-administrator-needs-to-know-about-alternate-access-mappings-part-1.aspx
http://blogs.msdn.com/b/sharepoint/archive/2007/03/06/what-every-sharepoint-administrator-needs-to-know-about-alternate-access-mappings-part-1.aspx

