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authentication options - Part |

Abstract

This two part article series will explain how to use the different Microsoft SharePoint
Server 2010 and Forefront TMG authentication options to securely publish Microsoft
SharePoint Server 2010 with Forefront TMG to the Internet.

Let's begin

The first article will start with an overview about authentication options in Microsoft
SharePoint Server 2010 and Microsoft Forefront TMG. | will show you how to set the
different authentication options in Microsoft SharePoint Server 2010 and we will start
publishing Microsoft SharePoint Server 2010 with the Standard publishing wizard of
Forefront TMG.

SharePoint Server 2010 comes with a lot of supported authentication mechanisms.
The supported authentication mechanisms are:

Windows authentication
- NTLM
- Kerberos
- Anonymous
- Basic
- Digest

Forms based authentication
- LDAP
- Microsoft SQL Server database
- Third party application and role provider

Using Forms based authentication in Microsoft SharePoint Server 2010 is primary
done at the Microsoft SharePoint Server 2010. It is not the Forms Based
Authentication provided by Microsoft Forefront TMG. If you want to learn more about
how to enable Sharepoint Server 2010 for FBA, read the following article.

SAML token-based authentication

SAML (Security Assertion Markup Language) is an open Standard based on XML for
exchanging authorization data and authentication data between different
domains/realms.

- ADFS 2.0
- LDAP
- Third party Identity provider


http://blogs.msdn.com/b/russmax/archive/2010/05/27/understanding-sharepoint-2010-claims-authentication.aspx

Using SAML based authentication with SharePoint Server 2010 and Microsoft
Forefront TMG is out of the scope of this article. If you want to use ADFS 2.0 based
claims authentication you should have a look into Microsoft Forefront UAG which
comes with a lot of enhancements for publishing Microsoft SharePoint 2010.
Forefront UAG comes with integrated support for publishing internal resources based
on ADFS 2.0.

To configure the different SharePoint authentication options we must use the
SharePoint 2010 Central Administration Website and edit the Authentication settings
for a Web Application.

E Edit Authentication - Windows Internet Explorer - ﬂ|
@“_‘ ¥ I nttp:/sharepaint: 1 2%: pj "' 3 Edit Authentication X '& T’:f ‘
Administrator -
Site Actions =
"‘F“’" . . - A L)
< SharePoint 2010 Central Administration » Edit Authentication -
ILike It Tags &
Motes
2]

Central . Web Application
Administration

web Application: https: [ /sharepoint.domain.local f

Application Management

Systemn Settings
9 Zone

Monitoring 2o
These authentication settings are bound to the following zone. Default
Backup and Restore
Security
Authentication Type Auth ‘
Upgrade and Migration o . . LS e o
X Choose the type of authentication you want to use for this zone. Learn about configuring *® Windows
General Application authentication.
Settings @ Forms
fi ion Wizard Click here for details on how to enable Forms Based
Configuration Wizards Authenticatien in claims mode.

© web single sign on
Click here for more details.

Anonymous Access

‘fou can enable anonymous access for sites on this server or disallow anonymous access for all Enable anonymous access

sites. Enabling anonymous access allows site administrators to turn anonymous access on,
Disabling anonymous access blocks anonymous users in the web. config file for this zone. Note: If
anonymous access is turned off when using Forms authentication mode, Forms aware dient
applications may fail to authenticate correctly.

Client Object Model Permission Reguirement

‘fou can require that the user must have the Use Remote Interfaces permission in order to use the Require Use Remote Interfaces permission

Client Object Model to access the server, The Client Object Model is used by some parts of the UL
Enabling this prevents users from performing some tasks using the UL if they do not have the Use
Remote Interfaces permission.

IIS Authentication Settings

Flt ted Windows authenticati
Kerberos is the recommended security configuration to use with Integrated Windows LI Es L 20 S L AT D e AT

authentication. Kerberos requires the application poal account to be Network Service or spedial & Negotiate (Kerberos)
configuration by the domain administrator. NTLM authentication will work with any application pool =gotiate (Kerberos)
account and the default domain configuration. C NTLM

] Basic authentication {password is sent in clear text)

Figure 1: SharePoint 2010 — Authentication options based on Windows

If you create a new Web Application you are able to distinguish between claims
based authentication and Classic Mode Authentication (Windows NTLM, Kerberos,
Digest for example) as you can see in the following screenshot.
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Figure 2: SharePoint 2010 — Claims based Authentication

If you decied to use Claims based Authentication we are able to select different
Authentication providers like Forms Based Authentication (FBA) or Third Party Trust
Providers if they has been registered and configured at the SharePoint Server 2010.
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Figure 3: SharePoint 2010 — Enable Forms based Authentication
Creating the SharePoint publishing rule on Forefront TMG

Start the Forefront TMG Management console and create a new SharePoint Site
Publishing Rule.

Give the SharePoint publishing rule a name like “Sharepoint publish”. We will publish
a single Web site or load balancer.



The assistant use non secured connections to connect the published Web server or
server farm. We will change this in article two to a secure HTTPS connection
between the TMG Server and the published SharePoint server.

Enter the Internal site name of the SharePoint Server. We will use the internal DNS
FQDN (Fully Qualified Domain Name) of the SharePoint Server.

In the public name details we will accept requests for the external DNS domain name
from the Internet.

Create a new Web Listener. | will only give you the high level steps how to create the
Weblistener:

- Require SSL secured connections with clients

- Listener External

- Select certificate

- HTML Form Authentication with Windows (Active Directory)
- No SSO

We use NTLM authentication as the wizard suggests.
SharePoint AAM configuration

Alternate Access Mapping (AAM) is used in SharePoint Server 2010 or in
combination on Forefront TMG. AAM in Microsoft Sharepoint Server 2010 is used to
map web requests from the Internet to correct web application and web sites of the
internal SharePoint Server 2010.

If SharePoint AAM (Alternate Access Mapping) has not been configured at the
Sharepoint Server or if you are not sure, select the second radio button.
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Figure 4: AAM configuration options

We remove the “Authenticated Users” user set from the wizard and use a new
created user set in Forefront TMG, filled with a Active Directory user group which
should be able to access the SharePoint Server over the Internet.

After the SharePoint publishing wizard has been finished and the TMG configuration
change has been applied to the Forefront TMG storage we should test the
connection with the Test Button in Forefront TMG or try to access the SharePoint
Server from the Internet.

SSL on the SharePoint Server

As the last step in our first article we will enable the Sharepoint Server 2010 to listen
on HTTPS requests.

First we have to request a new certificate from a internal Certification Authority (CA)
or a self signed certificate. In our environment we will request a certificate from an
internal Enterprise Certification Authority. We will use the certificate request wizard of
the Internet Information Services (1I1S) Manager, but it is also possible to request the
certificate with the Certificate Snaplin.

Attention: The CN (Common Name) of the certificate must match the Internal Site
Name in the TMG publishing rule — in this case the internal DNS FQDN.



After the certificate has been issued from the CA, we must change the bindings of the
SharePoint Website in the Internet Information Services (11IS) Manager that IIS listens
on Port 443 in addition to port 80 as shown in the following screenshot.
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Figure 5: Certificate for HTTPS bindings on the IS

Conclusion

In this first article we had a look into the different authentication options in Microsoft
SharePoint Server 2010 and Microsoft Forefront TMG to see this authentication
options working together. We also started with publishing Microsoft SharePoint
Server 2010 with the default SharePoint publishing rule wizard in Forefront TMG. In
the second article we will talk about other Forefront TMG publishing options for
Microsoft SharePoint Server like Kerberos Constrained Delegation (KCD), SSL Client
certificate authentication and redirecting the authentication directly to the Microsoft

SharePoint Server.
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