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Microsoft Forefront TMG — Installing Forefront TMG on a RODC
Abstract

In this article | will explain how to install Forefront TMG on a Read Only Domain
Controller (RODC).

Let's begin

Installing Forefront TMG on a Domain Controller was not a supported scenario until
Forefront TMG Service Pack 1 has been released. With Forefront TMG SP1 we are
now able to install Forefront TMG on a Domain Controller with the Read Only Domain
Controller role (RODC). A RODC can be used for small branch offices which require
a local Domain Controller but do not want to implement a full writeable Domain
Controller in the branch office for security reasons.

As a prerequisite for installing a RODC the Windows Forest Functional Level must be
Windows Server 2008 or higher and you must once prepare your Active Directory
environment to allow a RODC installation with the command line tool ADPREP /
RODCPREP which is a Windows Server component.

Next we create a new Organizational Unit (OU) in Active Directory. This OU is used
by a preparation script of Forefront TMG to create the accounts and groups (SQL
groups for example) which are required for a Forefront TMG installation.
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Figure 1: New OU for Forefront TMG

We can use the DSQUERY utility to locate the Distinguished Name (DN) for the new
created OU. You must note the DN of the OU to execute the script to prepare the
Forefront TMG installation.

Administrator: Command Prompt - IEI Iil

C:istemprdsgquery oun

"OU=Domain Controllers,. DC=domain.DC=local"

"OU=Microsoft Exchange Security Groups.DC=domain.DC=local®
"OU=TMG—-Uszer, DC=domain . DC=local"

""OU=TMG—-BRANCH . PC=domain.DC=local"
""OU=TMGBRANCH . DC=domain.DC=local"
"OU=THGUS . OU=THMG-BRANCH . DMC=domain.DC=local"

Ciwtempr

Figure 2: Execute DSQUERY to note the name of the OU
Script

The script which pre creates the Forefront TMG installation account and the SQL
Server groups can be found here:


http://technet.microsoft.com/en-us/library/ff808302.aspx

Copy the content of the script into a Notepad file and save it with a name you want
and the .CMD extension and execute the script as shown in the following screenshot.

Attention: It is VERY important to enter the DN of the created OU with correct upper-
and lowercase characters. The script is case sensitive!

C:stempPrepareBranch.cmd RODC-THMG '"0U=THMGUS .0U=TMG-BRANCH,DC=domain,.DC=local"
The Organization Unit Tree OU=THGUS .O0U=THMG—BRAMNCH.,DC=domain.DC=local was not fou

nd

OU=THGUS . OU=THG—BRANCH . DC=domain,.DC=local will bhe created within 18 seconds
I If vou do not want to create OU=THGUS,O0U=THMG-BRANCH.DC=domain.DC=local
B Type Ctrl-C HOL tt?

Waiting for 9 seconds. press a kew to continue ._.

Creating OU=THGUS . OU=THG—BRANCH . DC=domain.DC=local

dzadd succeeded:0U=THGUS . OU=THG-BRAMCH . DC=domain.DC=local

"OU=THMGUS . OU=TMG—BRANCH . DC=domain . DC=local"

dsadd succeeded:CH=8QLServer2BA58QLBrowserlserSRODC-TMG, OU=THMGUS . OU=TMG-BRAMNCH . D
C=domain,.DC=local

dsadd succeeded:CH=5GLServerMS5QLServerfiDHe lperlUserSRODC-TMG, OU=THMGUS . OU=TMG-BRA
MCH . DC=domain.DC=local

dsadd succeeded:CH=8QLServerM35QLUserSRODC-THGSISARS . OU=THMGUS . OU=THG-BRAMNCH . DC=d
omain,.DC=local

dsadd succeeded:CH=5GLServerMSSQLUser5RODC-THGSHMSFY . OU=THGUS . OU=TMG—BRANCH . DC=do
main,.DC=local

dzadd succeeded:CHN=80LServerReportServerlzerSRODC-THGSMERS168. ISARS . OU=THGUS . Ol =T
MG—BRANCH . DC=domain.DC=local

dzsadd succeeded:CH=5GLServerSQLAgentUserSRODC-THMGSISARS . OU=THGUS . OU=TMG-BRANCH . D
C=domain.DC=local

dzadd succeeded:CH=5GLServerSQLAgentUserSRODC-THGSMSFY, OU=TMGUS . OU=TMG—BRANCH . DC
=domain,.DC=local

These groups are created:

"CH=5QLServer28855QLBrowserlserS RODC-THMG .. OU=THGUS . OU=TMG-BRAMNCH . DC=domain . DC=1oc
alll
"CH=5QLServerMSSQLServerADHe lperUserSRODC—TMG, OU=THMGUS . OU=TMG-BRANCH . DC=domain . D
C=local"
"CH=5QLServerMSSQLUserS RODC-TMGS ISARS . OU=TMGUS . Ol =TMG-BRANCH . DC=domain,.DC=local""
"CH=5QLServerMSSQLUserSRODC-THGSHSFY ., OU=THGUS . OU=THG—BRANCH . DC=domain . DC=local"
"CH=S5QLServerReportServerlserSRODC-TMGSMSRS16. ISARS . OU=TMGUS , OU=TMG—-BRANCH . DC=do
main.DC=local"
"CH=S5QLServerSQLAgentUserSRODC-THGS ISARS . OU=THGUS . OU=TMG-BRAMCH . DC=domain,.DC=1oc

al
"CH=5QLServerSQLAgentUserSRODC-THGSMSFY ., OU=TMGUS . OU=TMG-BRANCH , DC=domain,.DC=loca
1Il

Enter User Password:
Confirm user password:

dzadd succeeded:CHN=RODC-TMGAdmin .OU=THGUS . QU=TMG-BRAMCH .DC=domain.DC=local
"CH=RODC-THGAdmin , OU=THGUS . OU=THG—BRANCH . DC=domain,.DC=local"

C:stemp
Figure 3: Forefront TMG account preparation script

After the script has been executed sucessfully you will see the new created users
and groups in the Active Directory Users and Computers Snaplin.
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Figure 4: New created user accounts and user groups

If you forgot to specify the password of the Forefront TMG service account until the
script execution, a disabled user account will be created. You have to set a password
for the account and the account must be enabled.
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."?&SQLSerVerF‘.eportServerUsermDDC—TMGWSF‘.S10.15. "

User

Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global

Newpasmrd: I........

Corfirm password: Ioooooooo

¥ ‘Unlock the users account:

™ User must change password at next logon
The user must logoff and then logon again for the change to take effect.

Account Lockout Status on this Domain Controller: Unlocked

oK I Cancel

Figure 5: Change the password of the TMG Service account if you doesn’t specified one in the script

Now it is time to precreate the RODC computer account before you install the RODC.
Start Active Directory users and Computers, locate the Domain Controllers OU and

pre-create the account.
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Figure 6: Precreate RODC account

Specify the name of the RODC and the Active Directory site where the RODC will be

installed.
For the delegated RODC installation and Administration account specify the account

created be the script earlier.

i'_"l Active Directory Domain Services Installation Wizard EI

Delegation of RODC Installation and Administration

The user or group that you specify will be able to attach a server to the RODC
account that you are creating now and complete the RODC installation. They will
also have local administrative pemissions an this RODC.

To simplify administration, you should specify a group and then add individual users
to the group.

Group or user:

DOMAINYRODC-TMG Admin

Cther accounts can also inhernt permizsions on this RODC, but those accounts will not
have local administrative pemissions on this RODC unless you add those accounts

explicithy.

More about delegation for read-only domain controller installation and administration

< Back MNest = Cancel

Figure 7: RODC Account from the TMG script

The RODC computer account has been created in Active Diretcory.
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Figure 8: Unoccupied DC account before RODC installation

Navigate to the properties of the RODC account to the Password Replication Policy

tab and click ADD to add additional users / groups you want to replicate to the

RODC.

! TMG-RODC Properties

" General I Operating System I Member Of | Delegation

This is a Read-only Domain Controller (RODC). An RODC stores users and

computers passwords according to the policy below. Onby passwords for
accounts that are in the Allow groups and nat in the Deny groups can be

replicated to the RODC.
Groups, users and computers:

MName I Active Directory Dom... | Setting

Accourt Operators domain local /Builtin
Administrators domain local /Builtin
Allowed RODC Passw... domain local/Users
Backup Operators domain local /Builtin
Denied RODC Passwo... domain local/Users
Server Operators domain local /Builtin

Advanced... Add...
_Avanced.. |

Dermy
Dery
Allow
Dery
Dery
Dery

Bemave

2]%]

Location I Managed By I Ohject I Securty I Dialdin | Attribute Editor |
Password Replication Policy

oK I Cancel

Ll

Help

Figure 9: RODC Password replication policy

Allow passwords to replicate to the RODC



Add Groups, Users and Computers

Choose the setting for the account you are adding to the password
replication policy.

{* Allow passwords for the account to replicate to this RODC

= Deny passwords for the account from replicating to this RODC

QK Cancel

Figure 10: Allow password replication to the RODC for the TMG accounts

Select all accounts and groups created earlier by the script.

@! Select Users, Computers, or Groups

Select this object type:

IUsers. Computers, Groups, or Buittin securty principals Object Types. ..

From this location:
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Dayz zince ast [ogon: I vI y_,»

oK I Cancel
Search results:
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Group for
Group for

.1_;. Standard domain local/T...
FigiJre 11: Select all TMG accounts and groups



RODC Installation

After all prerequisted has been finished you are now able to install the Read Only
Domain Controller (RODC). Start DCPROMO on the new Windows Server 2008 R2
machine and follow the instructions of the wizard. Because we precreated the RODC
account in Active Directory we will get the infomational message that the account
already exists which we accept whit clicking the OK checkbox.

@/ Active Directory Domain Services

Select a Domain

Select a domain for this addtional domain controller.

Domaing:

-2 domain local forest root domain)

@ Active Directory Domain Services Installation

4. The wizard detected an existing computer account in Active
J_}‘ Directory Domain Services (AD DS) for a read-only domain
controller that matches the name of this computer. If you install
AD DS on this computer, this computer will become a read-only
domain controller and will use the existing computer account. I
you do not want to make this computer a read-only domain
controller, you must rename and restart this computer before you
install AD DS.

< Back

Do you want to continue and make this a read-only domain
controller using the existing account in AD D5?

Figure 12: RODC installation

Forefront TMG Installation

After a successful RODC installation we start with installing Forefront TMG on the

Server. The setup process is almost the same as a Forefront TMG installation on a
Windows member server.

First we need to install the Forefront TMG preqrequisites. This must be done with a
command line tool called Servermanagercmd which is the command line part of the
Ul tool Servermanager which is used since Windows Server 2008 to install roles and
features on a Windows Server 2008 machine.



C:sUszsepssadministrator . DOMAIN>ServerManagerCmd._exe —inputpath D:»FPCsPreRequiszit
eInztallerFilez*WinRole=sInstallSA_Win?.xml —logPath C:“TEMP~THG-Prerequizitesz.lo
9

Servermanagercmd.exe is deprecated. and is not guaranteed to be supported in fut
ure releasesz of Windows. We recommend that you use the Windows PowerShell cmdlet
=z that are availahle for Server Manager.

Start Installation...

Skipping [.MET Framework 3.5.1 Features] .HET Framework 3.5.1 hecause it is alre
ady installed on this computer.

LA7? 16882

Figure 13: Installing Forefront TMG prerequistes

TMG SP1 Slipstream Installation

Because the RTM version of Forefront TMG doesn’t support the installation on a
RODC you must create a Slipstream installation of Forefront TMG RTM with
Forefront TMG SP1. Copy the content of the Forefront TMG DVD and the .MSP file
of Forefront TMG to a local directory on the Server and execute the following
command from the command line.

C=stemprcd tmg

C:wtempnTHG>ns iexec ~a c:~temp THGNFPC-M5_FPC_SERVER.m=i ~p THG-KB?781324-amdbt4—E
HU.msp Agh /L®*uw c:stmg™log.txt

CstempsTHG*msiexec Aa c:stemp TMGNFPC-MS_FPC_SERUER.m=zi ~p THG-KB?81324-amd64—E
MU.mzp ~gh ~L*u cixtemp~tmg~log.txt

C:stemps~THG>

Microsoft Forefront Threat Manageme

[ED Pleaze wait while \Windows configures Microzoft Forefront Threat

Management G ateway

Time remaining: 4 seconds

Cancel

Figure 14: Forefront TMG SP1 Slipstream installation

After the Forefront TMG SP1 slipstream installation was successfully we can start
installing Forefront TMG on the RODC. The installation process is now the same as
every Forefront TMG installation.

Conclusion

In this article | tried to show you how to install Forefront TMG on a Read Only
Domain Controller (RODC). | personally never had to install a TMG Server on a
RODC but as you have been seen in this article it is possible without problems when
you are good prepared.

Related links



Installing Forefront TMG on a RODC
http://technet.microsoft.com/en-us/library/ff808305.aspx
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