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Overview about the Microsoft Reputation Service (MRS), Microsoft Malware
Protection Center (MMPC) and other techniques

Abstract

In this article | will give you an overview about the Microsoft Reputation Service
(MRS) and how it is used by Microsoft Forefront TMG and other Microsoft products.
We will also cover techniques like Microsoft Spynet and the Microsoft Telemetry
service, the Microsoft Malware Protection Center and GAPA (Generic Application
Programming Application) and GAPAL.

Let's begin

e To protect against new threats and the dynamically changing landscape of
new threats, starting with Forefront TMG, Microsoft has developed some new
dynamically services which should protect against Malware, exploits and
something more. Forefront TMG comes with the following new technologies
which should protect the internal network:
NIS (Network Inspection System)
Dynamic URL filtering

e Outgoing Malware inspection

e OQutgoing HTTPS inspection

NIS, URL filtering and the Malware inspection in Forefront TMG uses signature
based services (NIS, Malware) or a dynamic URL filtering database in the cloud (URL
filtering). Some of these services use MRS, the Microsoft Reputation Service and
also the Microsoft Telemetry Service (Spynet) and definition files from the Microsoft
Malware Protection Center (MMPC). In this article | will explain most of these
technologies.

Microsoft Reputation Service (MRS) and TMG URL filtering

Microsoft Forefront TMG has a new functionality called dynamic URL filtering.
Forefront TMG administrators are able to allow or deny access for URLs based on a
dynamic URL filtering database, hosted in Microsoft datacentres in the cloud.
Forefront TMG evaluates the requested URL from a user and checks this URL
against a local MRS (URL cache) or online against the MRS database in the cloud.

The following screenshot will give you an overview about the dynamic URL filtering
process in Forefront TMG.
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Figure 1: URL filtering details: Source: http://ecn.channel9.msdn.com/09/te/NorthAmerica/2010/pptx/SIA308.pptx

URL categories

Microsoft divided the dynamic URL database into categories. These categories can
be used in Forefront TMG to allow or deny access for users.

Network Objects %)
MNew - Edit.,, Delete

= EM N
[ Alcohal

iE Anonymizers

iE Art/Culture Heritage

&5 Blogs/Wiki

i Botnet

& Chat

ﬁE Child Friendly Materials

iE Criminal Activities b

iE Dating/Personals

4 Digital Postcards

iE Cubious

iE Edge Content Servers)Ir

iE Education/Reference

iE Employment

iE Fashion Beauty

ﬁE Financial

iE Forum,Bulletin Boards

iE Free Hosting

iE Gambling

iE Games

iE General Business

iE General Entertainment
T -

Figure 2: URL filtering categories in Forefront TMG



http://blogs.technet.com/b/isablog/archive/2010/01/03/categories-for-url-filtering.aspx

URL category query

Some URLs are associated to multiple categories, for example http://www.web.de is
categorized as Portal Sites, Search Engines and Technical Information. URL Filtering
in Forefront TMG is based on a single category per URL, so Forefront TMG need to
choose one of these categories as the primary URL category. Forefront TMG uses a
pre-defined category precedence list. Forefront TMG has a category precedence list,
where categories are ordered by importance. Microsoft has hardcoded this
precedence list and you cannot change the URL precedence.

When Forefront TMG receives a URL request, it first checks the URL category from
the local MRS cache. If the URL has multiple associated categories, Forefront TMG
applies category precedence rules based on the precedence list. The URL category
with the highest precedence is used by Forefront TMG.

To see to which URL category a URL belongs, you can use the URL category query
in the Forefront TMG Management Console (MMC) or the MRS website of Microsoft.
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Figure 3: URL category query

The other way to query for URL categories is to use the Microsoft Reputation
Services website, as shown in the following screenshot.
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Microsoft has created this portal to enable you to check the classification by the Microsoft Reputation Service of a web site. It also allows you to suggest alternate classification by choosing from a list of categories and sending fee
enable communication with the team to get help correcting your site's classification.
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Figure 4:Microsoft Reputation Services (MRS)

The MRS website can also be used to suggest other URL categories if you are the
owner of the website and in your opinion other URL categories better reflect the
nature of the website.

Microsoft Telemetry Reporting Service

Microsoft Forefront TMG has a new functionality called Malware Inspection, which
inspects outgoing HTTP and HTTPS traffic (when Forefront TMG HTTPS inspection
is used), against Malware. With the help of the Update Center integrated in Forefront
TMG, Forefront TMG downloads Antimalware definition signatures from Microsoft
Servers and checks the network traffic against these signatures.
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Figure 5: Malware inspection in Forefront TMG

Microsoft Forefront TMG and other products like Forefront Endpoint Protection can
automatically submit information about discovered Malware during Malware
inspection to the Microsoft Response Center. The Telemetry reports include the
source of the Malware, the threat level defined by Microsoft, and the action that was
taken by the Antimalware software (for example: Quarantine, delete). The report
(when advanced membership is used) can also include traffic samples and complete
URLs. The Microsoft Response Center uses this information to create new
Antimalware definition files and to provide additional information how to protect
against this threat. The Microsoft Telemetry service has to possible settings:

e Basic membership
e Advanced membership

Basic membership

When the Basic membership has been selected, the reports about Malware
inspection results include the source of the Malware, the Malware threat level, and
the action that was taken.

Advanced Membership

When the advanced membership has been selected each report also includes a
traffic sample and the complete URL requested. Because the art and amount of
information submitted to Microsoft can contain sensitive data, you should carefully
read the privacy statement.
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Figure 6: Forefront TMG Telemetry Reporting Service

Forefront TMG is not the only Microsoft product which can be used with the
Telemetry service. The following screenshot shows the Telemetry service settings of
Forefront Endpoint Protection 2010.
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Figure 7: Forefront Endpoint Protection Telemetry Reporting Service

Microsoft Malware Protection Center (MMPC)

The Microsoft Malware Protection Center (MMPC) is your starting point to get
informed about all aspects of Antimalware. The MMPC will give you the latest
information about Malware and you will get a better understanding about how
Malware works. It is possible to subscribe to an RSS feed to stay up to date about
the latest Malware. It is also possible to download the latest definitions for Microsoft
Forefront Endpoint Protection 2010 (FEP), Microsoft Forefront Client Security (FCS),
Microsoft Forefront Security for Exchange (FPE), Microsoft Forefront Security for
SharePoint (FSSP), Microsoft Forefront Security for Office Communication Server
(FSOCS), Microsoft Security Essentials and Windows Intune if you don’t want to use
the automatic update process of these products. The MMPC also gives you the
possibility to submit a Malware sample to Microsoft, so that Microsoft engineers can
analyse the Malware to create a new Antimalware definition update for their
Antimalware products.
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The Microsoft Malware Protection Center (MMPC) provides world class
antimalware research and response capabilities that support Microsoft's
range of security products and services, With laboratories in multiple
locations around the globe the MMPC is able to respond guickly and
effectively to new malicious and potentially unwanted software threats
wherever and whenever they arise.

Watch a short video about the Microsoft Malware Protection Center.

Learn more about the Microsoft Malware Protection Center (MMPC)

@ Recently Published Analyses EJ

TrojanDropperWin32/Zolpig.A
ExploitWin32/Pdfjsc.QB
VirTool:Win32/Gowfi.A
BackdoorWinNT/Pfinet.B
Program:Win32/WdSearch.A
BackdoorWin32/Floodnet.C
TrojanDownloader:Autolt/Kurubso.A
Trojan:ALisp/Qfas.B
Trojan:Win32/Startpage.0S
Spammer:JS/Facepof.A

View active malware

Figure 8: Microsoft Malware Protection Center (MMPC)
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Fake Canadian pharma site causing headaches

A friend of mind had his email account hacked and it was used to send
spam linking to sites like Canadian Neighbor Pharmacy. With further
research, I learned that the site is in a list of sites promoted by an
underground organization called Bulker.biz...

Read the full story on the blog

When spear phishers target security researchers

I was recently selling a 1995 Ford Escort online and had a number of
interested buyers. One potential buyer sent an email with a hyperlink that
turned out to be a spear phishing attack...

Read the full story on the blog

MMPC Threat Report - Cracking open Qakbot

We released a Microsoft Malware Protection Center Threat Report on
Qakbot as a follow up to the recently released Microsoft SIRv10 and our
special report on Battling Botnets in late 2010.

Read the full story on the blog

Microsoft Safety Scanner detects exploits du jour

We recently updated the Microsoft Safety Scanner with added support
for 64 bit Windows systems. The tool is available for downloading to run
in systems without a network or where the infection has impaired
Internet connectivity.

Read the full story on the blog

Microsoft Security Intelligence Report

The Microsoft Security Intelligence Report (SIR) is 2 comprehensive evaluation
of the evolving threat landscape and trends. The information can help you
make sound risk-management decisions and identify potential adjustments to
your security posture. Data is received from more than 600 million systems
worldwide and internet services.

GAPA and GAPAL used by the Network Inspection System (NIS) in Forefront

T™MG

Forefront TMG is a vulnerability-based Intrusion Prevention System (IPS). An IPS

should protect your internal network from known and unknown vulnerabilities if TMG
is being used directly on the edge of the internal network on the Internet. All network
traffic must flow through TMG, so Forefront TMG is the first line of defence to protect

against different vulnerabilities.

An IPS is defined at two levels:
e System level
e Solution level

On the System level, IPS is an aggregation of multiple protection mechanisms.

On the Solution level, IPS is applied on internal Host or at devices at the edge, in this

case, on Microsoft Forefront TMG.



TMG NIS IPS features block un/known attacks at the network level to fight against
vulnerabilities.

Forefront TMG uses a signature based IPS. A signature based IPS protects your
hosts against exploitation of vulnerabilities which are found. A signature based IPS is
used to close the time window between an announcement of vulnerability and the
patch deployment of all possible vulnerable hosts. Practice tells us that an attacker
can create and exploit faster than Administrators can deploy patches provided by the
software developer. Signatures are available and may be deployed faster than
patches, so, Administrators have time to deploy patches on all effected systems
during which time they are protected through the TMG NIS feature.

To create signatures for vulnerability, Microsoft uses the GAPA (Generic Application
Protocol Analyzer) protocol. NIS in Forefront TMG is based on GAPA.

GAPA is a framework and platform for safe and fast low-level protocol parsing. GAPA
has been architected and prototyped by Microsoft. GAPA uses GAPAL (Generic
Application Protocol Analyzer Language). According to Microsoft's documentation,
GAPA allows rapid creation of protocol analyzers, greatly reducing the time needed
for development. You can read more about GAPA here.
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Figure 9: GAPA System architecture - Source: http://research.microsoft.com/pubs/70223/tr-2005-133.pdf
Conclusion
| hope that my article gave you a better understanding how the technologies like

MRS, the Microsoft Telemetry service, and the MMPC work together to provide a
better protection for your networks with the help of Microsoft Forefront TMG.
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Related links

Microsoft Spynet
http://windows.microsoft.com/en-US/windows-vista/Join-the-Microsoft-SpyNet-
community

Microsoft Reputation Service

http://www.microsoft.com/security/portal/mrs/

Microsoft Malware Protection Center

http://www.microsoft.com/security/portal/

Forefront TMG URL category precedence
http://blogs.technet.com/b/isablog/archive/2010/08/03/tmg-url-filtering-category-
precedence.aspx

Forefront TMG — Categories for URL Filtering
http://blogs.technet.com/b/isablog/archive/2010/01/03/cateqgories-for-url-filtering.aspx
Planning for URL Filtering
http://technet.microsoft.com/en-us/library/ee207145.aspx

GAPA and GAPAL
http://research.microsoft.com/apps/pubs/default.aspx?id=70223

MRS Categories

http://www.microsoft.com/security/portal/mrs/categories/MRS _Categories.en-us.htm
Explaining and configuring NIS (Network Inspection Service)
http://www.isaserver.org/tutorials/Explaining-configuring-NIS-Network-Inspection-
Service.html
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