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How to publish Microsoft Sharepoint services with ISA Server 2006
Abstract

In this article, | will show you how to publish Microsoft Sharepoint services 3.0 with
ISA Server 2006 Enterprise (two nodes).

Let’s begin

Beginning with ISA Server 2006, Microsoft made publishing Microsoft Sharepoint
Servers and Sharepoint services a little bit easier through a Sharepoint publishing
wizard which guides you through the entire publishing process.

Installing Sharepoint services

As the first part we have to install Microsoft .NET Framework 3.0 or higher on the
Server where we want to install Sharepoint services.

You can download the .NET Framework from the Microsoft website. | provided the
link at the end of this article.

Installing the .NET Framework is very easy. Simply follow the installation wizards
instructions.
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Figure 1: .NET Framework 3.0 installation
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After the .NET Framework has been installed, start the installation of the Microsoft
Sharepoint services 3.0. You can download the Sharepoint services for free from the
Microsoft website. | provided the link at the end of this article.

For this example we choose the Standalone installation option. The typical
installation option installs the Sharepoint services with a local MSDE (Microsoft SQL
Server Desktop Engine) — Windows Internal Database. For advanced options choose
the other setup option.

H Microsoft Windows SharePoint Services 3.0 |

Server Type | Data Location | Feedback |

-

i

Server Type
Select the type of installation you want to install on the server.

™ Web Front End — Only install components required to render content to users, Can add servers
to form a SharePoint farm.

i+ {Stand-alone — Install all components on a single machine {indudes Windows Internal Database). |
iCannot add servers to create a SharePaint farm., ;

Install Now

Figure 2: Standalone Setup option

After installing Sharepoint services 3.0 it should be possible to open the default
Sharepoint Team site. It is now on to you to create custom Sharepoint sites which
you want to use internal or with ISA Server publishing over the Internet.
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Figure 3: .Default Sharepoint Services website

In this example | created a new Sharepoint website with the Blog template to publish
a Blog about ISA Server.
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Figure 4: New Team site



Specify the Title and the URL location for the Sharepoint Team Blog website.
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Figure 5: Creating the Sharepoint Blog silte

After successful creation of the Sharepoint Blog site, you can open the website by
specifying the correct URL.
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Figure 6: The new Sharepoint Blog site

Alternate Access mapping

Each Web application has a set of internal URLs which are used for accessing the
internal website. A public URL is what user’s type to get to the SharePoint site, and
that URL is what appears in the links on the pages. If you try to open the published



Sharepoint site from outside the Internal network, you have to activate the Alternate

access mapping feature for the Sharepoint website you want to publish through ISA
Server.
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Figure 7: Alternate access mapping

Specify the external website URL in the Internet section on the Public Zone URLSs.
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Figure 8: Edit Public Zone URLs

After that, the Sharepoint part is done and we have to configure ISA Server 2006.



Creating certificates

The next step is to create a Webserver certificate for the ISA Server Sharepoint Listener. The
Common Name (CN) of the certificate must match the FQDN you use on the Internet to
access the website. For normal use you should use certificates from your internal CA or a
commercial certificate. For this article we will be using self signed certificates with the help of
the SELFSSL tool from the 1IS 6 Resource Kit. You can download the IIS 6 Resource Kit for
free from the Microsoft website. | provided the link at the end of this article.

Installing 1IS 6 Resource Kit

InstallShield Wizard

Preparing to Install...
115 B.0 Bezource Kit Toolz Setup iz preparing the

InztallShield ‘wizard, which will guide you through the
program zetup procesz, Pleaze wai,

Configuring Windows [nztaller

I

Figure 9: Installing IS 6 Resource Kit
SELF SSL is a command line tool to create a certificate.

ommand Prompt

Adds the self-signed certificate to "Trusted Certificates" I’
list. The local browser will trust the self-—signed certificate
if this flag is specified.
HA Specifies the common name of the certificate. The computer
name used if not specified.
tkey size Specifies the key length. Default is 10824.
tvalidity Specifies the validity of the certificate. Default iz 7 days.
tgite did Specifies the id of the site. Default is 1 (Default Sited.
Iport Specifies the S88L port. Default is 443.
Quiet mode. You will not he prompted when SS8L settings are
overuwritten.

The default bhehaviour iz equivalent with:

selfssl.exe #MN:CN=SERUER ~K:1824 -U:7 +8:1 ~/P:443

C:~Program Filesz~I1I5 Hesources-~S5elfS8L>»zelfss]l AN:CHN=SP5.it—training—grote.de ~K
1824 AU:738 ~P:443

Microzoft (R» SelfS5L Uersion 1.8

Copyright <C> 2883 Microsoft Corporation. All rights reserved.

Do you want to replace the S8L settings for site 1 (Y/N>7y
The self signed certificate was successfully assigned to site 1.

C:~Program Files~II5 Hesources-SelfSSL>
Figure 10: Using SELFSSL

SELFSSL has several options for creating certificates. Executing SELFSSL with /? will show
you the available options.

Attention: Keep special attention by the /V: parameter. The /V: parameter specifies the
lifetime of the certificate in days!



After creating the certificate, you have to ways to bring the certificate to the other ISA Server

node which is already a member in an ISA NLB cluster:

1) Export the certificate with private key from the first node

2) Create a new certificate with the same settings on the second node.

"fi Consolel - [Console Root' Certificates {Local Computer)'PersonaliCertificates]

== =]
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[
Figure 11: Certificate MMC
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For the example in this article we export the certificate from the first node, move it to the

second node and import it into the local computer certificate store.

Import PFX file on the second ISA node.

ertificate Import Wizard x|
Password
To maintain security, the private key was protected with a password.
Type the password For the private key.
Passward:
I (1111 11])
[" | Enatle stromg private key proteckion, Youwil be prompted every time the
private key is used by an application it vaw enable this option,
v Mark this key as exportable. This will allow vou to back up or transport yvour §
kevs at a laker time.
< Back I Mext = I Cancel |

Figure 12: Import the PFX file into the local computer certificate store

Attention: Because we are using a self signed certificate, we have to import the self signed
certificate also into the Trusted Root Authority store on both ISA server nodes.

The Sharepoint Publishing on ISA

Open the ISA MMC and create a new Sharepoint publishing rule with the help of the wizard.

Name the rule.

Select Publish a single website or Load balancer.



New SharePoint Publishing Rule Wizard x|

Publishing Type
Select if this rule will publish a single Wehb site or external load balancer, a Web
server Farm, or mulkiple Web sites,

& Publish a single Weh site or lnad balancer:

IJse this option to publish a single Web site, or to publish a load balancer in front of
several servers,

Help about publishing a single Web site or lnad balancer

" Publish a server Farm of load balanced Web servers

IJse this option to have IS4 Server load balance reguests bebween a server Farm
{mirrored servers),

Help about publishing server Farms

= Publish multiple Web sites

IJse this option to publish more than one web site, A new rule will be created for each
site published.

Help about publishing rulkiple Web sites

< Back I Tk = I Zancel |

Figure 13: Publish a single website or Load Balancer

In this example we are not using SSL from the ISA Server to the Sharpoint services Server.

New SharePoint Publishing Rule Wizard x|

Server Connection Security

Choose the bvpe of connections IS4 Server will establish with the published web
server of server Farm,

™ Use 551 ko connect to the published Web server or server —; = —
. P ——
Farm )
. ) httpa:f
134 Server will connect to the published Web server or
server Farm using HTTPS (recammended).

{% Use non-secured conneckions ko connect the published

Web server or server Farm |_:I|_j D - :|
’ : L@

hittpesd

134 Server will connect to the published Web server or
server Farm using HTTP.

when 134 authenticates to the published server on behall of the dient, user
! credentials may be sent over the network in clear text, Authentication using S50
will help protect clent credentials.

Help abouk server connection securit

< Back I Tk = I Zancel |

Figure 14: Use a non secured connection to connect to the SPS Server

If you want to use a secured connection from the ISA Server Enterprise array to the
published Sharepoint Server, you must request a certificate for the Sharepoint Server and
ISA Server must have the trusted Root CA certificate from the issuing CA.



As a next step specify the name of the internal site. The name you typed here, must match
the common name of the certificate when you use HTTPS Bridging from ISA Server to the
published Sharepoint Server.

MNew SharePoint Publishing Rule Wizard x|

Internal Publishing Details
Specify the inkernal name of the SharePoint sike yvou are publishing,

Internal site name: serverd

The internal site name is the name of the Web site vou are publishing as it appears internally,
Typically, this is the name internal users type inka their browsers to reach the Web site.

If 154 Server cannot resalve the inkernal site name, 154 Server can connect using the
computer name or IP address of the server hosting the site,

[ Use a computer name or IP address to connect to the published server

Computer name or IP address: Browse.,. |

< Back I Mext = I Cancel |

Figure 15: Specify the name of the internal site name

In the Public Name Details accept requests only for the domain hame sps.it-training-grote.de.

New SharePoint Publishing Rule Wizard |

Public Mame Details

Specify the public domain name (FODM) or IP address users will bype to reach the
published site,

fccept requests for: IThis domain name (bype below): j

Zinly requests For this public name or IP address will be Forwarded to the published site,

Public name: I sps.it-training-grote. de|

Example: www.contosa,com

< Back I Mext = I Cancel

Figure 16: Public Name details



Create a new Weblistener, name the Weblistener and select Require SSL secured
connections with clients.

New Web Listener Definition Wizard x|

Client Connection Security
Select what tppe of connections thiz Web Liztener will establizh with clients,

¢ Require 551 secured connections with clisnts

'!,, :L%J

154 Server will publish servers only over HTTPS to the hitpe=//
clients [recommended].

" Do nat require 551 secured connections with clients § =
-
]

hitpes

154 Server will publizh zervers over HTTP. Client credentials
will be gent unenciypted to the |54 Server computer,

& "Whet publizhing over S5L, an appropriately named 551 server certificate must be
\!‘J) ingtalled on the 154 Server computer.

Help about weh liztener client connections

< Back I Ment » I Cancel |

Figure 17: Use SSL for accessing the ISA Server from the client.

The Weblistener is the EXTERNAL network. If you have more than one IP address bound to
the external network interface on ISA Server, select the IP address for the Sharepoint
publishing manually to avoid problems with other Publishing rules.

ew Web Listener Definition Wizard x|

Web Listener IP Addresses

Specify the |54 Server netwark s, and the I[P addrezses on those netwark z, that
will listen for incoming Web requests,

Listen for incoming *Web requests on these networks:

Selected [Pz
IP addre:
O =% Intemal <4l IP addresses>

O =% Local Host <Al IP addreszes:
O <% Quarantined ¥PM Clients <Al IP addreszes: -
T T | _'I_|

Select P Adddresses...

W 154 Server will compress content sent ta clients through this ‘Web Listener if the clisnts
requesting the content support compression,

Help about 'Web listener IP addresses

< Back I Ment » I Cancel |

Figure 18: Specify the External Weblistener

In the Listener SSL Certificates section, select the issued certificate.



New Web Listener Definition Wizard x|

Listener S5L Certificates

Select a certificate for each IP addresz, or specify a single certificate for thiz Web
listerer.

&' Use a single certificate for this 'Web Listener

ISF'S.it-tlaining-gmte.de | Select Certiicate. . I

" fesigh a certificate for each IP address

|IP Address | Metwark, | Server | Certificate |

Select Certifizate...

< Back | Hewt » | Cancel |

Figure 19: Listener SSL certificate

As the Authentication option select HTML Form Authentication and Windows (Active
Directory) as the Authentication provider.

ew Web Listener Definition Wizard x|

Authentication Settings

Select how clisnts will authenticate to 154 Server, and how 154 Server will walidate
their credentials,

Select how clients will provide credentialz to 158 Server:

HTML Formn Authentic

[ Collect additional delegation credentials in the form

The lagan form will include additional fields for user credentialz. 1S4 Server will uze the
credentials for authentication to publizhed servers,

Select how (54, Server will validate clent cradentials:

% Windows [Active Directory] " RADIUS OTP
" LDAP [Active Dirsctany) € RAS4 SeculD
 RADIUS

Help about authentication settings

< Back I Mewut » I Cancel

Figure 19: Select the Authentication method

Do not enable SSO.

For the example in this article we select NTLM as the Authentication model.



MNew SharePoint Publishing Rule Wizard x|

Authentication Delegation
Authentication deleqgation is the method 154 Server uses to authenticate the
session it opens with the published site,

Select the method used by 154 Server ko authenticate to the published Weh server:

TLM authentication

Description
154 Server will use MTLM authentication ko authenticate the client ka the published Weh
server, The published Web server must be configured bo accept MTLM authentication, IF
the published Web server is 115, then it must be configured to accept Integrated
authentication,

Help about authentication delegation

< Back I Mext = I Cancel |

Figure 20: Specify Authentication method

Because we activated the Alternate access mapping feature on the Microsoft
Sharepoint 3.0 services before we start the ISA publishing wizard, we doesn’t have to
activate this feature and we can select SharePoint AAM is already configured on the

SharePoint server.

New SharePoint Publishing Rule Wizard x|

Alternate Access Mapping Configuration
For Full inkegration and Functionality, SharePaint Alkernate Access Mapping musk
b configured on the SharePoint server.

Until Alternate Access Mapping (AAM) is properly configured on the SharePaint serwver, limited
SharePoint functionality will be available For users connecting to this published SharePoink
site,

Help about confiquring SharePoint Alternative Access Mapping

{* SharePoint &AM is already corfigured on the SharePoint server!

{~ SharePoint AAM is ok vet configured. Also select this option if vou are
unsure i &AM is configured,

< Back I Mext = I Cancel

Figure 21: Alternate Access Mapping configuration




ISA Server 2006 can limit who can access the published server. It is possible to limit
access to specific users or user groups. For this article we select the predefined All
Authenticated Users set.

New SharePoint Publishing Rule Wizard x|

User Sets

o can apply the rule ko requests from all users, Or, wou can limit access to
specific user sets,

This rule applies to requests from the Following user sets:

lE"E].C'tll Authenticated Users

Edit, .,

I

==

< Back I Mext = I Cancel |

Figure 22: Specify User Sets

After ISA Server publishing has finished, you can try to access the published website,
and if everything is configured correctly, you should see a website like this in the
following picture.

& Home - ISBSERVER - Windows Internet Explorer = |2 [
-, https:/#sharepoint.it-training- grote.defisaserver/default.aspx ~ Il Zertifikatfehler | ¥/ 5x | | Live Search Fe
i

Wk I{é Horne - ISASERVER ] ] fi ~ B ~ & v [ Seite v (G Extras -

Team Site ‘Welcome DOMAEME administra

@@l ISASERVER
Home | ISASERYER
S

This Site |

Wiew Al Site Content
Categories

= Category 1

= Category 2

= Category 3

= Add new category

oOther Blogs

There are no items in
this list.

= add new link
Links

= Photos

= Archive

= Archive (Calendar)

E Add new link

El RSS Feed

Team Site = ISASERVER

s8/18/2008

Audmin Lin

Welcome to your Blog!

To begin using your site, click Create a Post under Admin Links to the right.
What is a Blog?

A Blog is a site designed to help vou share information. Blogs can be used as news sites, journals, diaries,
team sites, and more, It is your place on the world wide web,

Blogs are typically displayed in reverse chronological order (newest entries first), and consist of frequent
short postings . With this Blog, it is also possible for your site visitors to comment on your postings.

In business, Blogs can be used as a tearn communication toal, Keep tearn rembers in touch by praviding a
central place for links, relevant news, and even gossip.

Posted at 1:38 PM by DOMAENE administrator | Permalink | Email this Post | Comments (0)

Figure 23: The published website through ISA Server
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Conclusion

In this article | showed you how to publish Microsoft Sharepoint services 3.0 through
two ISA Server 2006 Enterprise servers. With the help of ISA Server 2006 it is very
easy to publish a Sharepoint Server with the built in Sharepoint publishing wizard
which will take the most work for you. The only thing you have to configure on the
Sharepoint Server is to activate the Alternate Access Mapping feature.

Related links

Secure Application Publishing
http://technet.microsoft.com/en-us/library/bb794854.aspx

ISA Server 2006 overview
http://www.isaserver.org/articles/isa-server-2006-overview.html

Microsoft .NET Framework 3.0 Download
http://www.microsoft.com/downloads/details.aspx?FamilylD=10cc340b-f857-4a14-
83f5-25634c3bf043&DisplayLang=de

Microsoft Sharepoint Services 3.0 Download
http://www.microsoft.com/downloads/details.aspx?displaylang=de&FamilylD=D51730
B5-48FC-4CA2-B454-8DC2CAF93951

IIS 6 Resource Kit download
http://www.microsoft.com/downloads/details.aspx?familyid=56 FC92EE-A71A-4C73-
B628-ADE629C89499
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