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Abstract

In this article | will give you a Step by Step Solution to implement a Site to Site VPN
with Cisco PIX and ISA Server 2006.

Let's begin

ISA Server 2006 is the next step in Microsoft's Security Strategy. ISA Server 2006 is
the successor of ISA Server 2004. ISA Server 2006 RTM is expected to release at
end of June 2006 so this article is based on a Beta version of ISA Server 2006.

For your better understand i created a Topology diagram about the ISA Server 2006
and Cisco Pix config.
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Figure 1: Network diagram

We are starting the Site to Site VPN configuration at ISA Server 2006 site. Start the
ISA Server Management console and navigate to Virtual Private Networks (VPN) to
create a new VPN Site to Site Network.


http://www.isaserver.org
http://www.it-training-grote.de

% Microsoft Internet Sec and Acceleration Server 2006 Beta _ @ ]x

Ele Action iew Help
¢5 MR AFDO

[ Microsoft Internet Security and Accele

E‘La Firewall
Maonitoring
4 Firewall Palicy

Microsoft:

Internet Security & . :

Acceleration Server 2006 virtual Private Networks (¥PN)
Standard Edition

PR Clierits ¥ Remot:

/ Tasks -

45 Configuration

VPN Remote Sites

To allow WPM site-to-site cannections, you must first create a remote site network. The remate sike netwark specifies
site-to-site connection properties, such as protocols used For YPM kraffic, YPN servers, authentication methods, and =) Create VPN Site-to-Site

Remote Sites Tasks

IP addresses comprising the YRR netwark, Metwork
Tocreate a WPN remote site network, on the task pane, click Create WPN Site-to-Site Retwork,
Help about Site-to-Site virtual Private Networking, General VPN

Configuration

[ Seleck Accass Natworks

% Define Address Assignments
[ Select Authentication Methods
- j‘ specify RADIUS Configuration

U Related Tasks

@ Read about setting up &
branch office using a WPM site-
to-site connection

Figure 2: Network diagram

Name the new Site to Site VPN network PIXNET.
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Figure 3: Name the Site to Site VPN connection



Cisco Pix only supports IP Security (IPSEC Tunnel Mode), so we select this option.
For every other Site to Site VPN you shouldn’t select IPSEC Tunnel Mode VPN.

MNew Site-to-Site Network Wizard |

¥PN Frotocol
Select the VPN protocol used to protect traffic sent between the sites.

{* P Security protocol [IPzec] tunnel mode
Provides high zecunty and intkeroper ability with third party VPN vendors.

= Wheh you zelect L2TP ar PPTP, a Demand Dial Interface [DD1] with the zame
ll) name as the network. name will be created in the Remote Access service.

s

" Laper Two Tunneling Protocol (L2TP] over IPsec
Provides a highly secured connection methad.

" Point-to-Point Tunneling Protocol [PPTP]

Provides a secured connechion method.
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Figure 4: Select IPSEC Tunnel Mode

Specifiy the IP address of the Outside interface from Cisco Pix and the Local
Interface IP address from ISA Server 2006.

New Site-to-Site Network Wizard

Connection Settings
Specify the tunnel endpoints on the remote and local WPN servers.

Bemaote VPN gateway IP address:
192 . 168 . B . 1

IF the remate gateway iz a Hetwaork Load Balancing cluster, use itz virtual IP addresz as
the remote tunnel endpaint.

‘When you complete this wizard, you must specify all the dedicated IF addreszes [DIF) on
that gateway in the Additional Remote Addrezses property page.

Local YPH gatevsay P address:
192 168 . 5 . 100

If Hetwork Load Balancing iz enabled on the network, adapter facing the remote site, uze
itz wirtual IP addrezz az the local unnel endpoint,
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Figure 5: Specify Remote and Local VPN Gateway IP Addresses




For a Site to Site VPN Gateway connection you must use a certificate from a CA or a
Pre Shared Key. For this example we will use the very simple Pre Shared Key
12345678. If you don’t use certificates, what is recommended, you should specify a
long and complex Pre Shared Key.

Mew Site-to-5Site Metwork Wizard

IPsec Authentication
Specify the [P security protocal authentication method.

The authentication method zpecifies how truzt iz negotiated and established between
the local and the remaote YPH servers

" Use a cerificate from this certificate authority [CAJ:

The WP zervers on both sites must have proper computer certificates izsued by
truzted certifizate authorities.

Brawze...

For best zecunty prachice, zpecify a certificate from a private certificate
! authority.
Help about WPM [PSec certificates

%" Use pre-shared key for authentication:

|1 2345678
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Figure 6: Insert the Pre Shared Key

Now specify the Remote Site network behind the Cisco Pix which you want to access
from ISA Server site.

MNew Site-to-Site Metwork Wizard

Metwork Addreszes
Specify the IP address ranges of the remote site network.

Addresz ranges:

Start Address | End Addiess | | Add Range... i
192.168.10.0 192168.10.255

Edi.. |

Remaove |

zite’s dedicated IP addreszes. Help about remate ML B-enabled arraps.

i{) To allow HTTP prosg or AT traffic from remote NLE-enabled anaps, add all the remote
M
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Figure 7: Specify the Remote Site IP Addresses



Read the summary of the Wizard and finish the VPN configuration on ISA site.

MNew Site-to-Site Metwork Wizard

Completing the New VPN
Microsafr Site-to-Site Network Wizard
Internet Security &

Acceleration Sefver2006  vou have successfully completed the Mew WPN Site-to-Site
Metwork “wizard. The new network will have the following
configuration:

h ane: -
Fl<MET

Pratocol:
IPzec

Local Gateway:
19216871

Remote Gateway:

4 of

Further configuration steps may be required for WP
connectivity. Help about configuration steps. .

To cloze thiz wizard, click Finizh.
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Figure 8: VPN Site to Site summary

View the IPSEC Policy configured by the ISA Site to Site VPN wizard.
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Figure 9:IPSEC policy summary

Note the IPSEC Policy settings because they must match the Settings that you will
configure on Cisco PIX site.



PIXNET Properties

General I Addresses  Connection |Authentication I

2]

IPsec Configuration

~Remote ¥PM gateway IP address

Enter the remote tunnel endpoint:

192 . 168 . 5 . 1

If the remote gateway is a Metwork Load Balancing cluster, use its
virtual IP address as the remote tunnel endpoint.

~Local YPM gateway IP address

Enter the local tunnel endpoint:

192 . 168 . 7 . 1

IF Metwork Load Balancing is enabled on the network, adapter Facing
the remote site, use its virbual IP address as the local tunnel endpoint,

Phase I | Phase 11 |

Main Mode of the Inkernet Key Exchange (IKE) protocol establishes a
secure channel For protected authentication and For Further negotiation
using these security methods.

Encryption algorithm;:

Integrity algorithm: iSHm

L Lo

Diffie-Hellrman group: IGroup 21024 bit)

Authenticate and generate a new key every:

I 25300 seconds

Click here ta modify the IP Security settings For the tunnel:

IPsec Sethings... |

(6]4 Cancel Anpky

> 1

Cancel

Figure 10: IPSEC details

After creating the Site to Site VPPN you must create a Network rule between Cisco

Pix and ISA.

MNew Network Rule Wizard

Micrasoft :
Internet Security &
Acceleration Server 2006

Welcome to the New Networlk
Rule Wizard

Thiz vaizard helps you create a new Network rule. Metwork,
rules define the relationzhip between network, entities as
either route or network, address translation [MAT).

Metwork rule name:

IISA <o Pl

To continue, click Nest,

< Back I Mewut » I Cancel

Figure 11: Network rule between ISA and PIX



The Source Network is Internal.

New Network Rule Wizard

Network Traffic Sources
Thisg rule wall apply to traffic onginating from the sources specified in this page.

Thiz rule applies ta traffic from these sources:

= | nternal

Edit .

Remove

|

¢ Back Mewt » Cancel

Figure 12: Specify the internal Network
The Network destination is the Cisco Pix Network PIXNET.

ew Network Rule Wizard

Network Traffic Destinations
Thiz rule will apply to traffic arriving at the destinations specified in thiz page.

Thiz mile applies to traffic zent to theze destinations:

<4 PlMET

Edit...

[Sensie

Remove

< Back Mest > Cancel

Figure 13: Specify the Destination Network



The Network Relationship is Route.

MNew Network Rule Wizard

Metwork Relationship
Specify how traffic iz zent between the source and destination nebwork, entities.

" Metwork Address Translation [NAT]

154 Server hides computers in the sources by replacing their network, 1P addresses in
outgaoing traffic with itz own esternal P address,

154 Server routes traffic between the sources and destinations [no network, address
translation iz uzed). Route relationships are bi-directional,

< Back I Hest » I Cancel |

Figure 14: The Network Relationship is Route

After creating the Network Rule you must create two Firewall rules rules to allow
access between Cisco PIX Net and ISA Net. If the two networks are trusted create a
Firewall rule which allows full access else create a Firewall rule with limited access.
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Figure 15: Create two Firewall rules



Now it is time to configure the Cisco Pix site. Start the Cisco PDM.
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Figure 16: Cisco Pix PDM

Start the Cisco Pix VPN Wizard and select Site to Site VPN. The Interface is the
Outside Interface.



Welcome ta the YPM Wizard. This wizard will help you create site-to-site YPMs
which can be used to securely cannect this Pl to another YPM device, or remote
access Y¥Prswhich can be used to securely connect mohile users and
telecommuters to this PIX.

Selectthe trpe of VP
& Site to Site PN

" Remote Access YR

Selectthe interface an which the YPR will be enabled:

qutside 'I

<Elack| Mext = | Fimish | Cancell Help |

Figure 17: VPN Wizard

Specify the Peer IP Address. This is the IP Address of the external ISA Server 2006
interface.
Enter the Pre Shared Key that you had configured at ISA Server Site (12345678).

Remote Site Peer

Please specify the remote peer WPM device to which this P will cannect over the
VERL The PIx and the remote peer device will authenticate each other before
negotiating any IPSec tunnel to pass traffic. The authentication is done by
configuring a shared password between the twao peers, or cerificates issued by 3
trusted Cerificate Authority (CAY.

Peer IP Address: |192.158.5.1DD

— Authentication

' Pre-shared Key;

I

Reenter Key:

i Cedificate. The peer's identity iz its;

& FAD (Fully Gualiied Domain Hame)

R Address

<Back | Met= | Finien | cancel| Help |




Figure 18: Specify remote IP address and Pre Shared Key
Enter the IKE Policy settings shown in the following picture to match the ISA VPN

IKE Policy

Please specify the encryption algorithim, authentication algaorithin, and
Diffie-Hellman graup that are used by the P when negotiating an IKE security
association . Since the two paries have to agree on the algarithms in order to talk
to each other, make sure the configuration ofthe other party is the same as the P

Encreption: |3DES =l
Authentication: | SHA =l
DH Group: |Group 2 (1024-biy 7|

<Elack| et = | Finish | Cancell Help |

Figure 19: Enter IKE Policy settings

Next, specify the Transform Set settings shown in the following picture.

PN Wizard x|

Transform Set

FPlease specify the encryption and authentication algorithms used by the IPSec YRR
tunnel. Since the two parties must use the same algorithms to talk to each other,
make sure the configuration of the other party is the same as this P This
agsumes the usage of ESP. Ifyouwantto use AH, you can change it later using the
WP tab from the main PDM window.

Encryption: |3DE5 'I

Authentication: SHA b

<Elack| Mext = | Einish | Cancell Help |




Figure 20: Transform Set settings

In the next VPN Wizard dialog page enter the IP Address Range from the Network
behind the Pix (from the Inside Interface).

IPSec Traffic Selector

IPSec Traffic Selector selects the traffic flows that are going to be protected by the
IP3ec tunnel. Packets that flow between the selected hostsinetworks inside the P
twehich you specify below) and the the selected hostsinetwarks at the remote site
fwehich you will specify on the next screen) will be protected by the IPSec tunnel.

—— OnLocal Site (protected by this PLG

—— Hostetwork
Selected:
& |P Address " Marme " Group (9216810024
Interface: linside |

B2

i|

IP address: |192.168.1D.D

Mask: [255.255.255.0 B

Browse .. |

<Elack| Mext = | Firizh | Cancell Help |

Figure 21: IPSEC Traffic selector

Enter the IP address range from the Internal network protected by ISA Server 2006.

IPSec Traffic Selector (Continue)

Lise this panel to specify the hostsinetworks at the remote site that are used in
IPSec Traffic Selectar to select traffic flows to be protected by the IPSec tunnel.

—— On Remaote Site

—— HostiMetiark
Selected:
" |P Address  Mame " Group
Interface: {outside |

==

IP address: |192.168.9.D

<<|

Mask: 2552552550 E!

Browse .. |

<Back | revi= | Finish | cancel| Help |




Figure 22: Remote Network IP Address Range

If it is the First time that PDM creates the Network, PDM asks to add the Remote
Host or Network to the Cisco Pix configuration set. Click OK.

@ FOM cannotfind 192 168.9.0 255.255.255.0 on interface outside. YWould
wou like to add this host or netaark now?

(]9 Cancel

Figure 23: PDM creates Network Objects

Enter the configuration information for the remote Site network. Select the Outside
Interface of the Pix.

Basic Information

Flease specify an IP address of the hostinetwork that you want to add. Use Mask to tell how many
hits in the IP address are wildcards, For hosts, use 355.255.255.255, or simply leave it blank.
Specify where the hostnetwork resides in relation to the P interface. You may also associate a
narme with the hostinetwark. fyau do not provide a name, POM will use the default name of the [P
address.

IP Address: |192.1EE.9.D
Mask: 255255 255.0 B
Interface; [outside |

Mame (Recommended): IISANET

= i.:jE["nl Mext = | Eirist | Cancel' Help |

Figure 24: Remote Site Network



Cisco Pix must know the route to the Remote Site Network so create a static route to
the Destination Network.

182.168.5.100 [~

Fifiish

Figure 25: Create a static rule

Click Finish to close the Network Create Wizard at Cisco Pix Site.




Figure 26: Finish the Network create Wizard

Click Finish.

VPN Wizard IPSec Traffic Selector (Continue)

Use this panel to specify the hostsinetworks at the remote site that are used in
IPEec Traffic Selectar to select traffic flows to he protected by the IPSec tunnel.

On Remote Site

HostiNatwork
Selected:
P Address  C Name  Group ISANET/O 162 1664,
Interface: |outside =l

IP address: |192.158.9_D

Mask: [255.255.255.0 E|

Browse .. | ‘!-l_] Ll

=Back | o= | Finish | cancel| Heip |

Figure 27: Click Finish

Click Save to store the VPN configuration in Cisco Pix NVRAM.
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Figure 28: Save configuration in NVRAM
After creating the VPN Site to Site configuration at Cisco Pix site, you must change
some IPSEC settings. To do so, click Access Rules and then IPSEC — Tunnel Policy.
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Figure 29: Change IPSEC Policy settings

In the following picture you can see the Cisco Pix config settings for the Tunnel
Policy before modifying.

Interface: Im

Twpe: m

Priority: |2IZI—

Transform Set: Im Select Multiple... |

-Optional if Type is dynamic

Peer |P Address: |192.158.T.1 Advanced... |

Security Assaciation Lifetime:

IdEDBDDEI kilobytes

|UE :|IZID :|DD Hours : Minutes : Seconds

[~ Enable Perfect Forwarding Secrecy

Diffie=Hellrman Group: IZ "I



Figure 30: IPSEC Tunnel Policy before modifying

You must change the Security Association Lifetime to 100000 Kilobytes, the Lifetime
to 01 Hour and enable PFS (Perfect Forward Secrecy).

Interface: |autsme vl

Type: static 3
Priority; |20
Transform Set: IESP-BDES-SHA ;l Select Multiple... |

Optional if Type is dynamic

Peer P Address: |192.158.T.1 Advanced. |

' : IDEI ; IEIIZI Hours : Minutes : Seconds

nahle Perfect Forwarding S

Diffie-Hellman Group;

Ok | Cancel | Help |

Figure 31: Change IPSEC Tunnel Policy
After changing IPSEC Policy settings click IKE — Policies and then Edit.
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Figure 32: Change IKE settings
IKE Policy before changes.

Canfigure IKE

P ity I2Ij Authentication: |pre-share ]"
Encryption:; |3d98 "l D-H Group: |2 T
Hash: |sha o Lifetime: |854DD |secundsj
Ok | Cancel | Help |

Figure 33: IKE Policy before changing

Change the IKE Lifetime from 86400 seconds to 28800 seconds.

“* Edit IKE Policy ] x|

Configure [KE

Priafity: |2EI Authentication: Ipre-share ]"
Encrvption; |3C|ES "l D-H Group: |2 "i

Hash: |sha v Lifetirre: Izssnu econds ¥

Ok | Cancel | Help |

Figure 34: IKE Policy after configuration change

The last step is to configure the same IKE and ISPEC Policy settings made in the
Cisco PIX config also on ISA Server site. Start the ISA Management Console and
click into the Properties of the Site to Site VPN connection to the Cisco Pix and click
Connection — IPSEC Settings — Phase Il and change the Key generation to every
100000 Kbytes.
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IPsec Configuration
PhaseI Fhase III

Quick Mode of the Internet Key Exchange (IKE) pratocal establishes a
secure channel For traffic protection using these security methaods,

Traffic is protected with the Encapsulating Security Payload (ESF)
protocol, which provides data confidentiality, integrity, and
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Figure 35: Change IPSEC Phase Il settings on ISA Site

Now you should successfully Ping a H
by Cisco Pix or ISA Server 2006.

ommand Prompk

ost on every Site of the Remote Site protected

C:~\Documents and Settings“Administrator>ping 1%2.168.7.2

Pinging 192 _168.9.2 with 32 bytes of data:

Reply from 1922.168.9.2: bhytes=32 time=2Zms
192.168.9. bytes=32 time<ims
192.168.7. bytes=32 time<lms

192 168.9_2: bhytes=32 timed{lms

Reply from :

Ping statistics for 192.168.97.2:
Packets: Sent = 4, Heceived

4. Lost

TTL=127
TTL=127
TTL=127
TTL=127

B (Bx loss),

Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = 2Zms. Average

C:»Documents and Settings“Administrator>

= Bms

Figure 36: Try to Ping a Host on the Remote Site Network




Conclusion

| hope this article was useful for you to see how to implement a Site to Site VPN with
Cisco PIX 501 and ISA Server 2006.

Related Links

ISA Server 2006 Overview
http://www.microsoft.com/isaserver/2006/default.mspx
Download the ISA Server 2006 Trial
http://www.microsoft.com/isaserver/2006/beta.mspx

ISA Server 2006 Reviewers Guide
http://www.microsoft.com/isaserver/2006/prodinfo/quide.mspx
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