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How to change Microsoft ISA Server 2006 NLB from Unicast to Multicast
Abstract

In this article, I will show you how to change the ISA Server 2006 Enterprise NLB
mechanism from Unicast to Multicast.

Let’s begin

Before we start changing the ISA Server 2006 configuration to Multicast NLB, | will
give you a quick overview about what NLB is and what the difference is between
Unicast and Multicast NLB.

What is NLB (Network Load Balancing)

A very, very short definition: NLB is some kind of cluster technology which is not
exclusive to Microsoft Windows. NLB is part of the Windows Server 200x operating
system family and is used to distribute network traffic for up to 32 hosts in the
network. NLB uses a distributed algorithm that load balances incoming traffic to all
nodes in a Windows NLB cluster. So NLB can be used to provide failover and Load
balancing capabilities.

Unicast or Multicast NLB
Network Load Balancing (NL)B) can operate in two modes:

e Unicast
e Multicast

Unicast

The default operation mode is the Unicast modus. In Unicast mode, NLB changes the
MAC address from the network adapter for which NLB is activated. All nodes in the
cluster get the same MAC address. Incoming network traffic arrived all cluster nodes
and will be forwarded to the NLB filter driver.

Multicast

In Multicast mode, NLB assigns every NLb activated network adapter a Layer-2-
Multicast address. The Original MAC address from every node will keep unchanged.

Both methods have pros and cons. The advantage of the Unicast modus is that it
works in most network environments with almost all Routers and Switches. One of
the disadvantages is that all hosts in the NLB cluster have the same IP address and
MAC address.
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One advantage of the Multicast modus is that all nodes in the cluster keep its original
MAC address. One of the disadvantages is, that Multicast NLB requires additional
configuration at the connected switches, so you have to create a static ARP entry on
the switch which binds the Cluster IP address (VIP = Virtual IP address) to the
shared Cluster MAC address. Please note that the technique for supporting Multicast
on the switch depends on the switch vendor and there are some additional
information about Multicast that you should read before enabling Multicast NLB in
your network.

ISA Server and NLB

ISA server relies on the Windows Server 2003 NLB configuration and extends the
NLB features for ISA Server 2006 when used with the ISA Server 2006 Enterprise
edition NLB feature in integrated mode.

Enabling Multicast NLB

ISA Server 2006 with a hotfix (KB942639) is the first ISA Server version which NLB
can be changed from Unicast to Multicast NLB.

In order to enable the multicast feature on an ISA Server 2006 Enterprise array, all
ISA Servers need to be running the hotfix KB942639 or have ISA Server 2006
Service Pack 1 installed. Until this update, ISA Server 2006 NLB was only supported
in Unicast mode, which is not always an ideal modus for some network
environments.

Before we start changing the NLB modus, you should create a complete ISA Server
2006 backup for emergency purposes.

As a first step you should note all necessary NLB settings because the update
process terminates the NLB configuration.
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Figure 1: Write down all necessary NLB parameters

In a large ISA NLB environment there are a number of networks and IP addresses,
S0 my recommendation is to write down all these network names, IP addresses,

Subnet Masks and more into an Microsoft Excel sheet.

As the next step, disable NLB in the ISA Server MMC. You can execute this task in

the task pane in the network node in the ISA console.

Microsoft Internet Security and Acceleration Server 2006

|

If wou disable Metbwork Load Balancing {MLE) Integration, the existing Windows MLE sektings will remain configured on

! 'j the array, You can use Windows Metwork Load Balancing tools to Further modify these MLE configuration settings.

Click. Ok to disable MLE inkeqgration, or click. Cancel to leave MLE inkeqgration enabled.

Cancel Help

Figure 2: Disabling NLB in ISA doesn’t disable all NLB settings in Windows

Click Apply.

You have to save the changes and restart the services before you can continue.
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Figure 3: Save the changes and restart the services on all cluster nodes

It is now time to download and execute the NLBCLEAR utility on all ISA Server 2006
array nodes. The NLBCLEAR utility clears all NLB settings from the local computer.
You can download NLBCLEAR from the Microsoft website. | provide a download link
in the link section of this article. Execute the RemoveAlINLBSettings.cmd tool from
the command line without parameters.

NLBClear.doc
NLBClear.ERE

null
readme . kb? 385508 . txt
RemoveAllHLBEettings .cmd
rktools.exe

SUFPFORT .CAB
SUPTOOLE .ME1
SUP_PRO.CAB
EUP_SRU.CAB
UnbindMLB.exe

Utilities.js
H . UbhTools.vhs
28 Dateidlen). 42 .164.748 Bytes
2 Uerzeichnisd(se>, 55.233.417.216 Bytes frei

C:stemp>HemoveAllNLBSettings .cmd

Thizs scpript attempts to clear all HLB settings from the local computer.
in order to workaround configuration issues.

You must be a local administrator to run this script successfully.

If you continue, the Firewall service will he stopped.
Warning: If ISA Server iz installed on the local computer.
all active connections through it will be terminated?
Driicken Sie eine heliebhige Taste . . .

Figure 4: USING NLBCLEAR

It could take some minutes until all changes are effective. My recommandation is to
reboot all IS array nodes after NLBCLEAR was executed.

ARP cache



You should also clear the ARP cache (Address Resolution Protocol) on all relevant
client computers and routers. To do this, type the following command at a command
prompt on each device:

Arp —d *
FSMO Schema Master

ISA Server 2006 saves its configuration into an ADAM database. ADAM is the Active
Directory Application Mode database from Microsoft. A central Configuration Storage
Server (CSS) held the ISA configuration and all array members use this CSS. If you
have multiple CSS, the first Server is the CSS. The ISA Server Multicast Update
changes the ADAM schema, so the Schema master must be contacted for an
schema update. If you have multiple Configuration Storage Servers in your
Enterprise, it is necessary to determine which CSS is holding the Schema Master
FSMO role.

There are some methods how to determine which ISA Server holds the Schema
Master role, one method is to use the script FINDCSSFSMO.VBS from Jim Harrison,
a Microsoft ISA/Forefront SE. Jim operates a website called www.isatools.org. The
tool to determine the Schema Master is downloadable on the website
http://isatools.org/tools/findcssfsmo.zip

Execute the script
cscript findcssfsmo.vbs [/server:NameOfCss]
ADSIEDIT

One other way to determine the ADAM schema master is to use ADAM ADSIEDIT
which is installed on every Configuration Storage Server.

First, establish a connection to the CSS on Port 2171, than navigate to the NTDS
Settings object of every ISA Server node.
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Figure 5: use ADSIEDIT to determine the Schema Master

To have a look at the ADAM schema and to determine the ADAM Schema Master
you have another method to use the Schema MMC Snaplin. Open a command
prompt, navigate to the ADAM directory and enter the following command:

Regsvr32 adam-schmmgmt.dl|

=10| x

G UINDOWS~ADAM > regsvr32 adam—schmmgmt .dll

G SUINDOWS~ADAM

RegSvr32 x|

\y DlRegister3erver in adam-schmmgrt. dil succeeded.

Figure 6: Register the Schema Management DLL



After that, open an empty MMC and add the ADAM Schema Snapin and connect to
the ADAM server with Port 2171.

"t Consolel - [Console Root',ADAM Schema]

'ﬁ] File Action Wiew Favorites Window  Help

- |B@EPB| 2

(L3 Consale Root | Mame |
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ADAM server: Part:
Isewel |2‘| 71

Connect uzsing these credentials:
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™ This account:

Uzer name; Iﬂ j J

Fazswarnd: I

0k | Cancel |

Figure 7: Schema MMC Snapin

After the connection has been established, right click the ADAM Schema object and
you can see the current schema Master.

':m Consolel - [Console Root, ADAM Schema [seryverdsadonm:Z171]]

kﬁ] File  Action Mjew Favorites  wWindow  Help

=~ | BENE @

I:l Console Rook Mame |
=~ Mg ADAM schema [server.isa,dom:2 | ] Classes
-] Classes (2 Attributes

----- 2 Attributes
Change Schema Master 7] x|

The zchema master manages modifications to the schema. Only one
zerver in the configuration set performs this role,

Current zchema master [online]:

zerveriza. dom: 2171

To transfer the schema master rale to the targeted
zemver below, click Change.

gerveriza. dom: 2171

Figure 8: Determine the Schema Master with the Schema Master MMC Snaplin

Change to Multicast



After we have found the ADAM Schema Master server, we can execute the script
KB938550.WSF with the following syntax to change the NLB from Unicast to
Multicast:

CSCRIPT KB938550.WSF /array:ISA-array-name /NLB:Muticast /Netl:name-of-the-
ISA-network

o Command Prompt

—— To operate on multiple networks:
czcript kh?38558.wsf rarray:arrayname snlbh:multicast snetl:netname “net2:
netname ~netd:netname
— There is no limit to the number of networks that can be managed in a si
ngle script execution

— Errors encountered at any point will cause the script to exit with no
changes made except if the schema has already been successfully updated.

—t—t—t—F—F—F—F—t—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—F—

C:ntemproscript KB?38558.wsf ~sarrav:inienstaedt snlbhimulticast snetl:internal
Microsoft (R} Windows Script Host Uersion 5.6
Copyright <C)» Microsoft Corporation 1996-2801. All rights reserved.

Uzing arguments *Aarrav-nienstaedt /nlbhb:multicast Anetl:internal’
Connected to C85 on localhost.

Connected to array 'Hienstaedt’.

*Internal’ OperationMode == unicast.

Metwork ‘Internal’ MLB Operation Mode was changed to ‘multicast’.
Array ‘Mienztaedt’ MLB configuration was updated.

C:stemp>
Figure 9: Change the NLB Modus from Unicast to Multicast for all networks that should use NLB

Multicast with IGMP

It is possible to update ISA Server NLB to Multicast with IGMP. IGMP (Internet Group
Management Protocol). IGMP is based on the IP protocol and makes it possible to
use IPv4 Multicasting with the help of Multicast groups. IGMP is used to help to better
integrate the Multicast protocol in different networking environments.

The syntax for enabling ISA Server Multicast NLB with IGMP is nearly the same as
enabling ISA Server Multicast NLB.

CSCRIPT KB938550.WSF /array:ISA-array-name /NLB:IGMP /Netl:name-of-the-
ISA-network



¢ Command Prompt

C:ntemproscript KB?38558.wsf Aarray:inienstaedt snlb-igmp ~netl:internal
Microsoft ¢R> Windows Script Host Uersion 5.6
Copyright ¢(C» Microsoft Corporation 1996-28081. All rights reserved.

Uzing arguments *sarray:nienstaedt nlb:igmp ~netl:-internal’

Connected to G35 on localhost.

Connected to array ‘'Mienstaedt’.

Connected to *LDAP://server.isa.dom:2171'.

MLB Cluster Operations Mode Capability is currently ‘multicast’.
Configuration Storage schema was updated.

Configuration Storage schema peplication wasz initiated.

MLE Cluster Operations Mode Capability was changed to ‘multicast w’ igmp’.

‘Internal’ OperationMode == multicast.
Metwork ‘Internal’ HLB Operation Mode was changed to ‘multicast w’ igmp’ .
Array *‘Mienstaedt’ MHLB configuration was updated.

Cistempr

Figure 10: Change the NLB Modus from Unicast to Multicast with IGMP for all networks that should use NLB

After enabling Multicast NLB, you must reactivate ISA Server NLB in integrated mode
with the help of the ISA MMC. After NLB has been reactivated, | recommend booting
all array nodes and after the array reboot has finished, monitor the NLB status with
the help of the ISA MMC.

Conclusion

In this article, | tried to show you how to change the ISA Server 2006 NLB modus
from Unicast to Multicast. Before you decide to change the NLB modus, you should
be sure that the Multicast modus is compatible with your network infrastructure. Both
Unicast and Multicast configurations have several pros and cons.

Related links

Configuring ISA Server 2004 Enterprise Edition — Part 4 — Implementing CARP and
NLB
http://lwww.isaserver.org/tutorials/Configuring-ISA-Server-2004-Enterprise-Edition-
Part4.html

Download NLBCLEAR.EXE
http://www.microsoft.com/downloads/details.aspx?FamilylD=0cfc0231-2000-488f-
a879-de00087f7a46

An update enables multicast operations for ISA Server integrated NLB
http://support.microsoft.com/kb/938550/en-us

NLB Troubleshooting Overview for Windows Server 2003
http://www.microsoft.com/downloads/details.aspx?familyid=9e6f4999-aeeb-40cf-
867b-af68742fffdc&displaylang=en

Using NLB with ISA Server Part 2: Layer 2 Fun with Unicast and Multicast Modes
http://www.isaserver.org/articles/basicnlbpart2.html

NLB FAQ

http://technet.microsoft.com/en-us/library/cc783135.aspx

How to determine AD/AM Schema Master
http://blogs.technet.com/isablog/archive/2008/07/13/isa-scripting-without-scripting-

1ISa.aspx
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