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Abstract

In this article | will try to give you a high level overview above the new Features in
Microsoft ISA Server 2006.

Let's begin

ISA Server 2006 is the next step in Microsoft's Security Strategy. ISA Server 2006 is
the successor of ISA Server 2004. ISA Server 2006 RTM is expected to release at
end of June 2006.

ISA Server 2006 contains all the Features of ISA Server 2004 with SP2 except the
Message Screener. The Message Screener from ISA Server 2004 is no more
available in ISA Server 2006.

Please note:
The SMTP Filter is still there in ISA Server 2006.
If you want to try ISA Server 2006 Beta 1 you should download ISA Server 2006 Beta

from the Microsoft Website. It is possible to download the English Standard and
Enterprise Version of ISA Server 2006.
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Figure 1: Download and install ISA Server 2006


http://www.isaserver.org
http://www.it-training-grote.de
http://www.microsoft.com/isaserver/2006/beta.mspx

Customer Feedback

After a successful Installation of ISA Server 2006, you will see a new Customer
Feedback Option in the ISA MMC and in the Properties of the ISA Server object in
ISA MMC. This Customer Feedback is not new to ISA Server 2006 but came the first
time with ISA Server 2004 SP2.

ISA Properties K E3

Generall Assign Fioles  Customer Feedback |

YW'e invite you tojoin our Customer Expenence [mprovement Program to
help improve the gquality, refliability and perfarmance of Microsoft software
and zervices.

If pou accept, we'll collect anornymous infarmation about your hardware
configuration and how you uze our software and services, ta identify trends
and usage patterns. We will not collect your name, address, or any other
perzohally identifiable information.

If you accept, the 154 Server policy on thiz aray will be modified to enable
YWw'eb Prowy client access on the Local Host network.

Learn more about the Customer E wperience Improvement Program
" ez, | am wiling to participate anorymaously in the Customer Experience

Improvement Program [Fecommended].
Information will be collected from this amay.

(* Mo | don't wizh ta participate. §
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Figure 2: Customer Feedback in ISA Server 2006

If you do not want to participate in this Customer Experience Improvement Program
click No, I don’t wish to participate.

News in Publishing

There are some enhancements in Webserverpublishing rules in ISA Server 2006.
One of the interested Thinks in ISA Server 2006 is that it is now possible to Publish
SharePoint Sites with an ISA Server 2006 Wizard. In the past you had to manually
create a Publishing rule for SPS and you had to read the SPS Publishing Whitepaper
on the Microsoft Website.

Firewall Policy Tasks

=] Publish Exchange ‘Web Client
ArCcess

=] Publish Mail Servers
=) Publish SharePoint Sites
=) Publish Web Sites

=] Publish Non-Web Server
Prokocols

) Create Access Rule

Figure 3: Sharepoint Portal Server Publishing



One of the other enhancements is now the possibilty to Publish specific Exchange
Mailserver versions. Exchange provides Publishing Wizards from Exchange 5.5 to
Exchange V12.

New Exchange Publishing Rule Wizard [ |

Select Services
Select the services that vou are publishing on this mail server.

Exchange version: Exchange Server Y12 j

Exchange Server 2003
Exchange Server 2000
V' outlook Web Acce Exchange Server 5.5

Web client mail services:

™ Outlook RPCHTTR(S)
I™ | outloak Mabile Socess

I Exchange ActiveSvnc
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Figure 4: Exchange version specific Publishing

ISA Server 2006 supports now the Publishing of Load Balanced Web servers. Load
Balanced Web servers are grouped in units called a Farm to provide continuous
Access and performance improvements.

Mew Exchange Publishing Rule Wizard x

Publishing Type
Select if this rule will publish a single Wehb site or external load balancer, a Web
server Farm, or multiple Web sites.

& Publish a single web site or an external load-balancer:

Use this option ta publish a single Web site, or to publish an external load-balancer in
front of several servers.,

" Publish a server Farm of lnad-balanced Weh servers
Use this option ta have ISA Server load balance requests between a server Farm (mirrored
SEFVErs ),

Help about publishing Web Farms.
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Figure 5: Publishing Load Balanced Web servers




The new Publishing Wizard provides better Support for Certificate Integration to
provide SSL Bridging features and Client SSL Authentication. | will tell you more
about this enhancement later.

MNew Web Listener Definition Wizard [ %]

Client Connection Security
Select what type of connections thiz Web Listener will establizh with clients.

% Require 55L secured cornections with clients

I 5 \L$ B‘ *:
154 Server will publish zervers only over iy | b
HTTPS to the clients. S el L]

™ Do not require 551 secured connections with
clients

A
Vi
N
1
f{

154 Server will publish servers over HTTP.

Publizhing ewer S5L requires that an appropriately named 551 Server
\\J) certificate is installed on the 154 Server computer.
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Figure 6: Client Connection Security

The new Web listener Definition Wizard that listens for incoming Web requests has a
new Icon a “World ball” and it is possible to select if ISA Server should compress the
content through this defined Web Listener. The Compression Feature first came with
ISA Server 2004 SP2.

MNew Web Listener Definition Wizard E3

Wweb Listener IP Addreszes

Specify the 158 Server networks, and the [P addrezzes on those networkz, that
will listen for incoming *eb requests.

Lizten far incoming Web requests on theze networks:

i 5E.'|EC Pz

<AllP addresses

O <% Intem

O =% Lokaler Host <AllP addresses>

O =% Quarantdnen PN -Clients <AllP addresses> -
T S I _>|J

Select IP Addreszes...

¥ 154 Server will compress content sent to clients thiough this Web Listener if the clients
requesting the content support compression.

Help about \eh listener [P addreszes
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Figure 7: Web listener Publishing Wizard



The new Web Listener Definition Wizard allows you to select a single certificate for
the specified Weblistener.

New Web Listener Definition Wizard Eq

Listener 551 Certificates
Select a certificate for each IP address, or specify a single certificate for this Web
lizterer.

' |se a single certificate for this 'Web Listener

| i SelectCeriicate.. |

i~ Assign a cettificate for each IP address

P Address | Metwark, | Server | Certificate

Select Certificate... |

< Zurlick | wheiter » | Ahbrechenl

Figure 8: Certificate Selection

It is possible to assign a certificate for each IP address bound to the Adapter that the
listener will use.

Please note:

It is not possible to assign more than one certificate to a single IP Address. For more
Information on that read the following statement from the ISA Server Product Team.

There is a new Certificate selection and verification console where it is possible to
select certificate. You can see the Validity of the Certificates and the Issuing CA and
the friendly name. Invalid certificates will be highlighted in red colour.

2 _iaix]

Select a certificate from the list of available certificates:

Issued To | Yalidits I Issued B | Expiration Date | Friendly Mame |
-’g‘jfw}muc alid TestCA 07.12.2007 virtueller Standardserver For SMTP

* fw3-muc, msxdom.int., . Valid TestCh 0 07

-@msxl Valid RootCa 07.12.2007 Virtueller Standardserver For SMTP
-@test alid RootCa 07.12,2007

kaTBstCF\ Invalid TestCA 07.12.2010

I show only valid certificates

Cettificate Installation Detais:

Server Mame | Cettificate Store | Private Ke: l
@Fw}muc Correctly installed {Local Machine, ... Correctly installed

el

Figure 9: Certificate verification


http://blogs.technet.com/isablog/archive/2006/04/01/423869.aspx

New Authentication Methods

One of the biggest changes in ISA Server 2006 is the built-in Support for different
Authentication schemes.

Depending on the type of listener you had the choice of the following Authentication
Methods:

HTML Client Certificate Authentication
HTTP Authentication
HTML Form Based Authentication

ISA Server can validate the credentials against:

Active Directory

Active Directory via LDAP (new in ISA Server 2006)
RADIUS (OTP)

RADIUS

RSA SecurlD

Mew Web Listener Definition Wizard B ﬂ

Authentication Settings

Select how you would ke clients to authenticate to 154 Server and how 154
Server should walidate their credentialz,

Specify how clients will provide credentialz to 154 Server:

S5L Client Certificate Authentication L‘

HTHML Farm Authentication

HTTP Authentication

55| Client Certibicate Authenbication
Mo Authentication

Specify how 154 Server will validate client credentials;

&+ Active Directon [Windows] C BADIUS ETR
£ fetive Directan (LDAR] 7 HE4 Securll
) BADILE

Help about Authentication zettings
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Figure 10: Authentication settings



ISA Server 2006 can now work with Kerberos constrained Delegation if ISA Server is
a domain member.

Mew Exchange Publishing Rule Wizard x|

Authentication Delegation
Authentication delegation is the method 154 Server uses to authenticate the

session it opens with the published site,

Select the method used by ISA Server to authenticate o the published Web site:

Basic authentication LI
Mo delegation - do nok allow end-to-end authentication
Mo delegation - allow end-to-end authentication

Basic authentication
MTLM authentication
iNeqotiate (KerberosiMTLM)
lKerberDs constrained delegation

Help about authentication deleqation
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Figure 11: Authentication Delegation

ISA Server 2006 now allows Single Sign On (SSO) for ISA Weblistener.

Mew Web Listener Definition Wizard x|

Single Sign On Settings
Single Sign On [550] allows uzers to authenticate one to |54 Server to access all

publizhed \web sites that uze thiz 'Web liztener.

[w {Enable 550 for Web sites published with this 'web listener

The 550 domain name specifies the publizhed sites between which thiz Web listener wil
allow 550 to be applied.

550 domain hame:

Ewxample: To enable 550 between sites 'portal contoso, com' and 'sales. contoso. com',
the S50 domain is .contozo.com
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Figure 12: SSO Settings



Customizable Forms Based Authentication

With ISA Server 2006 it is now possible to create a customized HTML form instead of
the default. With this feature you can customize the form to fulfil your Corporate
Identity requirements.

Exchange 12 Properties y ﬂﬂ

Bridaing I zers I Schedule I Link Tranzlation
General | .ﬁctionl Fram I To | Traffic | Listener | Public Name | Paths
Authentication Delegation Application Settings

[~ Usze a customnized HTML form instead of the default

Tuvpe the custom HTML form zet directony [must exizt on all aray
members):

Publizhed zerver logaff URL:
I?Emd:lngoff

Logon type:

IUser specified [public ar private] j

Exchange Publishing Attachment Blocking
Block e-mail attachments for clients connecting from;

[ Public computers

™ Private computers

Help about Web Publishing application settings
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Figure 13: Customized Forms

Please Note

In an upcoming Beta Version of ISA Server 2006 it should be possible to provide an
integrated Password change Feature for OWA users. Until now you must activate this
Feature manually on Exchange side and there is no easy way to activate the
Password Change Feature in the FBA process on ISA site.



Link Translation

The Link Translation feature in ISA Server 2006 has completely changed. The Link
Translation feature support additional Character Sets and is automatically activated
when you create a Web server Publishing rule.

Exchange 12 Properties ﬂﬂ

General I Actionl From I To I Trafficl Listenerl Public Namel Pathsz I
Authentication Delegation Application Settings
Bridging I Lsers I Schedule Link. Tranzlation

IV Apply link translation to this rule
With this option gelected. links in Web content uzing intemal server
names will be tranglated to the public name. Local and global mappings
will be applied to this publizhing mwile.

W &lzo apply link banslation to Web content using this character set
(i addition to content uzing the UTF-8 character zet):

Additional character zet must be installed on all 1S4 Server computers.

Configure local mappings for thiz publishing rule: Carfigure... |

Wiew all link translation mappings applied to thiz publishing Mappings... |
1ule [lozal and glabal mappings): =

Help about glabal link tranzlation settings
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Figure 14: Link Translation

LDAP Authentication

ISA Server 2004 came with support for RADIUS in Webserverpublishing Rules and
for VPN so that ISA Server must not be a member of the Active Directory Domain.
Implementing RADIUS Authentication has some pros and cons so that Microsoft now
Support native LDAP Authentication in ISA Server 2006 in form of an LDAP
Authentication Webfilter.

Microsaft- :
Interpet Security &
Acceﬂntion%erm
Standard Edithon

f Application Filkers I‘{ Web Filters \

Ordar + I Tame | Description | D ection | Yersion | Yendar | Relative Path | Prictit:

d 1 DiffSery Filker Enables DiffSery kagging of Web traffic accor... Both 4.0 Microsof ... DiffSery.dll High
L e ‘Web Publishing Load Balanc... Enables publishing of load balanced farms of ... Incoming Web Reguests 4.0 Microsof ... wPLoadEalancer.dll High
W3 Compression Filker Enables HTTR/HTTPS compression Both 4.0 Micrasaf... comphp.dll High
4 Authentication Delegation F... Enables authentication delegation to the publi... Incoming Web Requests 4.0 Microsof ... authdflt.dl High
«25 Forms-Based Authenticatio... Enables Forms-based {cookie) authentication a... Incoming \Web Requests 4.0 Microsof ... CookieAuthFilker dll High
6 RADIUS Authentication Filker  Enables RADIUS authentication Both 4.0 Microsaf ... radiusauth,dll High
7 LDAP Authentication Filker Provides LDAP Authentication Incoming Web Requests 4.0 Microsof ... [dapfilker.dl High
o ki Link. Translation Filter Enables link translation For published Web ser... Incoming Web Requests 4.0 Microsof ... LinkTranslation.dll  Medium
a9 HTTP Filter Filkers HTTP traffic and enforces configurable ... Both 4.0 Microsof ... HetpFilker. dil Lo
“ 310 Caching Compressed Conte... Enables caching of compressed HTTP content  Both 4.0 Microsof ... camplp.dll Law

Figure 15: LDAP Authentication Webfilter



You can specify the Active Directory Servers to use and you can choice to use a
Global Catalog Server. If you want to secure the communication with the Active
Directory Server you can use LDAPS (Secure LDAP).

Authentication Servers 2 xl

RADILS Servers LDAP Servers !

Specify the Active Directory servers available for LDAP user
authentication, Servers are queried in the order in which they are listed,

[arne | Descripkion I

Bemove

|_ |_ =
IE!— IEL
= o

Enter the Active Directory domain name (use the Fully-qualified domain
narme)

Diamain (FODM): [
Example; contosa, microsaft, com

W Use Global Catalog (GC)

[ Connect LDAP servers aver secure conneckion
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Figure 16: Specify LDAP Server

VPN changes in ISA Server 2006
ISA Server 2006 supports the following VPN protocols:

L2TP over IPSEC
PPTP
Pure IPSEC

There are no significant changes in ISA Server 2006 VPN support in Beta I. One of
the interesting news and changes in ISA Server 2006 VPN Support is the ISA Server
Branch Office Connectivity Wizard.

Some of you had used the VPN Site to Site Wizard in ISA Server 2000 where it was
possible to create the required VPN Connection and after creation it was possible to
save the configuration to a Floppy Disc. With this Floppy disc it was possible to end
the VPN Setup at the other Site where the counterpart ISA Server resides.

With ISA Server 2006 this Wizard lives again.



Welcome to the ISA Server
mg;ﬁets.ecuﬁty 2 Br_anch Office WPN Connectivity
Acceleration Serveraoos  Wizard

This wizard helps wou configure & YPN connection
between this branch office and a remote WPM site (such
as headquarters). Complete this wizard to create a YPM
connection and configure this computer as an ISA Server
array member connected ko an ISA Server Configuration
Storage server, The wizard also joins & domain if
required,

To continue, click Mext,
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Figure 17: ISA Server Branch Office Connectivity Wizard

The VPN Branch Office Wizard will help you to create a VPN connection between a
Branch Office and a Headquarter. After completing the Wizard all information could
be written to disc or other removable media, transferred to the Branch and at this site
you can finish the VPN Implementation by inserting the Media, starting the VPN
Wizard and specify the Import file.

Please note:

This Feature is in Beta 1 only available for ISA Server Enterprise Edition and requires
a manually start of the AppCfgwzd.exe located on the ISA Files.

Flood Mitigation

ISA Server 2004 capability to limit DoS and Worm attacks and to fight against
flooding is very limited. With ISA Server 2006 Microsoft has implemented a new
feature called Flood Mitigation.

With the help of Flood Mitigation it is possible to limit the number of concurrent TCP
and UDP Sessions per IP address, the number of HTTP requests per Minute, per IP
address, the number of TCP connections request per Minute, per IP address and
many more.

To get the best out of the new Flood Mitigation feature you must carefully monitor
your network to distinguish between Flood Attacks and Worms and normal legitimate
processes from your Applications in your network.



Flood Mitigation

Flood Mitigakion | IF Exceptions I

|2

x|

v Enable mitigation For Flood attacks and worm propagation:

Configure how 158 Server mitigates potential atkacks:
TCP conneck requests per minute, per IP address Configure. ..
TCP concurrent connections per IP address Configure. ..
TCP half-open connections Wigar, .
HTTP requests per minute, per IP address Configure. ..
Mon-TCP new sessions per minuke, per rule Configure. ..

UDP concurrent sessions per IR address Configure. ..

FRHREGY

Set event trigger For denied packets Corfigure...

[+ Log traffic blocked by flood mitigakion settings

Help abaut Flood atkack mitigation
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Figure 18: Flood Mitigation Feature

Conclusion

| hope this article was useful for you to see what has changed and improved in ISA
Server 2006. If you look into the details of ISA Server 2006 I'm sure you will find
many more changes. ISA Server 2006 has several evolutionary enhancements with
an emphasis in Publishing, Certificate Management and Authentication. In my
opinion Microsoft could name ISA Server 2006 — ISA Server 2004 R2. ISA Server
2006 is a stopover to the next version of Microsoft ISA Server.

Related Links

ISA Server 2006 Overview
http://www.microsoft.com/isaserver/2006/default. mspx
Download the ISA Server 2006 Trial
http://www.microsoft.com/isaserver/2006/beta.mspx

ISA Server 2006 Reviewers Guide
http://www.microsoft.com/isaserver/2006/prodinfo/quide.mspx
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