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Abstract

This is the second part article of a four part article series which will show you how to
install and configuring ISA Server 2004 Enterprise Edition on two ISA Server Firewall
members. These article series will contain the following articles:

Installing ISA Server 2004 Enterprise Edition — Part | — Installing and

Configuring the Configuration Storage Server

Installing ISA Server 2004 Enterprise Edition — Part Il — Installing ISA Server

2004 Firewall on two Servers

Administering ISA Server 2004 Enterprise Arrays

Enabling CARP and NLB in ISA Server 2004 Enterprise

If you have more ideas about ISA Server 2004 Enterprise articles, please let me
know and I will check if your idea could be part of a new article.

Let's begin

For this article series we have the following configuration:

Name Role Configuration
DEN-DC-01 Windows 2003 Domain Controller INTERNAL: 192.168.1.10
DEN-CSS-01 Windows 2003 Member Server INTERNAL: 192.168.1.20

with ISA Server 2004
Configuration Storage Server

DEN-ISAEE-01 | Windows 2003 Member Server INTRAARRAY: 192.168.0.1
with ISA Server 2004 Enterprise INTERNAL: 192.168.1.1
Firewall EXTERNAL: 172.16.1.1

DEN-ISAEE-02 | Windows 2003 Member Server INTRAARRAY: 192.168.0.2
with ISA Server 2004 Enterprise INTERNAL: 192.168.1.2
Firewall EXTERNAL: 172.16.1.2

First start the Configuration Storage Server and check the event logs for errors. If
everything is fine, insert the ISA Server 2004 CD into the first Windows Server 2003
machine and start the setup process. Select Install ISA Server services (Figure 1).




Microsoft ISA Server 2004 - Installation Wizard [ x|

Setup Scenarios

Select the scenario that best describes this installation,

* Install 154 Server services!
The computer will be an 154 Server array member running IS4 Server services,

(" Install Configuration Storage server
The computer will store the configuration used by ISA Server arrays, ISA Server array

computers will conneck to this server to retrieve the configuration,
" Install both ISA Server services and Configuration Storage server

The computer will be an 154 Server array member and used to store the enterprise
configuration,

" Install ISA Server Management
The computer will be used ko remotely manage the 134 Server enterprise.
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Figure 1: Install ISA Server services

This setup options installs the ISA Server components and ISA Server
Management. If you wish to install additional components select the required

features (Figure 2).

ii‘g Microsoft ISA Server 2004 - Installation Wizard

Component Selection

The selacted Features will be installed,

Click on an icon in the lisk ko view or modify how a Feature is installed,

— Feature Description

1534 Server Managenent gz:;.:::;sn ?wcn;t?-;s;rils-ld Sl

Firewall Client Installation Share
Message Screener
Configuration Storage server

This feature requires 24 ME on
vour hard drive. It has 1 of 1
subfeatures selected, The
subfeatures require 64 ME an
wour hard drive,

Install bo:

C\Program Files\Microsoft IS4 Server!, Change... |
Help Space < Back I Mext = I Cancel |

Figure 2: Select ISA Server components

In the next installation screen (Figure 3) you must specify the Configuration Storage
Server and the credentials for connecting to this server.



i"a Microsoft ISA Server 2004 - Installation Wizard

Locate Configuration Storage Server

Specify the Configuration Storage server and the credentials For connecting o
the sarver,

Configuration Skorage server (bype the FODM):

IDen-CSS-Dl .Cohaovinevard.com

riConnection Credentials

* Connect using the credentials of the logged on user

" Connect using khis account:

LUser name; I

Passward: |
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Figure 3: Select the Configuration Storage Server

Select Join an existing array. To join an existing array the installation account must
have ISA Server Array Administrator privileges. You will learn more about ISA Server
permissions and delegation feature in the next article of this article series on

Www.isaserver.org.

i“% Microsoft ISA Server 2004 - Installation Wizard

Array Membership

Select the array membership For this ISA Server computer,

X

z ) Create a new array

Create a new array and add this IS4 Server computer to that array. Tocreate
an array, wou must have [54 Server Enkerprise Administrator privileges,

o Join an existing array:

Add this IS4 Server computer to an existing [54 Server array. To join an exisking
array, you must have IS8 Server Array Administrator privileges,
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Figure 4: Join an existing Array

Select the Array Name MainArray (Figure 5). You must have Array Administrator
rights to install the ISA Server Firewall into the existing Array.

Port requirements for ISA Server communication

ISA Server components require several ports to communicate with other
Configuration Storage Servers, ISA Server Firewall members and ISA Server

Management computers.



MS Firewall Storage

MS Firewall Storage is an inbound LDAP-based protocol. It uses port 2172 for SSL
connections and port 2171 for non-SSL connections. Array Members communicate
with the Configuration Storage Server using the MS Firewall Storage protocol.
Computers running the ISA Server Management console also use the MS Firewall
Storage protocol to read and write from the Configuration Storage Server.

MS Firewall Storage Replication

This protocol is an outbound TCP protocol, which is defined on port 2173. MS
Firewall Storage Replication is used for configuration replication between
Configuration Storage Servers.

MS Firewall Control

This is another outbound TCP protocol and is defined on port 3847. It is used for
communications between ISA Server Management and computers running ISA
Server services.

Remote Procedure Call (RPC)
To monitor server performance, the ISA Server Management computer requires

remote procedure call (RPC) connectivity to the ISA Server computers.

iz'}'; Microsoft ISA Server 2004 - Installation Wizard x|

Join Existing Array

Specify the array this ISA Server compuker will join.

Array name: [Main Array

/ "= To select an array, vou must have array administrative privieges far the
\35‘) specified array,
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Figure 5: Specify the Array this ISA Server computer will join

Select Windows authentication (Figure 6) because we are deploying ISA Server
services and the Configuration Storage Server in the same domain so that the
connection will be encrypted (signed and sealed).



ii§ Microsoft ISA Server 2004 - Installation Wizard x|

Configuration Storage Server Authentication Options
Select how the IS4 Server computer will authenticate ko the Configuration Storage server,

% Windows authentication:
This 134 Server compuker and the Configuration Skorage server it will connect ko reside
in the same domain or in trusted domains, The connection will be encrypted (signed and
sealed),

" puthentication over S5L encrypted channel

This I54 Server computer and the Configuration Storage server it will connect to do not
reside in krusted domains, or either compuker is part of & workgroup, This compuker must
trust the Certificate Autharity (CA) which issued the server certificate ba the
Configuration Storage server,

= |Use an existing trusted root G4 certificate

" Installla beusted ook C4 certificate

| Btomse, .. |

-
Q)Fnr details about installing certificates, see the Getting Started Guide,
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Figure 6: Select Windows authentication

Specify the IP address range for the internal network. The internal IP address range
will be protected from ISA Server 2004 Enterprise. It is also possible to select
Enterprise networks but we haven't created an Enterprise network in our ISA Server
Array and you will learn in an upcoming article what Enterprise networks are.

i“% Microsoft ISA Server 2004 - Installation YWizard x|

Internal Network

Specify the address ranges you want included in the IS4 Server Internal
nekwork,

Click Change ta edit or add addresses and Enterprise netwarks For the
Change...
Internal network.

Internal Netwark Address Ranges (From-Ta):

192.1658,1.0-192.165.1.255

Enterprise Metworks

[\l) For details, see the Getting Started Guide,

Cancel
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Figure 7: Specify the internal IP address ranges

During installation, some services running locally on this computer may be restarted
or disabled (Figure 8) and some services will be disabled during installation.



i:!‘:!f Microsoft ISA Server 2004 - Installation Wizard x|

Services Warning

During installation, some services running locally on this computer may be
restarted or disabled.

Services that will be restarted during installation:

SMMP Service

FTP Publishing Service

Metwork News Transfer Protocal (NNTF)
115 Admin Service

w'orld Wide Web Publishing Service

Services that will be disabled during installation:

Internet Connection Firewal (ICF) § Internet Connection Sharing (IC5)
IP Metwork Address Translation

Cancel |
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Figure 8: Disabled Services and Services to restart

After finishing setup you must restart the Server so that the configuration changes
take effect.

Microsoft [SA Server |

' Wou musk restart your system Far the configuration changes made to Micrasaft 154 Server bo take effect, Click Yes to
. reskart now ar Ma if you plan to restart later,

Figure 9: Click Yes to restart the Server

Repeat these steps installing ISA Server 2004 Firewall services on the second ISA
Server.

After installing the second Server restart this server and after both ISA Server nodes
are rebooted, you can start the ISA Server Management console and navigate to
Arrays — Main Array — Configuration — Servers to see the if both servers are
operational. If everything is fine you will see a green icon (Figure 10) on every ISA
Server object.

B 15A Server 2004 Enterprise Edition

File  Action iew Help
« = |@&m2]a

| =) Microsaft Internet Security and Acceler 3
- f Enterprise ccelerati l)' Configuration Storage Server: Den-CS5-01.Cohovineyard.com
E@ Arrays

E|‘LE] Main Array

Manitaring f’ Servers \

Firewall Policy {Main Array)

MName = Host 10 CARP Load Factor | Created ‘ersion | Product ID
i._& Den-ISAEE-O1 2 100 16.10.2005 11:58:19 4.0.3439.50 F6668-000-0000016-00958
|y Den-ISAEE-DZ 3 100 16.10.2005 12:03:19 4.0.5439.50 F6665-000-0000016-00129

Congratulations. You have successfully installed your first ISA Server 2004
Enterprise Array with two ISA Array Members.



Conclusion

As you have seen in this article, it is not so hard to install ISA Server 2004 Firewall
Array members. The third article will deal with the administration of ISA Server 2004
Array members and ISA Server 2004 Arrays.

Related Links

Deployment Guidelines for ISA Server 2004 Enterprise Edition
http://www.microsoft.com/technet/prodtechnol/isa/2004/deploy/dgisaserver.mspx
Introduction to Branch Deployment of ISA Server 2004 Enterprise Edition
http://www.microsoft.com/technet/prodtechnol/isa/2004/plan/intro_to _branch deploy
ment_ee.mspx
ISA Server 2004 Enterprise Edition in a Workgroup
http://www.microsoft.com/technet/prodtechnol/isa/2004/plan/workgroup ee.mspx
Network Load Balancing in ISA Server 2004 Enterprise Edition
http://www.microsoft.com/technet/prodtechnol/isa/2004/plan/network load balancing
ee.mspx
Troubleshooting Host IDs in ISA Server 2004 Enterprise Edition
http://www.microsoft.com/technet/prodtechnol/isa/2004/hostid.mspx
Troubleshooting Network Load Balancing in ISA Server 2004 Enterprise Edition
http://www.microsoft.com/technet/prodtechnol/isa/2004/plan/ts nlb _ee.mspx
ISA Server 2004 Enterprise Edition Configuration Guide
http://download.microsoft.com/download/6/9/0/690d2ee7-a4e0-4c0a-80d4-
le30ebcacldel/isa 2004 ee configuration guide.doc
Renaming Configuration Storage Servers in ISA Server 2004 Enterprise Edition
http://www.microsoft.com/technet/prodtechnol/isa/2004/plan/renamecss _ee.mspx




