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Microsoft Forefront UAG — Publishing Microsoft Sharepoint Server 2010
Abstract

In this article I will show you how to publish Microsoft Office Sharepoint Server 2010
with Forefront UAG.

Let's begin

In a previous article published at www.isaserver.org | showed you how to create a
portal trunk in Forefront UAG to publish internal applications like Microsoft Exchange,
Microsoft CRM and many more. In this article we will use a newly created Forefront
UAG portal trunk to publish an internal Microsoft Office Sharepoint Server 2010.

What are the differences publishing a Microsoft Sharepoint Server with Forefront
TMG and Microsoft Forefront UAG

Forefront TMG also allows you to publish a Sharepoint Server but Forefront UAG has
some capabilities for publishing a Sharepoint Server. In addition to the Forefront
TMG capabilities Forefront UAG comes with the following major enhancements:
e Accessing a Sharepoint Server through a portal with different authentication
providers
e Forefront UAG application optimizers to control access from the client to the
Sharepoint Server through Forefront UAG
e Deeper HTTP and application aware filtering
e Forefront UAG Endpoint access policies
e More granular and deeper session monitoring

To publish a Microsoft Sharepoint Server start the Microsoft Forefront UAG
Management Console go to the HTTPS portal trunk created earlier and click Add
under in the Applications window to start a wizard which will help you to publish
different applications in the Forefront UAG portal.

Select Web — Microsoft Office Sharepoint Portal Server 2010 to publish the internal
Sharepoint Server 2010 or a farm of Sharepoint servers.
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Step 1 - Select Application
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Figure 1: Sharepoint publishing wizard

Next, we must specify a name for the new application. In Step 3 it is possible to
configure Endpoint policies for the application. Forefront UAG allows you to create
Endpoint policies at the port trunk level and at the application level to control access
to the portal and the application from external clients. If you are unfamiliar with UAG
Endpoint policies leave the settings unchanged.
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Step 3 - Select Endpoint Policies

Access policy: ||§ Default Web Application Access | j
Upload policy: I % Default Web Application Upload j
Download policy: I % Default Web Application Download j

Restricted zone policy: | 44 Default Web Appication Restricted Zone A v |

Edit Endpoint Policies. .. |
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Figure 2: UAG endpoint policies

Next click configure an application server. In Step 5 enter the FQDN of the internal
Microsoft Sharepoint Server 2010 and the port you would like to use when Forefront
UAG should access the internal Sharepoint Server. If you want to restrict access to a
specific path you are able to do this in the UAG configuration wizard.
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Step 5 - Web Servers

Address type: (¥ IPMHost € Submet € Regular expression

Addresses: charepoint, domain.local

Paths: /

% HTTP port: IBD i~ HTTPS port;|+13

Public host name: I sharepoint| A =
[ Replace the host header with the following

,ﬁ, To allow access to information protected by Information Rights
= Management, publish the Rights Management Services server via Forefront
UAG,
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Figure 3: Specify internal Sharepoint server

In Step 6 we can use different authentication mechanisms. Because we want to
enable SSO (Single Sign On) for users which access the Forefront UAG portal to use
the internal Sharepoint Server.
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Step 6 - Authentication

Spedfy how user credentials provided during session login are
forwarded to published application servers requiring authentication.

IUse single sign-on (550) to send credentials to published applications.

¥ Use 550
Select authentication servers:

£ DOMAIN.LOCAL Add...

Remove |

Select dient authentication method,
For KCD authentication, after completing the wizard, edit the application
properties, dick the Authentication tab, and configure the KCD settings.

i 401request  HTML form ' Both

[~ allow rich dients to bypass trunk authentication

I" | Use office Forms Based futhentication Far, Office client applications
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Figure 4: SSO for Sharepoint

We would like to add a portal and toolbar link, and if you want to open the Sharepoint
Server application in a new window it is possible to enable this checkbox.
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Step 7 - Portal Link

¥ add a portal and toolbar link

Portal name: I Sharepoint

Folder: I

Application URL: I https:/fsharepoint. iniiijmm. de/

Icon URL: I images/Apploons/SharePoint2010. gif

Short description: I

Description: ;I
=

¥ Open in a new window
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Figure 5: Portal name

In Step 8 it is possible to configure the authorization settings to access the
application in the portal. If you would like to grant all authenticated users access to
the Sharepoint application leave the default setting unchanged. If you want to only
grant specific users and user groups access to the Sharepoint application uncheck
the checkbox and select the users and usergroups from the previous created
repository to grant or deny them access to the Sharepoint application.
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Step 8 - Authorization

Specify users and groups that can view and access the application via
the portal.

v authorize all users

Users and groups:

Mame | Allow | View | Deny |

add... Remaoyve
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Figure 6: UAG authorization

Click Finish.

We must now save the configuration to store the changes to the UAG configuration.
Click the floppy symbol to save the configuration. After that we can activate the
configuration so that all changes will be effective after a short amount of time. To
activate the configuration click the button right from the floppy symbol.

After the application has been created in the portal we are now able to customize the
settings of the Sharepoint application. I will only give you some high level steps for
application customization.
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Figure 7: UAG portal with Sharepoint application

The Web Settings tab allows you to verify URLs used or to allow WebDAV methods
to the published server and many more settings.

I
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4¢ Endpoirt Policy Settings
% Web Server Security I j] Cookie Encryption
‘ @ Download/Upload | ﬁ Portal Link I 3{, Authorization
) Genersl | @ Web Servers @ Web Settings | 52, Authentication

Apply these rules for requests to the published server:

¥ Verify URLs
[~ Evaluate without enforcement
¥ Alow data using WebDAY methods
I~ Check XML data integrity
¥ Spply URL character niles
[~ Use user-dependent varables in URLs
! ¥ Alow POST requests without a contert4ype header
. ¥ lgnore predefined URL list in session timeout calculation
¥ Activate restricted zone

Specify the authaorzation key orthe source IP address key to send to the
server, and key format.

[T Authorization key: I
fey format: {* Header " Farameter
[ Source IP address key: I
[ f.ey famat: {* Header € Parameter

" @ Help ok | Cancel

Figure 8: Web settings

The Download / upload tab allows you to control the download of content to the
published Sharepoint Server.
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Figure 9: Download/upload settings

The Web Server Security tab allows you to activate the smuggling protection feature
and the maximum size of the POST request. HRS can be used to block requests if

the following conditions apply:

e The method is POST
e The content-type is not listed in the content-type list
e The length is greater than the specified maximum length

This option should be enabled only for servers that are vulnerable to HRS attacks. If
this option is enabled when it is not required, applications may not behave as
expected.
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Specify how the application is protected against HT TP request
smuggling, including contert types that are allowed, and the
maximum size of a POST reauest.

— W Activate smuggling protection

Cortent types: applicationA-www-form-ulencoded
multipart/form-data

multipart/related
application/x-vemeerurencoded
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POST request
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Figure 10: Web server security

The Cookie Encryption tab allows you to enable Cookie encryption to hide cookie
names and values.



| Application Properties (Microsoft SharePoint 5 X
+¢ Endpeint Policy Settings I

=1 General | i Web Servers | i Web Settings I 53, Authertication I
@ Download/Upload | ﬁ Portal Link I 3?, Authorization I
% Web Server Security =| Cookie Encryption

Specify encryption settings for Set-Cookie headers, to hide cookie names
and values.

[~ Enable cookie encryption

Encpt cockies az fallows:

£ Enciypt only those defined in the applization cookie list

fl Encrpt all except far thaze defined in the alobal and applicatian
cookie lizts

Application cookie lizt

Mote: Global cookies are defined in the WhiExcludeCoolie xml file,
located in the “won'corf folder of the UAG installation directary.
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IFigure 11: Cookie encryption

At client side

After all settings has been configured you can now test the connection from an
external client. Open the portal website. If you visit the website the first time a set of
ActiveX controls or Java applets depending on the browser version you use will be
installed. These components are called the endpoint detection components which
interacts with the Forefront UAG Server for applying Endpoint policies and for local
interacting between the Forefront UAG Server and the client.
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Figure 12: Portal endpoint detection

The user must enter the user name and the password.

Application and Network Access Portal

Log On

User name: |au:|mini5tramr |
Password: [seesssesl |
Language: English (en-US) -

This site is intended for authorized users only.
If you experience access problems contact the site administrator.
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Figure 13: Logon to the portal

After the user has been authenticated he will get access to the Forefront UAG portal
and can now use the published Sharepoint application.
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Figure 14: UAG portal accessing Sharepoint

Depending on the Forefront UAG configuration, the Sharepoint website will be
opened in the same portal window or in another window.
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Figure 15: Sharepoint access through Forefront UAG



Conclusion

In this article we published a Microsoft Office Sharepoint Server 2010 with Microsoft
Forefront UAG. As you have seen, publishing a Microsoft Office Sharepoint Server
with Forefront UAG provides much more capabilities and customization as to publish
a Microsoft Office Sharepoint Server with Microsoft Forefront TMG.

Related links

Microsoft Forefront UAG — Overview of Microsoft Forefront UAG
http://www.isaserver.org/tutorials/Microsoft-Forefront-UAG-Overview-Microsoft-
Forefront-UAG.html

Forefront UAG technical overview
http://technet.microsoft.com/en-us/library/ee690443.aspx

Sharepoint publishing solution guide
http://technet.microsoft.com/en-us/library/dd857299.aspx
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