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Publish Remote Desktop Services RemoteApp with Forefront UAG
Abstract

In this article we will talk about the required configuration steps to publish Windows
Server 2008 R2 Remote Desktop Services with installed Remote Apps through
Forefront UAG.

Let's begin

First we need to setup a Windows Server 2008 R2 Remote Desktop Session host
with the RemoteApp feature. You will find more installation instructions here.

This article assumes that a Forefront UAG portal trunk has already been configured.
If you want to read more how to create a Forefront UAG portal, please read the
following article.

To publish RemoteApps as an application in the Portal trunk open the Forefront UAG
administration console and right click the Portal icon — Add application. We want to
publish Terminal Services aka Remote Desktop Services and the RemoteApp feature
as shown in the following screenshot.


http://technet.microsoft.com/en-us/library/ee216766.aspx
http://www.isaserver.org/articles-tutorials/configuration-general/Microsoft-Forefront-UAG-Creating-portal-Forefront-UAG.html

Add Application Wizard : X|
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Select the application you want to publish.
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Figure 1: Publish RemoteApp
Enter an Application name

Forefront UAG has some powerful capabilities called Endpoint policies which controls
the requirements a client must fulfill to get access to the Forefront UAG portal and
published applications. To learn more about Endpoint policies you can read the
following article. The Application wizard presents some default Endpoint policies. It is
possible to modify these policies for example if you want to be more restrictive if a
user should not be able to use feature like clipboard redirection, device and drive
mappings.



http://www.isaserver.org/articles-tutorials/general/Microsoft-Forefront-UAG-Explaining-configuring-Forefront-UAG-endpoint-policies.html
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Step 3 - Select Endpoint Policies

Select the endpoint policy you want to use for application access.

Access policy: I% Default Web Application Access |j

Select the polices for Remote Desktop Services (RDS) device redirection,

Printers: I % Default Mon Web Application Access j
Clipboard: I % Default Mon Web Application Access j
Drives: I % Default Mon Web Application Access j
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Figure 2: Forefront UAG Endpoint Policies

Before we are able to use the published RemoteApps on the Remote Desktop
Session host we have to export the list of RemoteApps on the RemoteApp Server.
Start the RemoteApp Manager on the RemoteApp Server and select Export
RemoteApp settings in the action pane as shown in the following screenshot.
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Figure 3: Export RemoteApp Settings on the Remote Desktop Session host

Export the file at a location where Forefront UAG is able to access the file. In the
Import RemoteApp Programs section import the exported RemoteApp (.TSPUB) file.
The name of the Remote Desktop Session host will be automatically configured,
based on the information in the export file.
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Step 4 - Import RemoteApp Programs

Impart server settings from a RemoteApps settings file. You can also
specify a Remote Desktop Session Host.

File to impart (. tspub):

I Wirainer-dccg\temp'\Programs. tspub Browse... I
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If you are using an RD Session Host server farm, add all of the RD
Session Hosts that might be used by it.

IF addresses, IP address ranges, FQDMs, or subnets:

TS1. trainer.intern
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Figure 4: Import RemoteApp programs

Add the available RemoteApp programs to the published RemoteApp list which
should be accessible for users in the Forefront UAG portal.
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Figure 5: Select RemoteApps to publish in the Forefront UAG portal

In Step 6 use imported settings for screen resolution and more if you don’t want to
change these settings.
Add a Portal Link name which should be visible for users in the Forefront UAG portal.
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Figure 6: Enable authentication for all or special users / user groups

After the Assistant has been finished, save and activate the configuration.
Save and activate.

Users should now be able to access the published RemoteApp programs through the
Forefront UAG portal.

On the client connect to the Forefront UAG portal website and you should see the
published RemoteApp as seen in the following screenshot.
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Figure 7: The client activates the RemoteApp and Desktop Connection

Start a RemoteApp and after a short connection time you should be able to use
Microsoft Paint.
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Figure 8: Starting the RemoteApp

You are now able to work with the published application in mostly the same way as a
local installed Microsoft paint application on the client
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Figure 9: Microsoft paint through Forefront UAG and RemoteApp
Conclusion

In this article I tried to show you how to publish Windows Server 2008 R2 Remote
Desktop services with the RemoteApp feature through Forefront UAG. Publishing
RemoteApps through a Forefront UAG portal is a great and simple solution to grant
users access to internal applications hosted on Remote Desktop Session hosts. The
built-in Remote Desktop Gateway on the Forefront UAG Server makes it easy to
publish Remote Desktop Services because the RDP connection will be encapsulated
into the HTTPS protocol which is secure and Firewall friendly.

Related links

Configure a Remote Desktop Session Host Server to Host RemoteApp Programs
http://technet.microsoft.com/en-us/library/ee216766.aspx

Microsoft Forefront UAG - Creating a portal with Forefront UAG
http://www.isaserver.org/articles-tutorials/configuration-general/Microsoft-Forefront-
UAG-Creating-portal-Forefront-UAG.html

Remote Desktop Services publishing solution guide
http://technet.microsoft.com/en-us/library/dd861391.aspx

Microsoft Forefront UAG - Explaining and configuring Forefront UAG endpoint
policies
http://www.isaserver.org/articles-tutorials/general/Microsoft-Forefront-UAG-
Explaining-configuring-Forefront-UAG-endpoint-policies.html
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