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Forefront UAG backup and restore Capabilities
Abstract

In this article | will show you the backup and restore capabilities of Forefront UAG to
create automatic or manually backups to be able to recover a faulty Forefront UAG
configuration or to recover the configuration to a new Forefront UAG Server.

Let's begin

The basic concept behind Forefront UAG backups are automatic backups during an
activation triggered by a Forefront UAG configuration change. Forefront UAG keeps a
backup history of last Forefront UAG configuration changes so you can restore a
Forefront UAG configuration to the last working configuration. You are also able to
create manually backups of the Forefront UAG configuration in the Forefront UAG
MMC or with a command line utility called ConfigMgrUtil.exe. Forefront UAG export
configuration files contain a record of the latest configuration settings, and can be
used, during maintenance or disaster recovery, to restore configuration settings to
the same Forefront UAG server or to a different Forefront UAG server with a short
Registry configuration change. By default, the Forefront UAG export file is
automatically exported to the \Program files\Microsoft Forefront Unified Access
Gateway\Backup folder, when you activate the Forefront UAG configuration.

During the first Forefront UAG configuration you will be asked for a password and the
backup directory for the Forefront UAG configuration. You can change the password
and the backup directory in the Forefront UAG MMC.

N Automatic Backups

Automatic Backups

Create an automatic backup to save activated configuration settings, and specify a password for the backup file.
Settings that are not activated will not be saved.

Password: I e

Confirm passward: I sERRRERE

Backups directory: IC:'n,Pru:ugramDataWiausuﬁ'n,UAG'n,ﬁ.ub:uBadmps Browse. .. |

Mew password settings are only applied for future backups. To open existing backup files, you must specify the previous
password,

oK I Cancel

Figure 1: Forefront UAG automatic backups




The automatic backup configuration files contains the Forefront UAG configuration

and some other files like customized configuration files and bitmaps if you

customized your Forefront UAG configuration.

. AutoBackups

‘9\\ )v | . = Computer - Local Disk (C:) ~ ProgramData » Microsoft  UAG ~ AutoBackups

v & I Search AutoBackups

File Edit View Tools Help

Organize + Indudeinlibrary +  Sharewith =  Mew folder

Date modified -

Type

| Size |

- Favorites o=
Bl Desktop || 201302201853440015-Activate, uagbadkup
& Dovnloads | ] 201302201850490437-Activate. uagbackup
15l Recent Places | 201302070647270927-Activate. uaghadup
) || 201211161032330318-Activate, uagbackup
d_gileranes || 201211161014330345-Activate, uagbackup
ﬁ I:z:!i.lcmenis || 201211160932290579-Activate. uagbackup
[ Pictures || 201208070634570382-Activate, uagbackup

E Videos || 201207151227530388-Activate, uagbackup
|| 201207151226450919-Activate. uagbackup

1 Computer || 201207151152430374-Activate.uaghadwp
&1, Local Disk (C3) || 201207151104350397-Activate. uagbackup
% DVD Drive (D:) 20130409 || 201201132008410431-Activate.uagbackup

|| 2011122607453508 15-Activate, uagbadkup
|| 201109031007440302-Activate. uagbackup
|| 201102041926 100775-Activate, uagbackup

&g Network

|| 201101061255000682-Activate, uagbackup
|| 201101061036070777-Activate, uagbackup
|| 201101061020090419-Activate, uagbadkup
|| 201101060910520570-Activate, uagbackup
|| 201012051657000543-Activate. uagbackup
|| 201012041844120243-Activate, uagbadkup
|| 201010310704530409-Activate, uagbackup
|| 201010301509550296-Activate. uagbackup

Figure 2: Forefront UAG configuration backups
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Part of a Forefront UAG configuration backup is a backup of Forefront UAG
Activation Monitor log files. You can find the log file in the directory
C:\ProgramData\Microsoft\tUAG\LOGS. The Activation Monitor log files contains the

status of the Activation process in Forefront UAG.
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29T05:11:01.0532962Z

0 : UAG

29T05:11:01.0532962Z

0 : start print activation messages

29T05:11:01.05329622

0 : start ShowData

29T05:11:21.07014532

0 : Fetch.

29T05:11:21.0701453Z

0 : on ClusterActivationResults

29T05:11:21.07014532

0 : Get Containing Array

29T05:11:21.07014532

0 : attempting to fetch: Node activation Guid vPsS

29T05:11:21.0701453Z

0 : Current activation Guid in array: 6132AF06740B450C9052E1AFB2789A30
29T05:11:21.16390552
0 : Current AMS: UAG
29T05:11:21.1639055%Z
0 : Proccess memeber:
29T05:11: 1.

0 : current activation Guid on the member:
297T05:11:21.17953227

0 : (Loaded ML)

29T05:11:21.17953227

0 : Current Message GUID: 6132AF06740B450C9052E1AFB2789A30
29T05:11:21.17953227

0 : Featch messages done

297T05:11:21.17953227

0
29T05:11:21.17953227
0 : Proccess memeber :
29T05:11: 1.

0 : current activation Guid on the member:
297T05:11:21.17953227

0 : (Loaded ML)

29T05:11:21.17953227

0 : Current Message GUID: 6132AF06740B450C9052E1AFB2789A30
29T05:11:21.17953227

0 : Featch messages done

297T05:11:21.17953227

0 : tion with status:
29T05:11:21.17953227

0 : Nodes fetched. sShow nodes on tree
29T05:11:21.1795322Z

0 : start showstationMsg
29T05:171:27. Fd

UAG

6132AF0674084 50C9052E1AFB2789A30

tus: Success
UAG2

6132AF0674084 50C9052E1AFB2789A30

Success

0 : uUAG
29T05:11:21.1795322Z
0 - :

29T05:11:21.17953227

0 : start showstationMsg
29705:11:21.19515897

0 : uUAG

29T05:11:21.1951589Z

0 : start print activation messages

Figure 3: Forefront UAG Activation monitor log file

Before you activate a configuration change in Forefront UAG, you should enable the
checkbox to back up the configuration before performing the activation. Forefront
UAG stores the configuration backups by default in the \Program files\Microsoft
Forefront Unified Access Gateway\Backup folder.



L} Activate Configuration x|

¢ Activate Configuration

You must activate the configuration to apply your changes.
If you select to back up the configuration, current settings (prior to activation) will be saved.

¥ Back up configuration before performing this activation

Activation might take several minutes.

I L Ensure the DirectAccess group policy has been updated on this server, and on all array members.

Activate = I Cancel

Figure 4: Backup a Forefront UAG configuration before activation
Built-in log files

When using built-in log files, events are logged in native Forefront UAG format. The
log files are used by the Forefront UAG Web Monitor. Web Monitor queries this event
logs, and lets you filter events according to type, time, users, trunk usage and many
other parameters. When setting up built-in logging, you can specify the location to
where log files that are generated by the built-in reporter should be stored. Forefront
UAG Web Monitor creates a new event log file for every day and the previous log
files will be stored in the default folder \Program files\Microsoft Forefront Unified
Access Gateway\Logs\Events, orto a location you specify when configuring Forefront
UAG logging.

‘Qev | . = Computer - Local Disk (C:) ~ Program Files = Microsoft Forefront Unified Access Gateway - logs - v m I Search logs
File Edit WView Tools Help
Organize ¥ 5 Open Indudeinlibrary v  Share with v  New folder
S Favorites MName Date modified ~ Type | Size |
Bl Desktop || temp-sgmdata-Configuration-201304290440...  29.04.2013 07:07 SQM File 1KB
4@ Downloads _| ConfigMessages.log 29.04.2013 07:08 Text Document 1.219KB
15 Recent Places __| sqmdatasa.sqm 29.04.2013 06:38 SQM File 1KB

Figure 5: Forefront UAG log files and event message log files
Export/Import configuration

As a Forefront UAG Administrator you are able to create a backup of your Forefront
UAG configuration at any time. Start the Forefront UAG MMC and select the Export
configuration option from the File menu. In the following dialog box specify a path to
store the Forefront UAG configuration and a password to encrypt the configuration
file. You will be asked for the password when you try to import the Forefront UAG
configuration.
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Export configuration

Export the configuration. Ensure you have activated all settings that you want
to save. Configuration changes that are not activated wil not be exported.

Export the configuration to this file {.xml):

IC: YProgram Files\Microsoft Forefront Unified Access Gatewej Browse... |

Encrypt the configuration file using a password of at least 8 characters:

Password: I seseeee

Confirm password: I T

Comment (optional): Backup before applying UAG SP3 ;I

[

Expart Cancel

The configuration export creates two files. One XML file for the Forefront UAG
configuration and one cabinet file called WhiBackup.cab as shown in the following
screenshot.

‘G( )’v | .~ Computer - Local Disk (C:) - Program Files - Microsoft Forefront Unified Access Gateway - backup - - lmjl Search backup
File Edit WView Tools Help
Organize v  Indudeinlibrary +  Share with +  Mew folder
‘r Favorites MName “ Date modified Type | Size |
Ml Desktop 2| BackupBeforeUAGSp3. xml 25.04.2013 07:17 ¥ML Document 27.276 KB
& Downloads ] whiBackup. cab 29.04.2013 07:17 Cabinet File 65 KB

=] Recent Places

Figure 6: Forefront UAG files after a manually backup

WhIBackup.cab

The WhIBackup.cab file contains some additional configuration files like the
UAG.EGF which contains the configuration of Forefront UAG or the whlireg.reg file
which contains specific Forefront UAG settings and the HTTP_RuleSet.ini or
HTTPS_RuleSet.ini which contains specific settings for the Whale URL filter in
Forefront UAG portals. The WhIBackup.cab file in this example also contains one gif
file called FileAcess.gif which is a replacement gif file for a customized bitmap for the
Forefront UAG File access feature.
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Figure 7: Content of the whibackup.cab file

Import a Forefront UAG configuration
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If you need to revert the current Forefront UAG configuration to a last known good
configuration you can use the import configuration task in the Forefront UAG MMC.
Specify the location of the configuration file to import as shown in the following

screenshot.

Import configuration

Impart the configuration from this file:

the links in this page to get started deploying

Decrypt the configuration file using the password you specified when

exporting the configuration:

j Browse... I

Fassword: I

5 connection,

e

Look in: I | backup

L

Comment (optional):

File schema version: I

MName - |-| Date modified |-| Type
;I £ BackupBeforeUAGSp3. xml 29.04.201307:17 XML Docume
[-]
1| | i
File name: | Open
Files of : Cancel
Import iles of type IUAG Backup Files ﬂ |

Figure 8: Import a manually or automatically created backup

During the import process you must specify the password of the Forefront UAG

configuration file.
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Import configuration

Import the configuration from this file:

IC: \Program Files\Microsaft Forefrant Unified Access Gatewej Browse... |

Decrypt the configuration file using the password you specified when
exporting the configuration:

Password: sesereee

Comment (optional): Backup before applying UAG SP3 ;I

[~

File schema version: 4.0,3200,10100

Impart I Cancel

Figure 9: Check the file schema version and description before the import process

Compare the file schema version of the import file with the current built number of the
Forefront UAG configuration. The file schema version and the current Forefront UAG
built number must match.

The import process of the Forefront UAG configuration will overwrite the existing
configuration. Keep this in mind before you start the import process.

Configuration _ |

This operation overwrites the existing configuration,
l % Do you want to continue?

Yes | | Mo I

Figure 10: The existing Forefront UAG configuration will be overwritten

It takes a while until the import of the configuration has been finished. After that you
must activate the configuration and you have to check the Forefront UAG Activation
monitor, the Forefront UAG Web Monitor and the TMG MMC to see if the
configuration has been synchronized successfully.



Configuration x|

i 0 i The configuration was imperted successfully.
¥ To complete the import process, activate the configuration,

Figure 11: After a successful import, you must activate the configuration

Import the configuration to a different Forefront UAG Server

It is possible to import a Forefront UAG configuration to a different computer. To
allow the import process you must modify a Registry key on the destination Forefront
UAG Server: Navigate to HKEY_LOCAL_MACHINE\Software\WhaleCom\e-
Gap\Configuration. Create a DWORD (32-bit) Value ImportFromOtherVersion, and
set the DWORD value to 1.

Command line backup

If you want to automate the backup process of a Forefront UAG configuration you
can use the ConfigMgrUtil.exe located in the Utils directory of the Forefront UAG
installation. You must specify the export file name and directory and a password,
typed in clear text which will be used to protect the backup file against unauthorized
imports into a running Forefront UAG configuration.

[z Administrator: Command Prompt

C=“Program Files“Microsoft Forefront Unified Access Gatewaysutils>Conf igMgr>Conf
igMgrUtil.exe EXPORT C:~TEMP-~UAGBackupBeforeZP3.X¥ML TopSecret4?1l "UAG Backup hel
fre SP3"

All configuration files were exported successfully.

C:sProgram Files“Microsoft Forefront Unified Access GatewaysutilssConf igMgelX_

Figure 12: ConfigMgrUtil.exe to create Forefront UAG backups from the command line

Conclusion

In this article | tried to show you how to backup and restore a Forefront UAG
configuration. With a valid Forefront UA backup in place you are able to restore a
faulty Forefront UAG configuration on the same Forefront UAG Server or a different
Forefront UAG Server when the Forefront UAG patch level is nearly the same as on
the origin Forefront UAG Server. Please keep in mind that it may be necessary to
create a backup of additional data like TMG log files, SQL database files used by
Forefront TMG.

Related links

Backing up Forefront UAG
http:/technet.microsoft.com/en-us/library/ff607447.aspx
Backing up and restoring with export and import
http:/technet.microsoft.com/en-us/library/ee406185.aspx
Forefront TMG - Backup and restore capabilities
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http://www.isaserver.org/tutorials/Microsoft-Forefront-TM G-Backup-Restore-
Capabilities.html
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