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Microsoft Forefront TMG — Explaining the Forefront TMG SDK
Abstract

In this article | will show you how the Forefront TMG SDK tools extends the
functionality of Forefront TMG and how the SDK will give you some additional
information about how Forefront TMG works under the hood.

Let’s begin

The Forefront TMG 2010 SDK contains libraries, tools, samples and documentation
to enable developers and system administrators to deploy, configure, customize, and
extend their Forefront TMG environment. You can download the Forefront TMG SDK
for free here.

There are a lot of tools which are separately available for download and we will have
a briefly look into the most important tools. Let us start with the ADAM Sites tool for
Forefront TMG Enterprise.

ADAM Sites Tool for Forefront TMG Enterprise Edition

The ADAM Sites tool is used to define AD-LDS (Active Directory Lightweight
Directory Service) sites to control the traffic between Forefront TMG Enterprise
Management Servers (EMS). The Enterprise Management Server is a server which
is used to manage a TMG Enterprise Array or even possibly, a standalone server.
Every Forefront TMG nodes which uses this EMS, gets the configuration from this
EMS Server. By default, an EMS Server is not site aware, so if you have multiple
EMS Servers in different locations there is no way to control the replication interval
and the costs used by this link. ADAM Sites tool allows you to define AD-LDS site
links and associate costs and a replication interval between this links. Before you can
use the ADAM Sites tool copy the ADAMSITES.EXE file to the Forefront TMG
installation directory. The following screenshot shows the command line options of
ADAM Sites.


http://www.microsoft.com/downloads/en/details.aspx?FamilyID=8809CFDA-2EE1-4E67-B993-6F9A20E08607
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C=“Program Fileszs“Microsoft Forefront Threat Management Gatewavradamsites -7
The command for AdamSites is unrecognized or missing.

Uzage =

AdamSites.exe SitesSitelLinksSites SiteLinks-MoveServersBackup-Restore
[Task Specific arguments]

where
Task Tazk Arguments

Create/UiewsDelete Mame

SiteLink ViewsDelete Hame

SiteLink Create Name count site<l’.._szite{count? cost
replication—interval [descriptionl

Sites

SiteLinks

MoveServer Server—MName From—szite To—=site

Backup filename

Restore filename

Examples :
AdamSites Site create MySite
Create an empty zite named "MuySite'
AdamSites Sitelink create MyLink 2 zitel =zite? =zited 58 758
"My SiteLink description®
Creates a site link named "MyLink" that connects 3 sites:
gitel, =zite2, and =iteld.
The cost of this site link iz 56. and replication occurs
every 758 minutes.
Mote: ADAM defaults {if configured using script) are:
Cost = 188
Replication Interval = 1868 minutes
AdamSites Sites

Display the list of sites with their associated servers.

Figure 1: ADAMSITES Tool
Auto Discovery Configuration Tool for Forefront TMG

The Auto-Discovery Configuration Tool can be used to configure Active Directory with
a marker key that points to your Forefront TMG server. This key is used by the TMG
(formerly Firewall client) client to locate the Forefront TMG server and connect to it.
This is an alternative and more secure method as DHCP/DNS to find the Forefront
TMG Server. If no Active Directory Marker is found, the Forefront TMG client falls
back to DHCP/DNS to find its Forefront TMG Server.



[+ Administrator: Command Prompt -0l x|

C:~Program Files (x86>“Microszoft Forefront TMG Tools“AdConfig>TmgAdConfig.exe /?E
Forefront THG Auto—Discovery Configuration Tool
TmgAdConfig.exe add —site <site-name> —type winsock —url <service—url’> [
ImgAdConfig.exe add —default —type winsock —url <service-url> [-f1]

TmgAdConfig.exe del —site <site-name>* —type winsock
ImgAdConfig.exe del —default —type winsock

TmgAdConfig.exe list [-default]l [-=site [{site—nameX>1]
ImgAdConfig.exe <any—command?* —help

Example =
TmgAdConfig.exe add —site My—-5ite —type winsock —url http:/scontoso.com:B8880-wsp
ad.dat

Register the given URL az the winsock proxy service for zite My—-Site.
TmgAdConfig.exe list —site My-Site

Print all service markersz registered for site My—Site.

Figure :ITé IJAuto-Di-sovef 1.'c;ol
Cache Directory Tool for Forefront TMG

Use the Cache Directory Tool to view real-time cache contents, save information
about the current cache contents to a file, and mark obsolete items that should not be
served from the cache. The Cachedir utility is in my opinion the most wanted utility
from the Forefront TMG SDK and was also available in previous ISA Server version.
Before you can use the Cachedir tool copy the CACHEDIR.EXE file to the Forefront
TMG installation directory.

£uE Forefront TMG Cache Directory Tool M=
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Figure 3: CacheDir Tool

CertTool for TMG

The Certtool for TMG is only required when you use Forefront TMG Enterprise in a
workgroup environment. In a TMG workgroup environment certificates are used to
communicate between the TMG servers. The Certtool helps you to ease the process
of installing or substituting certificates in Forefront TMG. Before you can use the
Certtool for TMG copy the ISACERTTOOL.EXE file to the Forefront TMG installation
directory.



Administrator: Command Prompt

C:~>ocd "Program Files™
C=“Program Files>cd "Microsoft Forefront Threat Management Gateway"

C:~Program Files“Microsoft Forefront Threat Management Gateway>ISACertTool.exe ~
7

Installs certificates that enable a Microsoft Forefront TMG to communicate

with a Microsoft Forefront TMG Configuration Storage Server.

I8ACertTool </ st file_name [/pswd password]l [/keepcerts]r | Afw file_name

On the Configuration Storage Server, use:
szt filename Install a server authentication certificate to the
Conf iguration Storage service store.
spswd password Specify the password to use when installing a server
authentication certificate.
skeepcerts Do not delete existing certificates installed in the
Conf iguration Storage service store.

On the Firewall server. use:
Sfu filename Install a root Certificate Authority <CA> certificate to
the local computer store.

C:~Program Files“Microsoft Forefront Threat Management Gatewayl
Figure 4: ISACerttool

DNS Cache Tool for Forefront TMG

Use the DNS Cache Tool on a Forefront TMG server to display the contents of the
Domain Name System (DNS) cache and to delete entries in the DNS cache. For
example, the Forefront TMG clients uses the Forefront TMG DNS settings for name
resolution, the Secure NAT client uses the local DNS settings for name resolution. In
some circumstances it might be necessary to delete the DNS Cache settings on
Forefront TMG.

Please note: Clearing the DNS cache on the TMG server with the well-known
IPCONFIG /FLUSHDNS command will only delete the DNS Cache from the local
DNS client resolver.

Before you can use the DNS Cache tool, copy the DNSTOOLS.EXE to the Forefront
TMG installation directory.

[+ Administrator: Command Prompt -0l x|
dnstools sDIisDZI/C [/SA <addres=z2> | SN <{name>] [{ISA Server>] I’

Dump DHMS Cache contents
Dump DME Cache contents ¢ including zombhiesz entriesd
Clear DMS Cache contents

execute the operation on the szpecific address {addressz> only

execute the operation on the specific name <name> only

<I5A Server’> can he ommited for local machine or should be the ISA szerver name .

C:~Program Files“Microsoft Forefront Threat Management Gateway>dnstools ~d
GetHostByHame Cache:

£ a1 el _pame =S Ml —
Figure 5: TMG DNSCache Tool



EE Single Server Conversion tool for Forefront TMG

Use this tool (EESingleServerConversion.exe) to help you migrate a standalone
server running either ISA Server 2004 Enterprise Edition or ISA Server 2006
Enterprise Edition to Forefront TMG in standalone mode.Before you import the ISA
Server Enterprise configuration into Forefront TMG Enterprise in Standalone Mode,
you have to convert the different XML settings from the ISA Server export format to a
readable format to import the configuration into Forefront TMG Enterprise. After
installing the conversion tool and copying the ISA Enterprise configuration file to the
Forefront TMG server, open a command prompt and enter the command with the
source and target XML file as shown in the following screenshot.

o, Administrator: Command Prompt

sProgram Files (xB6)>“Microsoft Forefront THMG Tuuls\EESingleEeruerCunuersiun>EEIl
BingleServerConversion.exe -7 .
sage: EESingleServerConversion.exe s <source AML file> At <{target HML file> L[~

1

Au Run verhosze.

»Program Files (xB6>\Microzoft Forefront TMG Tools“EESingleServerConversion>

Figure 6: ISA to TMG Single Server conversion tool

This command will convert the ISA Server Enterprise configuration file to a format
supported on Forefront TMG Enterprise standalone.

MSDEToText Tool for Forefront TMG

The MSDEtoText tool can be used to convert Forefront TMG SQL Express Server
logs into a text file, or to display their contents on the screen. You can use the
MSDEtoText utility with ISA Server 200x and Forefront TMG. The following
screenshot shows the syntax of the MSDEtoText tool.



Usage:
C5cript MSDEToText, vbs ProductVersion DataBase Table [QutputFile]

ProductVersion -I54 or TMG version, Possible values:
2006 (ISA 2008)
TMG (Forefront TMG)
DataBase - The file name of the MSDE database without the mdf

extension
Table - The type of log. Possible values:
WebProxylLog
FirewallLog

QutputFile - The name of the output file

Figure 7: MSDE to Text conversion tool
The following screenshot shows an example for exporting a Firewall log file.

Administrator: Command Prompt

C:sProgram Files <x86>“Microsoft Forefront TMG Tools~MSDEToText*MEDEToText.ubs E
C:“Program Files (x86>“Microsoft Forefront TMG Tools“MEDEToText*MEDEToText.vhs T
MG '"C:“Program Filez“Microsoft Forefront Threat Management Gateway-Logs“~ISALOG_2
B181885_FuUs_@d8" Firewalllog c:stempslogfus  txt

C:»Program Filez <(x86>“Microszoft Forefront THMG Tools=“MEDEToText:X

Figure 8: MSDE to Text conversion tool example
Remote Access Quarantine Tool for Forefront TMG

Forefront TMG also supports the legacy Remote Access Quarantine service which
must be used in ISA Server 200x to enforce quarantine for VPN clients which
connects to ISA Server. | recommend using NAP (Network Access Protection) from
Windows Server 2008 in combination with Forefront TMG, which is a much easier
and more flexible to configure as the RQS-components from the TMG SDK.



Windows Script Host x|

Remote Access Quarantine Service configuration utility
for Microsoft Forefrant Threat Management Gateway

Usage:
To configure: cscript ConfigureRQS.vbs finstall AllowedSet
To remove: cscript ConfigureRQS.vbs fremove

Motes:
* AllowedSet contains version strings separated by 0.

Examples:
cscript ConfigureR Q5. vbs finstall Key 110Key2

Figure 9: RQS tools
RSA Test Authentication Utility for Forefront TMG

The RSA Test Authentication Utility can be used to verify that a computer running
Forefront TMG can authenticate to a computer running RSA Authentication Manager.
Before you can use the RSA Test Authentication utility copy the SDTEST.EXE and
SDUI.DLL files to the Forefront TMG installation directory.

&y RSA SecurID Authentication Information ] 4]

— RS54 ACEServer Limite—————— 1~ RS54 ACE/Servers
Configuration Yerzion: 0
DES Enabled: Mo

Clent Retnies: 0

Clignt Timneout;

—RSA ACE /Server Static |nfarmation——
SErvice:

Pratocal;
Part Murber: 0

F5h ACESemner Test Mirecty

— RS54 ACE fServer Dynamic [nformation -
Server Release:  MNJAA

Communication: 2 RS54 ACE/Server Status...

B5d SEESemen Test By Prow

Figure 10: RSA SecurlD Authentication tool

Security Configuration Wizard (SCW) Update for Forefront TMG Standard
Edition and Enterprise Edition

Windows Server 2008 and Windows Server 2008R2 include a tool called the Security
Configuration Wizard (SCW). This tool can be used to simplify the task of hardening
the underlying operating system in preparation for deploying Forefront TMG. The
SCW will create a policy that configures services, registry settings, Audit policies and
more based on the roles and features installed. By default, the SCW doesn’t know
that Forefront TMG is installed. The Forefront TMG SDK comes with an extension to
the SCW.



There are two files which must be copied to the Windows\Security\Msscw\kbs
directory:

e SCW_TMG_W2K8R2_SP0.XML
e SCW_TMGEMS_W2K8R2_SP0.XML

After that open an elevated command prompt and enter the following command:
scwemd register /kbname: TMG /kbfile:SCW_TMG_W2K8R2_SP0.xml

[ Administrator: Command Prompt o [=] |

Gé ‘P\g in dl:lll-l-JS\SE[:Lll‘it ywmescuskbs dscucmd register <kbname:THMG ~kbfile:SCW_THMG_WZKBR2
| - Xm

Command completed successfully.

C:sWindowsssecuritysmsscuskhs >

-l

Figure 11: TMG SCW tool

After that create a new Security policy and the SCW will see the roles installed on the
Forefront TMG server.



Security Configuration Wizard |

Select Server Roles ;‘
These server roles are used to enable services and open ports. A server can perform multiple _gl
roles, EEE

View: IInstaIIeu:I roles j

Select the server roles that the selected server performs:

[T [+ Distributed Transactions i
[T [» File Server

______ 4 Microsoft Forefront Threat Management Gateway (TMG)
Description: Microsoft Forefront TMG is an extensible firewall and Web proxy server,

providing policy-based traffic control between multiple netwarks.,

Required services: Microsoft Forefront TMG Storage, ISASTGCTRL, Microsoft Forefront

TMG Control, Microsoft Forefront TMG Managed Control, Microsoft Firewall, Microsoft T

Forefront TMG Job Scheduler, SQL Server (MSFW), SQL Server (ISARS), SCQL Server

Reporting Services (ISARS)

Required roles: Core, Security and Metwork, Microsoft Metwarking Client, Time

Synchronization, DNS Client, Windows Update, WINS dient

[T [ MicrosoftiSCSI Initiator Service

[T [+ Middle-tier Apolication Server (COM+/0TC) LI

Learn more about server roles,

< Back I Mext = I Cancel

Figure 12: SCW with TMG role

For more information about the SCW and Forefront TMG | recommend reading the
article of Richard Hicks.

Forefront TMG 2010 SDK

The Forefront TMG SDK comes with a very helpful ISASDK.CHM file which contains
a lot of deep technical information about Forefront TMG and some examples for
developing Application and Web filters in Forefront TMG.

ISASDK.CHM

The ISASADK.CHM file contains information about the Forefront TMG architecture
and its subsystems and some code samples to configure or extend Forefront TMG
programmatically.


http://www.isaserver.org/tutorials/Using-Security-Configuration-Wizard-Microsoft-Forefront-Threat-Management-Gateway-2010.html

.? Forefront Threat Management Gateway (TMG) : -|O ﬂ
File Edit View Go Help

wW B 4 L & Q@ [ W &£ & 0O

Hide Locate Previous  MNext Back Stop  Refresh Home Fort Prirt  Options
Cortents |Index | Search | Favortes | Forefront TMG Array Examples —
[ Forefront Threat Managemert Gateway (TMG) The following code uses the FPCArray.Servers

@ Bbout this Documentation property to return the name of an individual server.

@ fbout Forefront Threat Management Gate ) )

L[} Administration COM Documentation Dim root As New FPCLIB.FFRC

+ @ About Forefront TMG Administration Llozizims 2 Sanis

L ) . Dim arrayl As FPCArray
=1 L[] Forefrornt TMG Administration Scripting e T

7| @ Getting Started with the Administrat serveriame = arrayl.Servers(1).Name
=1 [} Corfiguring Amays MsgBOXM serveriame
B orort 111G Arey Examples

+ @ Configuring Schedules

[£] Defining Groups of Users The following code retrieves the name of the
+ @ Managing the Forefront TMG Cach CDnttI'Elllrémg array by using the GetContainingArray

|E] Extending Forefrort TMG Storage metned.

|E] Corfiguring Add4ns

R . Dim root As New FPCLib.FPC
- @ Forefront TMG Administration Scrip Dim currentarray As String

3 @ Administration Reference currentarray = root.setContainingarray.Name
@ Application Fiter Documentation MsgBox¥ currentarray aa
@ Web Proxy Documentation
@ Bxtending Forefront TMG Management
@ Appendices

Send comments about this topic to Microsoft

4] | I Build date: 11/30/2009 |

Figure 13: TMG SDK documentation

Samples/Admin directory

There are some very helpful VBS scripts in the samples/Admin directory installed by
the Forefront TMG SDK setup routine. For this article | will show you two examples.

The first script is the HTTPFilteconfig.vbs which can be used to import or export the

HTTP filter settings from a specific firewall policy rule.

[z+.] Administrator: Command Prompt -0 =

C:sProgram Files <(x86>“Microsoft Forefront THMG Tools»SDKszamplessAdmin>cscript h
ttpfilterconfig.vhs

Microsoft C(R> Windows Script Host Uersion 5.8

Copyright {C} Microsoft Corporation. All rights reserved.

Usage:
httpfilterconfig.vbs Action RuleMame FileMame

Action:
export — Exports the HITP Filter configuration from the specified policy rul

import — Imports the HITP Filter configuration to the specified policy rule.

C:“Program Files (xB86)>“Microsoft Forefront TMG Tools-SDHsamples“AdminX>_

Figure 14: TMG SDK sample script for HTTP Filter export



There is another very helpful script called ActiveSession.vbs which will give you a
quick overview about the current connected sessions on Forefront TMG.

[+ Administrator: Eingabeaufforderung

4.133 HttpFilterXMLSchema.xsd
2.73% ImportExport.vhs
2.678 SetMetworkRelation.vhs
2.537 ShowIlCHMPSystemPolicy.ubs
53.282 Bytes
2 Uerzeichnis{sel, 24.5%48_839.424 Bytes frei

C:“Program Files ¢(x86>“Microsoft Forefront THMG Tools“SDKwszamples“Admin>cscript A
ctiveSessions.vhs

Microsoft <R>» Windows Script Ho=st, UVersion 5.8

Copyright <C> Microsoft Corporation 1976-2801. Alle Rechte vorhehalten.

ExecuteQuery wasz called. Please wait a few seconds.
Session with: 1922.168.7 .61

Session with: 189 141 _.235

Session with: 88.78_. " 242

Session with: 192_168.7 .. 1687

Session with: 88.18%7.. . .1683

Session with: 18%9.°  _172.168

Session with: 18?_< _219.34

All existing seszions have bheen retrieved.

The guery has heen stopped.

Figure 15: TMG SDK sample script to display Active Sessions
Conclusion

In this article | gave you an overview about the Forefront TMG SDK utilities and the
SDK documentation itself. | recommend also spending some time to read the
Forefront TMG SDK documentation because they contain a lot of additional
information about the internal architecture of Forefront TMG.

Related links

Forefront TMG SDK
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=8809CFDA-2EE1-
4E67-B993-6F9A20E08607

ISA Server 2006 SDK
http://www.microsoft.com/downloads/en/details.aspx?familyid=16682c4f-7645-4279-
97e4-9a0c73c5162e&displaylang=en

SCW on German Forefront TMG servers
http://www.it-training-grote.de/download/TMG-SCW.pdf

Microsoft Forefront TMG — TMG Storage 101
http://www.isaserver.org/tutorials/Microsoft-Forefront-TMG-Storage-101.htmi

Using the Security Configuration Wizard with Microsoft Forefront Threat Management
Gateway 2010
http://www.isaserver.org/tutorials/Using-Security-Configuration-Wizard-Microsoft-
Forefront-Threat-Management-Gateway-2010.html
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