Installation Microsoft Forefront Client Security

Systemanforderungen

System Requirements

Review this Forefront Client Security information ko make sure you have the required hardware and software to run the product.

Management Server

Collection Server Without Database

Collection Server with Database or Collection Database Server

Reporting Server Without Database

Reporting Server with Database or Reporting Database Server

istribution Server

Combined: Management, Collection, and Reporting Server

Combined: Collection Database and Reporting Database

Product Details
= Overview

= Features

= FAQ

= System Requirements

Try It

Try & virkual lab anling

Download the: brial
software

[l Combined: Single-Server Production Topology (All Components on One Server)
Configuration Processor and Dperating system Software Hard
MEemory disk
Combined: Dual 2.85-GHz or Windows Server 2003 S0L Server 2005 with SP1 or later, Enterprise 100 GE
Faster SP1 or later, Standard | o Standard {including Database Services, or more

Single-server production
topology (all components

processars

or Enterprise

Integration Services, Reporting Services, and
Workstation components)

4 GB of RAM or %64 editions not
mare supported

QN One server)
JNET Framework 2.0

GPMC with SP1

WSS 2.0 with SPL or later

115 6.0 and ASP NET

MMC 3.0

Installation

Erst mal WSUS und syncen

}%?y?tem Center

Get
Syste
Center

for your
enterprise

& TRY IT FOR FREE

i
A\, 58 critical updates ars waiting to be approved.

about how to register computers, sse To set up 3 clent computer,

dassifications

Overview

Computer Status
Computers with errars: 0
Computers needing updates: 0
Computers installed/not applicabls: 0

$ynchrnnizatiun Status

% status:

Last synchronization:

Download Status
Updates needing files: 0

Update Status
Updates with errors: o
Updates needed by computers: 0
Updates installed/not applicable: 0

Resources

Server Statistics Connection
Unapproved updates: 275 Type: LocalissL
Approved updates: 4 Part: 80
Dedined updates: 1) User role: Administrator
Computers: 0 Server version: 3,1,6001.69
Computer groups: 0

¥, Your WSLIS server currently shows that no compLters ars registered o recsive updates. For information

(i) 96 new products and 9 new dassifications have been added in the past 30 days. Visw products and

Synchronizing: 28%
Stop Synchronization
5/20/2009 3:43 P
Last synchronization result: Succesded

WSLIS Home Page
WSUS Technical Overview
Microsoft Update Catalog

WSUS Commurity
WSLIS Privacy Statement

Dann MS SQL Server 2005 mit SP2

-2l %

7 Hle  Action Wew Window Help ‘_I_l- 8| x|
& = | NE
Fl 35 Exes B EX2K3 -

5] U o

& Computers ‘[ Lse this snap-in ko quickly and refiably deploy the latest updates to your computers, p Search...

=

25 Downstream Servers Remave from Console

£# Synchronizations

‘ Reports To Do Import Updates...

i) options 207 security updates are waiting to be approved. View »

Mew ‘Window From Here

Refresh

& Help




Dann geht es wirklich los

Microsoft

Forefront:
Client Security

identifizierung

!ﬁ Microsoft Forefront Client Security Setup

IT TRAINING GROTE




Komponenten

=101 %]

ﬂMicrosoft Forefront Client Sec

Jﬂu Component Installation

Select which components you want toinstall on this computer. For information about installation, see the Deployment Guide,
Client Security D eplovment Guide

Management server —Motes on adding to installed configuration

*Y'ou already have one or more components or databazes
inztalled o thiz computer. If you do nat want to add anather
component or database, click Cancel.

Already installed

Lollection server
Already installed

Collection databasze
Already installed

Reporting server and reporting database
Already installed

Distribution server
Already installed

< Back Tewt > | Cancel I Help

Was ne Liste

mMicrosoﬂ: Forefront Client Security Setup - |EI|5|

Ji[l Completing the Setup Wizard

Action | Status | Details =
d Collection database Successful
@ Install the Collection D atabase Successhul Installs the collection database
;j Shared collection server component/._.  Successful
@ Install Collection Server Component Successful Installz the components for the collection zerver.
@ Install MOM Hatfiz KBS13312 Successhul Installs MOM hotfiz KEI13812.
d Collection server component Successful
@ Inztall Callection Server Comporient Successful Installz the components for the collection semver.
@ Install MOM Haotfix KB313801 Successhul Installs MOM hotfix KBEI13801.
@ Load Client Security Management Pack, Successful Installz the Client Security management pack on the collection ... —
@ Collection Server Dizabling Rules Successful Collection server dizabling unused stock rules.
@Adiusting kO Parameters Successful Farameter adjustments on MOM service.
@Additional Settings on MOM service Successful Configures settings for MOM service.
@ Set MOM Service Dependency Successful Setz MOM zervice dependency.
;j Reporting server component
@ Install MOM Reporting Service Running Installz MOM Feporting S ervice. j

~® % Tasksin progress... Wieew I___log
3

< Back [Cloze Help




Setup Log

[P Serversetup_20090520_153354.log - Notepad =] x|
File Edit Format View Help
umber of wverifications started: [5/20,/2009 3:35:15 PM] -

[5/20/2009 3:35:16 pm] verification{verifying operating system reguirements)

[5/20/2009 3:35:16 PM] verification(verifying hardware regquirements)

Warning: Having two or more processors is recommended for the specified component(s). Recommended processor speed (in MHZ):
warning: More RaM is recommended for the specified component(s). Recommended RAM (in ME): 4096

warning: More disk space is recommended for the specified component(s). Rrecommended availahle disk space on drive C (in ME)

[5/20/2009 3:35:16 Pm] verification(verifying software prerequisites)

[s/20/2009

w

135:1

ja

Ml verification(verifying collection database)

[5/20/2009

w

135:17 Pm] verification(werifying access to collection server)
[5/20/2009 3:35:18 PM] verification(verifying Das account)

[5/20/2009 3:35:18 PM] verification(verifying access to reparting server)
[5/20/2009 3:35:18 PM] verification(verifying reporting database configuration)
[5/20/2009 3:35:19 PM] verification(verifying urLs for reports)

[s/20/2009

w

135:20 PM] verification(verifying action account]

[5/20/2009

w

:35:20 pm] verification(verifying pas account)

[5/20/2009

w

:35:21 PM] verificationverifying DTS account)

[5/20/2009 3:35:21 pm] verification(verifying reporting datahase service startup)

number of verifications completed: [5/20/2009 3:35:21 Pm]

Tasks started: [5/20/2009 3:35:22 FPM]

Root Directory: Divserwver

Current Directory: D:

[5/20/2009 3:35:22 PM] Task(Insta'I'I the collection Database)

Instaﬂ'mg from this MsI: 'diyserverymomserver.msi'

Log file: 'Civprogram Fileshmicrosoft Forefronthclient securitydserveriLogsiwomoe. log' .

[5/20/2009 3:35:22 PM] Task({Install the collection Database)

Starting Install the Collection Database

[5/20/2009 3:35:22 FM] Task(Insta'I'I the CD'\'IEctwm Database) ;l

WSUS war noch nicht in sync

mMicrusoﬂ: Forefront Client Sec I [l From Console

pdates...

[l Completing the Setup Wizard

dow From Here

Action | Status | Details | ﬂ
@Adiusting MOM Pararneters Successful Parameter adjustments an MOM service.
@Additiona\ Settings on MOM service Successful Configures settings for MOM service.

k_‘/) Set MOM Service Dependency Successhul Sets MOM service dependency.

d Reporting server component Successful

k_‘/) Inztall MOM Reporting Service Successful Installs MOM Reporting Service.

Q/) Irstall MO Haotfi KES15785 Successful Imstallz MOM hatfix KBS15785.

Q/) Configures MOM Reporting DTS Task Successful Corfigures MOM Reporting DTS task.

@ Inztall the Reparting Server Component Successful Installs the companents for the reparting server
@ Create DTS Task Successful Creates DTS task on the reporting databaze

;j Distribution server t Warning
Zﬁ Configures Distribution Server Component W arning Configures distribution zerver component.

) L{) Inztalls Distribution Server Component Successiul Inztallz the components for the distribution server.
] server p
L;/) Inztall Client S ecurity Agent Successiul Installs the Client Security agent.
@ Inztall Management Server Component Fiunning Installs the components for the management server.

Tasks in progress...

< Back L Close Cancel Help I
j,) Microsoft Forefront Client Security lz‘

Connecting ko the Internet to acquire new definitions and
engine upgrades.
h

J Microsoft Forefront Clien. .. | Doy | |} Microsoft Forefront Cl... _E Update Services |

Microsoft Update Catalog




Updates verfuegbar

Microsoft Forefront Client Secur

Microsoft*

Forefront
Client Security

I@Software update available

A new version of this program is available For download.

Status
Lask scan: Mok available
Scan schedule: Daily around 2:00 AM {Quick scan).
Real-time protection: on,
Antivirus definition: Wersion 1.57.1695.0 created on 5/20/2009 at 10:50 AM,

Antispyware definition: Wersion 1.57.1695.0 created on 5/20/2009 at 10:50 AM,

Da gibt es doch was

icrosoft Update Catalog indows Internet Explorer

=18l

B

e [#] http:/icatalog. update. microsoft.comv7jsite{Search. sspx?q=Forefront#:20Client #20security =] [ #4]] | [£2 ive Search

Eile Edit View Favortes Tools Help

¢ Favorites | % @8 suogested Stes + [ Free Hotmall € | Web Sice Gallery -

- - | p= - Page~ Safety + Tools - @@~

? Microsoft Update Catalog

¥ -
M iCI’O ate Catalog orefront Client sec ear:
FAQ'| help view basket (0) s
Search results for "Forefront Client security™
Updates: 1 - 13 of 13 (page 1 of 1) <& Previous | Next o
Title Products Classification Last Updated | Version | Size Add All
Flzégfsr?ggﬂemt Security Service Pack 1 ;Zﬁfrr‘g;t Client Service Packs 8/25/2008 n/a 1.2 MB Add
kJIEBdgast;f?;;ﬂicrosoft Forefront Client Security Eﬁ;;ifrr‘g;t Client a;e;l:jua?éys 9/8/2008 n/a 8.0 MB Add
tJKDBdgagngga)l\dlcrcsuft Forefront Client Security ;:é:ifrr‘gt Client Critical Updates  8/25/2008 n/a 8.2 MB Add
legBdgaE::;;gg)l\dlcrcsuft Forefront Client Security g:;:ifrr‘gt Client Critical Updates 7/22/2008 n/a 74.0 MB Add
kJKdega;:g;g;::\‘llcmsoft Forefront Client Security Eg:ifrr‘g;t Client Critical Updates 7/14/2008 n/a 8.7 MB Add
kill(padga;;ggg::\ﬂicrosoft Forefront Client Security ;‘éﬁf;\g\;‘t Client Critical Updates  7/14/2008 n/a 53 MB Add
tJIEBdga;SJ;E;ﬂicrosoft Forefront Client Security Eﬁ;;ifrr‘g;t Client Critical Updates  7/14/2008 n/a 5.6 M8 Add i
H{DBdgaggofg;)I\ﬂicmsuft Forefront Client Security Ezﬁfrr‘g\?t Client Critical Updates  4/14/2008 n/a 71.4 MB Add
gg%ﬂ#fé?”(slfcﬁ?.ﬁ SYate Acsassment 10,57 10.41 ;‘;;ifr"?;t Client B;z";&"ﬁ” 12/19/2007  n/a 662 KB Add
e e Cent o clent beffton  szonoss  wa  wmeaws | Ay




Erfolgreich

Microsoft Forefront Client Secu;

Die FCS Installation legt eine "Onepoint" Datenbank an

'» Microsoft SOL Server Management Studio

M CO|

Ele Edt View Toos Mindow Community Help

-3 X

Connect~ | &3 T &

= IJS EX2K3 (50L Server 9.0,3042 - EX2003\Administra
=) [ Databases

[ System Databases

[ Database Snapshots

1

| ) ReportServer

| ReportServerTempDe

|_| SystemCenterReporting

[ Security

[ Server Objects

[ Replication

[ Management

3 Notification Services

[T SQL Server Agent:

Sl twew query | [y |y o (3 | 18 | S ¥ el H @ | B> BB BB O

Object Explorer Details |

2E&T
| ] OnePoint

Ex2K3\DatabaseslonePoint

81tem(s)

Mame:

[_dDatabase Diagrams
[ATables

[A¥iews

[ Syronyms

[ Programmability
A 5ervice Broker
Castorage

[ 5ecurity

Ready




Configuration beenden

Computers repol

Percent repartin

onfiguration

EX2K3

ForefrontClientS ecurity




FCS installiert eine MOM Management Group

¥ MOM 2005 Administrator Console 8] =
% Fle Action Vew Window el ‘ [ |
= e e
(1 Console R Microsoft- _ =
= Gj Home rations
[Zo InFormation Center lanager 2005
gy Operations
Managemert Packs
§ Administration - - - - -
- Congratulations on your installation of Microsoft Operations Manager 2005
To properly set up Microsoft Operations Manager, you will need to perform a few mare steps.
] Before monitoring computers, you need to add them to Microsoft Operations Manager. Select the Install Agents link to
— open a wizard that allows you to specify which computers will receive Microsoft Operations Manager agents.
Install Agents Maore information
4 In order for Microsoft Operations Manager to monitor something, it needs a Management Pack that defines the services
J . and components to monitor. You can impert Management Packs anytime by clicking on the Import Management Packs
limk.
Import Management Packs (optional) More information
., Finally, click the Start Operator Censole link to view the status of the computers being monitored.
-
Start Operator Console More information
Show more options...
© 2000-2004 Microsoft Corporation, all rights reserved.
al | |

Abschlusskonfiguration des Assistenten

ﬂMicrosoft Forefront Client Security Configuration x|

m Completing the Configuration Wizard

Action | Status | Detailz | ;I
@ Collection D atabase Schema Successful Load the collection database on the collection server.
@ Configure Report Localization Successiul Configures localization of reparts.
@ Clean Collection Database Add-ons Successful Purges caollection databaze for reloading.
@ Caollection D atabase Add-ons Successful Loads the collection databage.
@ Fieporting D atabaze Schema Successul Install the reporting database on the reporting server.
@ Feporting Database DTS Task Successiul Configures DTS task on the reporting databasze.
@ Clean Reparting Database Schema Successful Purges reporting database for reloading.
@ Feporting D atabase Schema Succeszful Loads the reporting database on the reporting server.
@Add Management Server SHL Server Login Successiul Add S0L Server login to collection database SAL Server instan...
;j Collection server component
@ Reporting Server Timeout Adjustments Successful Adjusts timeout via Web service,
@ Impart Feports on the Reporting Server Fiunning Install Client Security reportz on the reporting server.
Feporting Server Adjustments Adjusts reports viaWeb service,
;j Management server component
Update Registry Final configuration: store settings in the registiy.

-
-'Q‘-I Tasks in progress... Wiew Log |
a8

< Back Cloze Help




Alles prima

ﬂMicrnsnft Forefront Client Security Configuration

Completing the Configuration Wizard

Action

| Statuz

| Detaily

@ Update Registy

@ Collection D atabase Schema
@ Configure Report Localization
@ Clean Collection D atabase Add-ons
@ Collection D atabase Add-ons
@ Feparting [ atabaze Schema
@ Reparting D atabaze DTS Tazk
@ Clean Reporting D atabaze Schema
@ Reporting D atabaze Schema
@Add tdanagernent Server SLL Server Login
d Collection gerver component
@ Reporting Server Timeout Adjustments
Import Reportz an the Reporting Server
@ Reporting Server Adjustments
d Management server component

--éj Al tazks completed.

Successful
Successful
Successful
Successful
Successful
Succeszsful
Succeszsful
Successhul
Successful
Successful
Successiul
Successful
Successful
Successiul
Successful

Load the collection database on the collection server.

Configures localization of reports.

Purges collection database for reloading.

Loads the collection database.

Istall the reparting database on the reparting server.
Configures DTS task on the reporting databaze.
Purges reporting database for reloading.

Loads the reporting databaze on the reporting server,

Add SOL Server login to collection database SOL Server instan...

Adiugts imeout via Web service,
Inztall Client Security reportz on the reporting server.
Adiugts reports via Web zervice,

Final configuration: store settings in the registy.

iew Log |

Alles Roger beim Report Server?

ﬁ Reporting Services Configuration Manager: EX2K34MSSOLSERYER

Configure Report Server

Bf Connect | ] Refresh

|@ Server Status

@ Report Server Virkual Directory
@ Report Manager Virtual Directary
@ Windows Service Identity

@ Web Service Identity

@ Database Setup

0 SharePaint Inkegration

0 Encryption Keys

@ Initialization

1 Email Settings

1\ Execution Account

Report Server Status

Help

< Back | [Canzel
=101

. i | & |
=E FE = A
= = ]

Use the Reporting Services Configuration tool to configure a report server deployment. Click an item in the navigation pane

to open a configuration page.

Use this page to start or stop the Report Server Windows service,

Instance Properties

Instance Hame:
Instance 10
Initialized:

Service Status:

MSSQLSERVER
M35GL.Z

‘fes

Running

Stark |

Stop I

(@  Configured

&3 Mot configured

0 Optional configuration

_:5 Recommended configuration

(@ Mot supported in the current mode

Help

Apply Exit




indows Internet Explorer

—la] x|

Eile

Edit View Favorites Tools  Help

=1 [#2 ||| [ Live search

o Favorites | 15 @ suggested Sites + [ Free Hotmall ] Web Sice Gallery +
(& Report Manager | |

M B - 0 o= v Page~ Safety - Took - @@~

SQL Server Reporting Services
Home

(LTI Properties
"

i New Folder

Home | My Subscriptions | Site Settings | Help ~|

Search for: EI

“j*New Data Source 4] Upload File

(13 Microsoft Operations Manager Reporting new

Report Builder

Show Details

» SCOW tusw

Neue FCS Richtlinie

[l Microsoft Forefront Client Security

Eile

=lalx
Action  Yew  Help
- = e
Microsofte
Forefront W
Client Security Management Console
Dashboard Policy Managemenk
Policies
] Mew | EdE Copy ‘ Deploy  Undeploy |>< Delete ““hwaw Reports
Mame =~ | Last Modified | IModified E: | Last Deployed | Deployed B I Deployed Ta

Was soll denn alles drin sein?

General §

Fratection .&dvancedl Dvelridesl Hepoltingl
— Malware protection

Wirus protection: IEIn

[]
[|

Spyware pratection: IEIn

— Malware zzanning

[V Use real-time pratection [zcan programs and services when they are accessed)
[V Bun a scan at this time:

Start time: IEver_l,J day

=] |z00am
IFuII sCan |

™ Fun a Quick Scan at set interval (hours):

[~

Scan twpe:

=

— Secuty state azzessment

' Scan at set interval [hours):

|12 3:
|3:DDAM 'I

V¥ If scan was not iun when scheduled, run it as soon as possible

= Scan at this time:

= Do not mn security state scan

Cancel Help




New Policy

Generall Frotection Dvenidesl Heportingl

— Malware definition updates
¥ Check for updates before starting a gcan

¥ Check for updates at set interval (hoursl: |6 =

[ Check for updates on Microsoft Update when 'WSLS is unavailable
Frivacy Statement

— Malware scah options

I Scan archive files " Delete quarantined files:
M Use heunistics to detect suspicious fles Delete after [days]: ISD 3:

r— Exclusions from malware scans
File and folder paths: Extenzions:

Add.. | Add... |
Eemove | Femaove |

r— Client options

™ Users can view all Client Security agent settings and DOnly administrators can change Client Security agent
messages zettings

X . ™ Allow uszers to add exclusions and overides
% Users can only view system tray icon and status
MEFSA0ES [ Prompt user when unclassified software iz detected

0K I Cancel Help

Reporting ohne Ende

Mew Policy

General | Protection | Advanced | Overides Reparting

— Alert level

Scan: generate alerts bazed on the frequency,  Specifu the alert level:
severnity, and type of malware and

wvulherabilities that are detected. & higher alert - High 5
lewel rezults in an increased number of alerts. Alert .Level 3- Mf_’d“-'m _ »
o Alerts izzued for all Client Security conditions except a
For details on when alerts are issued bazed on zuccessiul responze to malware on the computer ar
the alert level, click Help. = the network.
- Low
— Logging
Iz thiz option ta limit the number of events, ™ Do nat lag events far fles marked "Unknown'
 Spyhet :
Information sent to SpeMet iz used to update and Metwork connections to SpyMet:

improve our malware definitions. % Lse Internet Explorer settings

Privacy Statement
™ Lse other prosy server and port:

Spylet reporting: | Basic j' Example: proxyzerver. contoso. com

Ok, I Cancel Help




View Reports

wer - Windows Internet Explorer

ol o |
IS |g, httpsjex2ka|ReportServerjRages/ReportViewer, aspi? % 2fMicrosoftv200per ations¥20Manager % 20R eporting = |5\ |z\ |E,' Live Search | 2|
Eile Edit ¥ew Favorites Tools Help
i Favorltes |55 @ suggested Sites = [ Free Hotmail €| web Slice Galery -
EE' -| (& Report Manager | (& Report Viewer x | - <[ @ - Page- Sefety - Taok - (@~
4 4|t ofr F Pl 100% - Find | Next [ Select a format Tlepot [ S ¥
For information about using reports, see the lient Security Administration Guide. Send Feedback on this Report
. .=-
“ Deployment Summary
Generated on: 5/20/2009 5:18:30 PM
Policy: Al Computers
Managed Computers: 1 1
Related Reports: Security Summary
Policy Deployment Status
1
v
1 . External
. Currerit
Older
. Unknown
0 . . . :
419 426 503 (10 517
sun St St Sun sun
The left chart groups computers by their current policy deployment status. The right chart groups computers by their daily policy deployment status.
A policy is considered Older when a policy change has not yet deployed. A policy is considered External when it was deployed manually (not by Group
Policy). A policy is considered Unknown when it does not exist on the Client Security management server.
Nanlaumant Shatne Charvke LI
Reports, Reports, Reports
eport Viewer - Windows Internet Explorer -3 x
e [&] rtto:exekameportserveripagesiRepartyiewer. aspx? e icrasofts200perationss20Manager - 20Reporting’ 7| |E| \E\ |82 Live search |2-|
Fle Edt View Favortes Tools Help
7 Favorites | 95 8 suagested Sites + [ Free Hotmall & | Web Slice Gallsry +
EE' '| /€ Report Manager | (& Report Viewsr x | | A - - [ geh v Page - Safety~ Tools - @)+
M 41 ofi b Pkl 100% - Find | Next  [Select a format =] Export  [d] = ¥
. -

W 1.57.1695.0 (5/20/2009 10:50:31 AM)

W 1.57.1698,0 (5/20/2009 10:50:31 AM) W 11.4802.0
I Older N Older I Older
Vulnerabilities Engine I Status Vulnerabilities Definition Deployment Status
1' D l' D
10171041 - 1.0.1710,41
B Older

B Older
The Deployment Status charts group managed computers by the version of the relevant Client Security component. Computers with an out-of-date
component may be having problems obtaining updates.

Deployment Status by Policy

Policy Version Deployed
Policy Modified ‘Current Older External Unknown
Mo Policy Time Unavailable 0.00% (0/1) 100.00% (1/1) 0.00% (0/1) 0.00% (0/1)

Computers with an Out-of-Date Policy




Wie bekomme ich nun einen Client in die FCS Console?

/FirmenCaompter

Add Group... |
&dd GRO... |
&dd File... |
Bemove |

Deploy Cancel Help

oder / und per GPO

ST Group Policy Management

EE File  Action Yiew window  Help
&= BHEEBEEXE &@E

E[§ Group Policy Management
Elﬁ Forest: exzk3.dom

EI@ Domains

El@ exzk3.dam

1@’ Cefault Domain Palicy
#-{&3 Domain Controllers
(&3] FirmenComputer
El% Group Palicy Objects
b Default Dormain Conkrollers Palicy
: ----- Default Dormain Policy
O T o-FS Test-{ccanzd6b-di 2o-4aca-bi
- WM Filkers
L) Sites
fﬁ Group Palicy Modeling
IE Group Palicy Resulks

Verteilung schlaegt fehl, weil der Remote Registry Dienst nicht laeuft



Remote Registry Properties (Local Computer)

General | Log On | Recovery | Dependencies |

Service name: Remote Registry
Display name: Remote Registry
Description: Enables remote users to modify registry settings on &

his computer. If this service is stopped. the registry

Path to executable:
CWindows system32'evchost exe 4 regsve

Startup type: Automatic

Help me configure service startup options.

Service status:  Started

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

J [ concd | [ sonl

Jetzt passiert was

= strator Console

\%‘ Ele Action Yiew Window Help

& =+

B E N

[_] console Rook
El%‘ Microsoft Operations Manager {(Ex2K3)

Marme | Domain I Description | Operating System Last Contacked | Ignore Skatus

- E;) Information Center
gy Operations
g Management Packs
E-@ Adrninistration
=4 Computers

& Al Computers
ﬂ Management Servers

icrosoft Operations Manager Task Progress

Task complete.

There are noitems to show in this view,

=10 x]

iComputer Discovery Summary:
Q Unmanaged Computers

Al Agentless Managed Compl 0 Mew computers added

"y Agent-managed Computsr 0 Computers marked For uninstal
- - o Computers expired

% windows Server Cluster O

Pending Actions

_’Q Computer Discovery Rules
= % Console Scopes

Computer Management Task Summary;

Select a computer in the list to view details:

Copy Details |
LI Close |

Selected computer details:

,?3 GIoI;aI Settings Status | Computer Name | Domain |
-0 Product Connectors @Succeeded GROTEM-PC ExZ003

| Control Level



druff ist der Agent

===

» Programs and Features - ‘ ‘¢| | Search »p ‘

Uninstall or change a program

To uninstall a program, select it from the list and then click "Uninstall”, "Change”, or "Repair”.

Organize » 1= Views E\; Uninstall & Change @
Mame = Publisher Installed On
] Turn Windows features on or 7] Active Directory Management Pack Helper Object Microsoft Corporation 20.05.2009
off ﬁ' Microseft NET Framework 3.5 5P1 Microsoft Corporation 11.04.2009
Install a pregram from the [=7 Microsoft Operations Manager 2005 Agent Microsoft Corporation 20.05.2009
network
< n b

Deploy per REG-Datei

I FCS Test.reg - Notepad
File Edit Faormat Yiew Help

[HEKEY_LOCAL_MACHINENSOFTWARENPOTciesiMicrosoftsmicrosoft Forefrontyclient Security™l.0%53A]
"optIntoMU =dword: 0

[HKEY LOCAL_MACHINE\SOFTWARE\PD1 fciesmicrosoftimicrosoft Forefronthclient securitydl. 0ham]
‘Dizableantispyware =dword:0

[HKEY_LOCAL_MACHINEMNSOFTWARENPOTiciesiMicrosoftimicrosoft Forefrontyclient Security™\l.0NAMM\Scan]
"scheduleTime"=dword;: 78

[HEEY_LOCAL_MACHINENSOFTwWaRENPOTiCciesimicrosoft\microsoft Forefronticlient securityhl.o]
"alertievel=dword:3

[HKEY LOCALJ‘!ACHINE\SOFTWARE\PD'I jciesMicrosoftiymicrosoft ForefronthClient Security™l.0nwaMWReal-Time Protection]
"EnableunknownPrompts "=dword:Q

[HKEY LOCAL_MACHINE\SOFTWARE\PD1 fciestmicrosoftiymicrosoft Forefronthclient securityhl. o]
"MOMServername”="Ex2K3"

[HKEY_LOCAL_MACHINEMSOFTWARENPO1iciesiyMicrosofti\microsoft Forefrontyclient Security’\l.0WAMM\Scan]
"DisableHeuristics"=dword:

[HKEY_LOCAL_MaCHINENSOFTwWARENPOTicTies'Wicrosoftiwicrasoft Forefronthclient securityhl. 0hssavscanaction]
"TimeType"=cdword:Q

[HKEY LOCAL_MACHINE\SOFTWARE\F‘D'I ici ES\M'\ crosoftyMicrosoft ForefrontyClient Security’Z1.0]
"momGroupMame" ="Forefrontclientsecurity”

[HKEY LOCAL_MACHINE\SOFTWARE\PD'I ciestMicrosoftiymicrosoft ForefronthClient securityhl.0hamyscan]
"Disablearchivescanning' =cword:Q

[HKEY_LOCAL_MACHINEYSOFTWARENPO1iciesMicrosofti\microsoft ForefronthClient Security’l.0WAMMReal-Time Protection]
"pizableantispywarerealtimeProtection =dword: 0

[HKEY_LOCAL_MACHINENSOFTWARENPOTiciesiMicrosoftsmicrosoft Forefrontyclient Security™\l.0NAMM\Scan]
"schedulebay " =dword: 0

[HKEY LOCAL_MACHINE\SOFTWARE\PD1 fcies'\microsoftimicrosoft Forefronthclient securityhl.a]
"Mama"="FCs Tast

[HKEY_LOCAL_MACHINEMNSOFTWARENPOTiciesiMicrosoft\microsoft ForefronthClient Securityyl.o]
"profileID”="h1f982592-58a2-4dc0-h845-4783a4C73404"

[HKEY_LOCAL _MACHINEYSOFTwARENPO1icies microsoft\microsoft Forefronticlient securitynl.o]
"profilernstanceln”="545eoff0-c8ea-4021-b191-2c4acab336esa"”

[HKEY_LOCAL_MACHINENSOFTWARENPOTiciesiMicrosoft\microsoft ForefronthClient Securityyl.o]
"peploymentMethod”=dword:1

[HEEY_LOCAL_MACHINENSOFTwWaRENPOTiCciesimicrosoft\microsoft Forefronticlient securityhl.o]
"beploymentrPath”="C:\\temp \\FC5 Test.reg”

da isser
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v » Control Panel » Programs and Features - | 5 | | Search L |
Uninstall or change a program
w installed updates
: To uninstall a program, select it from the list and then click "Uninstall”, "Change”, or "Repair”.
 programs online at
Marketplace
Organize -~ Views .~
w purchased 2 e @
(digital locker) Name Publisher
¢ Turn Wind atures on or [ Active Directory Management Pack Helper Object Microsoft Corporation
off ﬁj Microsoft NET Framework 3.5 SP1 Microsoft Corporation
Install a program from the m Microsoft Forefront Client Security Antimalware Service Microsoft Corporation
network ﬁ Microsoft Forefront Client Security State Assessment Service Microsoft Corporation
[ Microsoft Operations Manager 2005 Agent Microsoft Corporation
q I | @ Microsoft Forefront Client Security

I Connectingto-the Internst to acquire new definitions

and engine upgrades.

Programs and Featu

zwei neue Dienste auf dem Client

Lo WIICTOSOTT JNE | FTAMEWDTK NUEN VAUIU 24 _ABD WICTOSOTT ...
5:‘-':3?, Microsoft Forefront Client Security Antimalware Service Helps prote.. Started
@}; Microsoft Forefront Client Security State Assessment Servi... Helps prote..  Started

b L . § T P 0 [ T AN U MAo T

Zentrale Konfiguration

@ Microsoft Forefront Client Security
A systern adrninistrator manages Microsoft Forefront
Client Security for all users on this computer, The

program will notify you to take actions only if malicious

software is detected.
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Updates sind da

FCS Console Summary

For information about using reports, see the

Client Security Administration Guide.

Send Feedback on this Report

1 Security Summary

Generated on: 5/20/2009 6:22:26 PM Time Span: 24 Hours

Policy: All Computers From: 5/19/2009 6:22:25 PM
Managed Computers: 2 To: 5/20/2009 6:22:25 PM
Deployment Summary Connect Summal

Policy Deployment Status

Computers' Time of Last Contact

W Earlier
a I Unknown 30 days
Clder 7 days
o W Current 72 hours
W External e 48 hours
. 24 hours
1
eport ¥iewer - Windows Internet Explorer & x|
6\_\: w [E] http:fexakaiReportserver Pages(Reportviewer aspx?%2fMicrosoft+Operations +Manager-+Reportng2fiicra: | | 2| X | [B Live search o]
Fle Edt Wew Favorites Toos  Help
7 Favorites ‘ 35 @ suggestedsites ~ [ Free Hotmail € | Web Slice Gallery ~

(& Report Viewer | |

i - < Y = - Page - Safety -~ Tools - (@~
4 4 1 of1 b Pkl 100% - Find | Mext  |Select a format ~| Export

e -]

[

Security State Assessment Details

Score Security State Assessment Check Result
Medium [ Security State Assessment Scan 5/20/2009 6:22:57 PM
Medium & Vulnerability Checks
Medium Password Expiration

This check determines whether any local accounts have passwords Number of user accounts with non-expiring passwords: 1.
that do not expire. Total number of user accounts: 3.
Medium B Security Updates

This check determines if availzble updates are missing on the scanned Scanned computer failed to connect to the configured
computer.

update service.

Alert Details

There & no refevant information.

Events
Group by: Day Mo Grouping
Time Generated Event ID Description

Less than 24 hours ago, From 5/19/2009 6:34:16 PM to 5/20/2009 6:34:16 PM (33)



Gesamtuebersicht aller Clients

File Acton Wiew Help

Policy Management

2 managed computars

|||H Reporting Critical 1ssues -

Reparting No lsues
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0% 50% 0%

Computers reparting critical issues 0

Computers reporting no issues 1

Computers not reporting
Parcent reporting ciitical issuss

o

% Percent isparting na issuss 50%  Percent not repotting
Computers Per Issus

il Malware detected

il Critical wulnerability detected
sil{ Out-of-date policy detected
il Alerts detected

14Day Histary
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Natifications

+ 1 There are 2 new Client Security alerts in Microsaft Operations Manager
+ 1y There are 2 active Client Security alerts in Microsoft Operations Manager

=1=]
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Microsoft*
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Jetzt sehen die Reports auch sauberer aus
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“ I Deployment Summary
1%
Generated on:

5/20/2009 7:03:20 PM
Policy:

All Computers

Managed Computers: 2

Related Reports: Security Summary

Policy Deployment Status

a. ' ' '
419 4/26 5J03 5i10
Sun Sun Sun

Sun

Policy). A policy is considered Unknown when it does not exist on the Client Security management server.

. External

B Current
Older

B Unknown

5017
Sun

The left chart groups computers by their current policy deployment status. The right chart groups computers by their daily policy deployment status.
A policy is considered Older when a policy change has not yet deployed. A policy is considerad External when it was deployed manually (not by Group




Manueller Scan von Client Computern

— Target

= {Ecan all managed compuiters §

" Scan a specific computer:

Mame: | _I

— Type
& Quick scan
 Full scan

Scan Mow I Cancel I Help

T T Chnfors

... danach ist ein Scan in Progress




