Ausstellen eines Webserver Zertifikats unter Windows Server 2008 per
Certificate MMC fuer einen benutzerspezifischen Common Name (CN)

Start - MMC - Snapln Hinzufuegen - Certificates - Local Computer
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-8 x|
Fle Action View Favorites Window Help ‘ -8 x|
L A ERRE TN 7 1
| Console Root Issued To ~ [ Issued By [ Expiration Date__[ Intended Purposes | Friendly Name | Actions
=1 (5 Certificates (Local Com [ Flwas £x2e7 WAGEX 2T 12.04.2010 Server Authentication  Micasoft Exch | cortificates R
&1 [ Personal Trlwasexxy W2kE-EX2KT 11,04.2010 Server Authentication  Microsoft Exch: )
mjC 3 | Llwaeexae W2kE-EX2kT 12.04.2010 Server Authentication  Microsoft Exchy More Actions 4
| Trusted Root Certl | - Jymsye-wakg-£x2K7 WMSyC-WKB-EX 2T 09,04.2019 Server Authentication  <None’>
| Enterprise Trust
~| Intermediate Certit
| Trusted Publishers
| Untrusted Certiica
=) Third-Party Roat C
| Trusted Peaple
| Remote Deskiop
! Smart Card Trustex
< | el | v

Request new certificate

A Certificate Enrollment
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Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless networks,
protect content, establish identity, and do ather security—related tasks.

Before requesting a certificate, verify the following:

Your computer ig connected to the network
‘You are logged onto the domain for your organization

Learn more about digital certificates

Mext Cancel |




Z. B. Webserver fehlt

ertificate Enrollment

[, Certificate Enrollment
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Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then dick Enroll.

I™ Directory Email Replication 1 STATUS: Available Details(!
™ Domain Controller 1) STATUS: Available Details !
I~ Domain Controller Authentication j‘J STATUS: Available Details!)

[ Show all templates
Learn more about certificate types

CA Verwaltung starten

File Action View Help

ertsrv - [Certification Authority (Local)\domain-W2i

EX2K7-CA\Certificate Templates]
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T Certification Authority (Local)
El g domain-WaKs-EXK7-CA
[ Revoked Certificates

Name

[ 1ntended Purpose

| Directory Emai Replication
& Domain Controller Authentication

5] subordinate Certification Authority
] Administrator

Directory Service Emai Replication

Client Authentication, Server Authenticatio...

J Tssued Certificates Hers Recovery Agent File Recavery
[ Pending Requests T BasicEFS Encrypting File System
% Faled Requests ] Domain Controller Client Authentication, Server Authentication
- 5] web server Server Authentication
E Computer Client Authentication, Server Authentication
& user Encrypting File System, Secure Email, Clien...

<All=

Microsoft Trust List Signing, Encrypting File. ..




Rechtsklick - Certificate Templates - Manage

Bl Certificate Templates Console

File Acton View Help
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[ ] Certificate Templates (W2ka-EX2k7 | Template Display Name _~ Minimum Supported CAs
5ill Administrator Windows 2000
] Authenticated Session Windows 2000
) Basic EFS Windows 2000
E CA Exchange Windows Server 2003, En...
5] CEP Encryption Windows 2000
E Caode Signing Windows 2000
5 Computer Windows 2000
5 Cross Certification Authority Windows Server 2003, En.,
| Directory Email Replication Windows Server 2003, En,
' Domain Controler Windows 2000
E Domain Controller Authentication Windows Server 2003, En...
E EFS Recovery Agent Windows 2000
E Enrolment Agent Windows 2000
E Enrolment Agent (Computer) Windows 2000
E Exchange Enroliment Agent (Offine request)  Windows 2000
E Exchange Signature Only Windows 2000
E Exchange User Windows 2000
& Psec Windows 2000
E IPSec (Offline request) Windows 2000
5 kerberos Authentication Windows Server 2003, En.
E Key Recovery Agent Windows Server 2003, En.
EI QCSP Response Signing Windows Server 2008
E RAS and IAS Server Windows Server 2003, En.
E Root Certification Authority Windows 2000
E Router (Offline request) Windows 2000
E Smartcard Logon Windows 2000
] smartcard User Windows 2000
E Subordinate Certification Authority Windows 2000
E Trust List Signing Windows 2000
H User Windows 2000
E User Signature Only Windows 2000

5 Workstation Authentication Windows Server 2003, En,

Version | Intended Purposes

Private Key Archival

Directory Service Em;

Client Authentication

Client Authentication
Key Recovery Agent
QCSP Signing

Client Authentication

Client Authentication
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Actions

Certificate Templates (W2... =~

More Actions
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More Actions
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Properties Webserver Template

Web Server Prope 2|

General | Request Handling I Subject Namel Extensions  Security I

Group or user names:
B2 Autherticated Users
SiJ Domain Admins (DOMAIN'Domain Admins)
5{ Ertemprse Admins (DOMAIN'Enterprize Admins)

Pemizsions for Autherticated Users Allow Dery
Full Cortrol O O
Read O
Write O O
Enroll O O

For special pemissions or advanced settings, click e |
Advanced.

Leam about access control and pemissions

ok [ cancel | seeb | Hep |




Object Type Computer hinzufuegen

Select Users, Computers, or ' 2=
entication
Select this object type:
IUsers, Groups, or Biltin security princie M sl L 21|
From this location: Select the types of objects you want to find.
domain local
I Chject types:
Enterthe object names to select (examp 1 Bilt-n security principals
1A Computers
3_!‘ Groups
?) Users
Advanced.. |
Certil
x (Of For special pemmissions or advar
& Advanced.
xcard
card Leam about access control and OK I Cancel

-dinat

Gewuenschte Computergruppe hinzufuegen

Web Server Properties 2 x|

" General I Request Handling I Subject Name I Extensions  Securty |

GI’OIJp Or USer names:

B2, Authenticated Users
'3{ Domain Admins (DOMAIN'Domain Admins)

Domain Controllers (DOMAIN \Domain Cantrollers)

"?J Erterprise Admins (DOMAIN'Enterprise: Admins)

Add... | Remove |

Permissions for Domain Controllers Allow Dery
Full Control a a
Read O O
Write a a
Enral O

For special permissions or advanced settings, click ey |
Advanced. e

Leam about access control and permissions

ok |[ Canced | mpeb | Her |

Enroll Berechtigung vergeben




Request new certificate

Nun ist es da :-)

B Certificate Enroliment -0l x|
= Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then dick Enroll.

I™ Computer 1) STATUS: Available Details (¢!

[~ Directory Email Replication 1) STATUS: Available Details (5!

[~ Domain Contraller 1) STATUS: Available Details (¢!

[~ Domain Controller Authentication jg STATUS: Available Details !

[¥ Web Server 1) STATUS: Available Details (%!
L\ More information is required to enroll for this certificate. Click here to configure settings.

[~ show all templates
Learn more about certificate types

carca |

Click Details - Properties
Subject Name - Common Name auswaehlen

CN eingeben

ertificate Properties x|

s Subject |General I Extensions | Private Key | Certification Authority

The subject of a certificate is the user or computer to which the certificate is issued. You can
enter information about the types of subject name and alternative name values that can be used
in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CM=mail.it-training-grote.de
ICommon name j Add > |
Value:

| | < Remove |

Alternative name:

Type:

IDiretb::ry name j
Value:

| | Add > |
< Remove |

Learn more about subject name

oK Cancel Apply




Gofs. weitere Parameter wie z. B. Exportmoeglichkeit des privaten Schluessels

ertificate Properties ' x|

h Subjectl General I Extensions Private Key |Cerﬁﬁ:3h'on Authority |

Cryptographic Service Provider i)
Key options G
Set the key length and export options for the private key.

Key size: |2|:|_‘,3 j

v Make private key exportable
[ Allow private key to be archived

[™ Strong private key protection

Key type £1]

Key permissions e

Learn more about private key

QK I Canicel Apply

Zertifikat ausstellen (Enroll)

juchu - Erfolgreich

M Certificate Enrollment =10l x|

= Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

[+ web Server J STATUS:Succesded Details (¥}

Finish |




Stimmt der CN? ... Jal!

General Details |Certiﬁmtion Path I

Show: |<AJI:> j

| Field | Value -
|:|h'ersion V3
|:|Seria| number 12 72 94410000 00 00 00 03
DSignamre algorithm shalRSA
|:|Issuer domain-\W2K8-EX2K7-CA, dom...
|:|Valid from Mittwoch, 13, Mai 2009 18;40:03
DValid to Freitag, 13. Mai 2011 13:40:03

bject mail.it-training-grote

Epubic key RSA (2043 Bits) i

CMN = mail.it-training-grote.de

EditProperﬁes...l Copy to File. .. |

Learn more about certificate details

=

Zusaetzlich kann das Zertifikat jetzt per CA Webserverregistrierung angefordert
werden

/3 Microsoft Active Directory Certificate Services - Windows Internet Explorer : =)
@: ~ [ ] httpsi{flocahhost/certsrv/certrqma.2sp 7|6 certificate Eror || 42|| X | [Live search P
v e & Microsoft Active Directory Certificate Services | | - - v [-.rPage ~ (CJ Tooks -

Microsoft Active Directory Certificate Services — domain-W2K8-EX2K7-CA

Advanced Certificate Request

Certificate Tt

VWeb Server '

Identifying Information For Offline Template:

Narne:l
E—Mal\:l

Company: I

Department: I

City: I
State: |

Country/Region: I

Key Options:

@ Create new key set ¢ Use existing key set
CSP:IMlcmsnﬁ RSA SChannel Cryptographic Promderj
Key Usage: & Exchange

. Min: 334
Key Size: |1024 Max.16age (9mmen key sizes: 512 1024 2043 2096 3152 16284 )

& Automatic key container name " User specified key container name
I~ Mark keys as exportable
I~ Enable strong private key protection

Additional Options:

Request Format: & CMC ¢ PKCS10




