Work Folders in WS 2012 R2

Rolle auf Fileserver installieren

DESTINATION SERVER

Select server roles WS2012-DCwinz012 server

Select one or more roles to install on the selected server,

Before You Begin

Installation Type Roles Description
Server Selection — - . . ~ Work Folders provides a way to use
4 [H] File and iSCSI Services (2 of 11 installed) work files from a variety of

File Server (Installed) computers, including work and
Features . i

[ BranchCache for Network Files (RIS e Em s

2 Folders to host user files and keep
Confirmation [ Data Deduplicati :
ata Deduplication them synchronized - whether users
[[] DFS Mamespaces access their files from inside the

[] DFS Replication network or from across the Internet.

[1 File Server Resource Manager

[] File Server VS5 Agent Service

5l Target Server (Installed)

[ iscsi Target Storage Provider (VDS and V&S
[[] Server for NFS

(Installed)

| < Previous | | Next > ‘ ‘ Install ‘ | Cancel

» Work Folders ® 1 I’l Manage T

'WORK FOLDERS —

Servers Al syne shares | O total TASKS v

Volumes

There are no sync shares.
Disks

Storage Pools To create a sync share for Work Folders, start the New Sync Share Wizard.

Shares

Last refreshed on 23.12.2013 103209

USERS

No sync share is selected,

Select @ sync share to display the related users.




Pfad angeben fuer Ablage

Select the server and path

Before You Begin Server;
Server Name Status Cluster Role Owner Node
W52012-MEM2 Online Not Clustered

User Folder Structure

Sync Share Name

i} Only servers and clustered file server instances that have Work Folders installed are shown.

Location:
) Select by file share:
MName Path
dfsroot CADFSRoots\dfsroot
dhepaudit  C\Windows\system32\dhcp
Marketing CAShares\Marketing
Vertrieh  C\Sharesi\Vertrieb
@) Enter a local path:
CASyncShare

[[<Previous | [ Next> | | cCreate | [ Cancel |

UPN als eindeutigen Bezeichner verwenden

Specify the structure for user folders

Before You Begin Choose a folder-naming format based on whether you have to maintain user folder compatibility
or want to support identical aliases across domains.

Server and Path

) User alias

Sync Share Name
Maintains compatibility with existing user folders that use aliases for their names

@) User alias@domain
Eliminates conflicts between identical user aliases in different domains

Syncing a subfolder can be useful if you currently redirect multiple folders for users and want to
use this sync share with only one of these, such as the Documents folder.

[[] Sync only the following subfolder:

If the subfolder doesn't exist, it will be created for every user assigned to this Work
Folders instance.

< Previous H Next = | | Create H Cancel




Zugriff auf bestimmte Benutzergruppe beschraenken

Grant sync access to groups

Before You Begin

Domain Principal Description
Server and Path | WIN2012  WF-users
User Folder Structure
Sync Share Name
Device Policies
Confirmation
| Add... | | Remove

Disable inherited permissions and grant users exclusive access to their files

< Previous || Mext = | | Create || Cancel

,Device Policies” festlegen

Specify device policies

Before You Begin Encrypt Work Folders
Server and Path Automatically lock screen, and require a password
User Folder Structure

Sync Share Name

Sync Access

Confirmation

< Previous || Mext > | | Create H Cancel




WorkFolders grundkonfiguriert

Server Manager

S
Manage  Tools  View  Help

WORK FOLDERS
Servers All sync shares | 1 total
Volumes » ®
Disks.
Storage Pools Sync Share Name Description Path Access Group
Shares 4 WS2012-MEM2 (1)
iSCSI SyncShare CASyncShare WIN2012\WF-users
L work Folders
Last refreshed on 23.12.2013 10:51146
USERS
SyncShare on W52012-MEM2 | Users: 3
Filter o @) - ~
Domain User Group Sync Share Name Server Full Name Suspended
Anton Simin SyncShare ‘WS2012-MEM2.win20...
WIN2012 Andreas Winter WF-users SyncShare WS2012-MEM2.0in20... No
WIN2012 Administrator WF-users SyncShare ‘WS2012-MEM2.win20... No

Generelle Einstellungen

[-To [T

=] wf-sync Properties

wf-sync

Show Al

General General |
Sync Access
Device Policies Server: Ws2012-MEM3

Mame: wf-sync

Description:

Path: Chwf-sync

Status Enabled _

Sync Access

Domain Principal Description

WIN2012  WF-users

Remove

/| Disable inherited permissions and grant users
their files

wnclusiv

QK | | Cancel Apply




Quota

File Server Resource Manager Feature muss installiert sein

Configure quota

Server Name:  WS52012-MEM3
Share name:  wf-sync

Folder path:  Ci\wf-syne

Select a quota template:
100 MB Limit

[] Automatically create and apply quotas for all users

200 MB Limit Reperts to User

200 MB Limit with 50 MB Extension
250 MB Extended Limit
Monitor 200 GB Volume Usage

Summary of template:

Template name:
Limit:
Motification thresholds: 3
85% - Email
Q5% - Event, Email
100% - Event, Email, Report

200 MB Limnit Reports to User
200 MB Hard

oK || cancel

WorkFolder Settings

Support E-Mail Adresse hinterlegen

WS2012-MEM3.win2012.server

Show All
Authentication -

Support Email -

Suspended Groups =

Authentication

Specify the authentication method to enable for this server:
@ Windows authentication

() Active Directory Federation Services

Federation Service URL:

hittps:f

Support Email
Specifies the email addresses to use when users click the Email
tech support link on a device or PC.

Emiail addresses (separate by semicolons):

grotem@it-training-grote.de

Suspended Groups

[>]

| CK || Cancel || Apply

<]




TMG Server

HTTPS-Server Publishing Rule erstellen

Forefront TMG

File Action View Help

== x

|

DEEFXQROR T CF D EHE e

|53 Microsoft Forefront Threat Managemet
(I @ Forefront TMG (TMG-EN)
=0 Dashboard
=] Manitoring
Firewall Policy
Web Access Policy
L E-Mail Policy
%P Intrusion Prevention System
% Remote Access Policy (VPN)
= Metworking
HA svstem

Client

>, Micrasafr

< Forefront

Enterprise
Threat Management Gateway 2010

/ All Firewall Policy Y

|D ‘ Examples

Condition

ControlPanel — WorkFolders

] Work Folders - a
®© = % B » Control Panel » All Control Panel ltems » Work Folders w| ¢ | Search Control Panel »

Control Panel Home

Manage Work Folders
Set up Work Folders Use Work Folders to make your work files available on all devices you use, even when offline,
&’I Set up Work Folders

B Enter work email - a
® ~ T B » ControlPanel » All Control Panel lterms » Work Folders + Enterwork email v @& | | Search Control Panel »

Enter your work email address

Work Folders uses your email address to retrieve settings from your organization.

Work email address:
administrator@win2012.server

Enter a Work Folders URL instead

Work Folders

There was a problem finding your Work
Folders server

Make sure that you have the correct Work Folders URL.
If this problem persists, email your erganization's tech
support.

() Hide details Close

The connection with the server was terminated abnormally
(04B0072efe)




DNS Namensaufloesung richtig setzen

£

Fil

B I R R S TR R

HoAE A o

hosts - Notepad
e Edit Format View Help

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.

The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "#' symbol.

For example:

1082.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme. com # x client host

localhost name resolution is handled within DNS itself.
127.8.8.1 localhost
H localhost
212.212.212.18 da.isaserver.org
212.212.212.18 ws2812-dc

212.212.212.18 workfolders.win2@12.server
P12.212.212.18 workfolders.isaserver.org

SAN Zertifikat auf Sync Server

Certificate -

General | Details | Certification Path

Show: | <All> W |

Field Value -

-g.' Subject Key Identifier da 7ceb 3409 9e 8797 bl67...

&

.g.' Authority Key Identifier KeyIlD=ff 2e f6 d7ea 357 7...

@.' CRL Distribution Paints [1]CRL Distribution Point: Distr...

@.' Authority Information Access  [1]Autharity Info Access: Acc...

= Key Usage Digital Signature, Key Encipher... |=
] Thumbprint algorithm shal
'Thumbprint 97 75a730e43b62 1e4cd3.. v

DMNS Mame=ws2012-mem3.win2012,server
DMNS Mame=ws2012-mem3

DNS Mame =workfolders. win2012.server
DMNS Mame =workfolders.isaserver.org

Edit Properties. .. || Copy to File... |

Zertifikat an Sync Server binden

0

etsh httpradd sslcert ipport=0.8.0.8:443 certhash=2775a730e43bh621edcdi2?h74cabc

4cB863a6Bbf appid={CE66677B-3AAB—47D1-BDBD-AZ5CE35PFDSD>

8L Certificate successfully added

etzh http>




Neuer Versuch

Enter Work Folders URL
T B » Control Panel » All Control Panel ltems » Work Folders » Enter Work Folders URL

Enter a Work Folders URL

If you don't have a Work Folders URL, contact your erganization to find out if Work Folders is offered to you,
Work Folders URL:

https://workfolders.isaserver.org

Retrieve work data

Finding your data on the Work Folders
server

L]
Close
Prima
B Confirm Work Folders location
© 6 -

T E » Control Panel » All Control Panel ltems » Work Folders » Confirm Waork Folders location

Introducing Work Folders
Work Folders will appear in the navigation pane in File Explorer and when opening or saving files.

MNormally the files you save in Work Folders are stored on your PC with the files and settings for your user
account, but you can choose a different location below. This setting cannat be changed later.

Work Folders location:
Ci\Users\administrator\Work Folders

Change...

Finish not swedish

Accept security policies

1 » ControlPanel » All Control Panel ltems » Work Folders » Accept security policies

Security policies

To help protect your work files, your organization can make the following changes to your PC at any time:

= Encrypt Work Folders

+ Require a password to sign in to your PC, and automatically lock your screen

« Erase all files in Work Folders, for example if you lose this PC

Additionally, files stored in Work Folders are subject to your organization's data policies.

| accept these policies on my PC

¢

Search



8
®

Quota

a
®

Control Panel Home

Stop using Work Folders

Manage credentials

Setup finished

= 1 [ » Control Panel » All Control Panel ltems » Work Folders » Setup finished

-t

Sync Now

zieht

Manage Work Folders

Work Folders has started syncing with this PC
Work Folders is syncing your files in the background.

Any files that you store in Work Folders will be uploaded to your organization. You can then use them on
other PCs and devices on which you've set up Work Folders,

Work Folders

H » Control Panel » All Control Panel ltems » Work Folders

Use Work Folders to make your work files available on all devices you use, even when offline.

199 MB

available on the server

l Last synced: 12/23/2013 3:33 PM @

Your work files were last synced at 12/23/2013 3:33 PM

Sync over metered connections: []Sync files over metered connections

Sync even when I'm roaming

Ask for help from your organization: Email tech support

l Nao file errors

Sync Now in File Explorer

a-||;}.u7|

Picture Tools

Home Share View Manage
@ v Expand
457 Favorite Open in new window
B Deskt Add to Windows Media Player list
& Down Play with Windows Media Player
il Recen Share with 3
43 Admini H SyneNow
i3 Contz Include in library 3
i Deskt Pin to Start
| Docu
- Send to r
& Down
> | Favor Cut
# Links Copy
W Musi Delete
£l Pictu Rename
& Saved
> |5 Searc New i’
& Video Properties

. Work Folders



Alles in Sync

[ -nwszmz-snms-wul Machine Cannection - ey Ie——
File Action Media View Hel.p - File Action Medis View Help
¢ 0@OO NP5 % 2 0P@O NP Y S
L} Work Folders
@ =+ ComolPanel » AN Control Panel hems » Work Falders
Contal Pana! Home Manage Work Folders
op wsing Wark Folders u e, even when ffine.
Stop using Work Folder 5 you us, Home __Shaie_ Via
Mansge cradentials L0l = Ficture Tooks Work Folders o I 1
-t | e tocaip©) + wWEsne + Admmstergwnanz | v o] [t
Sy Now Wome shwe Ve | Minsge - [
Hame Date modife Type
. = W Deskeop Test Dacument
available o} #7r Favosites e e & Downloads o Test Bitrmap image
B Desitop 5 Recent places.
. 8 Downloads
st syne] g e e 188 This PC
Vour work fi Hallo-Mare Ly e Desktop.
# B Administrator [ Dacuments
Sync overmy ¥ Contacts 1§ Downloads
e Desktop W Music
sk for help I Documents B Pictures
& Cownloads B Videos
| B Local Dk €
# Links &% DVD Drive (Dx) 20131
Name B Music
& Pictures S Network
1 Saved Gamnes.
o Sesrches
[ | - Work Folders
8 ThisPC
. » [l Deshtop 2items
* B Documens KL oton S e Cs
Zitems  Syme status Last symcesk 12/23/2013 336 P

Sync Propertie

s fuer User auf dem Server

Administrator

User details

Alias:

Domain:

Server:

Member of:

Sync share name:

Path:

Local path:

Suspended on sync share:

Device details

Mame  Last Successful
we- 23.12.2013 15:36:02
CcLz

Administrator

WIN2012

Ws2012-MEM3

WF-users

wf-sync

Chwf-sync
Chwf-sync\Administrator@WIN2012
No

Access Last Attempted Access Error Operating System
23.12.2013 153:36:02 Windows 6.3

App Version
MS_WorkFoldersClient

Sync suspended

USERS

wi-sync on W52012-MEM3 | Users: 3

Local Path
Chwf-sync\Administrator@WIN2012

Filter

Domain

WIN2012
WIN2012

@B~ @~

User Group Sync Share Name Server Full Name Suspended
Anton Simin WF-users wf-sync W52012-MEM3.win20... No
Andreas Winter WF-users wf-sync W52012-MEM3.win2(] i —

Administrator WF-users

wi-sync

W52012-MEM3.wi




Fehlermeldung auf Client

B Work Folders - B
@ - 1 ﬁ » Control Panel » All Control Panel ltems » Work Folders v & Search Control Panel 2
| YO e N
Control Penel Home available on the server
Stop using Work Folders
Manage credentials . Sync stopped. A problem occurred =

Sync Now

. No file errors @

The administrator of the Work Folders server temporarily suspended your ability to sync. Try
syncing again later.
(0xB0CB000S)

Sync over metered connections: [ Sync files over metered connections

Sync even when |'m roaming

Ask for help from your organization: Email tech support

Name Status Path

Encrypt Work Folders aktivieren

wf-sync

General

Sync Access

Device Po

Show All
+

+

Device Policies

Encrypt Work Folders

Automatically lock screen, and require a password

oK | | Cancel | ‘ Apply
Meldung auf Client
I Work Folders - olEl
@ * 4 HE » Control Panel » All Control Panel lterns » Work Folders v & Search Control Panel

Sync Now

Contrel Panel Home

Stop using Work Folders

Manage credentials

1/ IvIiD
available on the server

l Sync stopped. Can't encrypt files

To continue syncing, close any open files or apps. Then launch File Explorer and go to the folder
storing Work Folders (for example, C:\Users\Dina\WorkFolders), tap or click Properties, then
Advanced, and then clear the Compress contents to save disk space checkbox, if it's selected.

Sync over metered connections: [] Sync files over metered connections

Sync even when I'm roaming

Ask for help from your erganization: Email tech support

l No file errors

®




Ordner ist nun verschluesselt

bl [0 =1 administrator - 0
Home  Share  View J Work Folders Properties 7]
@ * T v ThisPC » Local Disk (C:) » Users | » | administrator General | Sharing | Securty | Customize
¢ E . Mame o
i Favorites l ‘Waork Folders
B Desktop 1 Contacts 1 i
4 Downloads i Desktop T Type: File folder
15l Recent places ©| Docurnents |
Location: C\Users administrator
& Downloads
W Th H . .
1% ThisPC ir Favorites Advanced Attributes H
i Desktop @ Links
| Documents o Music Choosze the settings you want for this folder.
1% Downloads 1 Pictures When you dick OK or Apply on the Properties dialog, you will be
. - asked if you want the changes to affect all subfolders and files
W Music i Saved Games as well,
=| Pictures ¥ Searches Archive and Index attributes
Videos Videos
E 3 Folder is ready for archiving
H Work Folders W Work Folders
- . [w] Allow files in this folder to have contents indexed in addition to file
i Local Disk (C:) properties
€l Network Compress or Encrypt attributes
[l compress contents to save disk space
[W]Encrypt contents to secure data Details o)
roply
Carc

12items 1 item selected

Disable Sync Share

sync share Name Lescnption Fath status Access roup

4 W52012-MEM3 (1)

WIN2012\WF-users

Disable Sync Share
Remove Sync Share

Properties

Configure Quota...

Remove Quota

Meldung auf Client

199 MB

available on the server

l Sync stopped. A problem occurred )

The server that stores your Work Folders is undergoing maintenance, but sync will continue when
this is finished. Contact your organization's tech support for more information.
(0xB80cB80303)

Sync over metered connections: [[1Sync files over metered connections

Sync even when I'm roaming

Ask for help from your organization: Email tech support



