Exchange Server 2013 OWA Publishing mit dem Web Application Proxy in WS
2012 R2

ADFS Rolle auf einem Server installieren

DESTINATION SERVER

Select server roles Do

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
cerver seection bW Active Directory Certificate Services (2 of 6 install . ?:SE?::::;Z;T:;::; i:«x;:
Active Directory Domain Services (Installed) identity federation and Web single
Feztures Directory Federation Services sign-on (550) capabilities. AD F5
AD Fs [] Active Directory Lightweight Directory Services ?:;t?:;ﬂzi::::;:e‘::;;gg
Confirmation [ Active Directory Rights Management Services
[] Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
> [®] File and Storage Services (3 of 12 installed)
[ Hyper-v N
[] Metwork Policy and Access Services
[] Print and Document Services
[] Remaote Access L
—_ - - v
<[ m [ [>] |
< Previous | | MNext = | | Install | | Cancel

SSL Zertifikat auswaehlen und FS Namen angeben (in diesem Fall ein SAN Zertifikat
mit dem Public und Private DNS Namen)

i i i TARGET SERVER
Specify Service Properties W20 GET SERVER
Welcome
Connact to AD DS SSL Certificate: | ws2012-dewin2012.server | - | | Import...
View
Specify Service Account Federation Service Name: | adfs.isaserver.org | v |

Specify Database

Example: fs.contoso.com

Federation Service Display Name: ISASERVERORG

Users will see the display name at sign in.

Example: Contoso Corporation

< Previous || MNext » | | Configure || Cancel




Group Managed Service Account fuer den AD-FS Service angeben, falls ein ADFS-
Cluster verwendet werden soll

- . TARGET SERVER
Specify Service Account WS2012-DCwin2012.server

Welcome

Specify a domain user account or group Managed Service Account.
Connactto AD DS

®) Create a Group Managed Service Account

Specify Service Properties

Account Name: WIN2012\ ADFSISA

Specify Database

Review Cptions

Account Name: <Not provided >
Pre-requisite Chacks

() Use an existing domain user account or group Managed Service Account

| < Previous || MNext > | | Configure || Cancel

WID angeben oder zentralen SQL Server

2 . c TARGET SERVER
Specify Configuration Database WS2012-DC.win2012.server

Welcome

Specify a database to store the Active Directory Federation Service configuration data.
Connect to AD D3

(@) Create a database on this server using Windows Internal Database.
Specify Service Properties

Specify Service Account () Specify the location of a SOL Server database.

Database Host Name:

Review Cptions

Pre-requisite Checks Database Instance:

To use the default instance, leave this field blank.

< Previous || Mext > | | Configure || Cancel




ADFS Properties

General | Organization I Everts

Federation Service display name:

[NRW

Example: Fabrilkam Federation Service
Federation Service name:

[ADFS.ISASERVER ORG

Example: fs fabrikcam .com
Federation Service identifier:

|hﬂp //ADFS ISASERVER ORG/adfs/services /trust

Example: http://fs fabrikam com/adfs/services./trust
Web 550 Ifetime: =

|| Concel ||

Apply

Claim Rules for Authentication

i ADFS
& File  Action View Window Help
| 2
Taors
4 [0 Service _ Display Name Enabled
[ Endpoints Active Directory Yes

[ Certificates
[7] Claim Descriptions
4 [ 7] Trust Relationships
[ Claims Provider Trusts

[ 7] Relying Party Trusts
[ Attribute Stores

4 [ Authentication Policies
[ 7] Per Relying Party Trust

Acceptance Transform Rules

The following acceptance transform rules specify the incoming claims that will be accepted
from the claims provider and the outgoing claims that will be sent to the relying party trust.

W eI = o bW R

-
=

Order  Rule Name
Pass through all Windows account name...

Pass through all Name claims

Pass through all Primary 51D claims

Pass through all Group SID claims

Pass through all Pimary group 51D claims

Pass through all Deny only group SID cla..
Pass through all Deny only primary SID cl...
Pass through all Deny only primary group ...
Pass through all Enhanced Key Usage cl...

Pass through all UPM claims

lssued Claims

Windows account name
Name

Primary SID

Group 51D

Primary group 51D

Deny only group SID
Deny only primary SID

Dery only primary group ...

Enhanced Key Usage
UPN




Non claims aware relaying Trust fuer das Exchange Server 2013 OWA Publishing

konfigurieren
[
4 Add Non-Claims-Aware Relying Party Trust Wizard -
Welcome
Steps Welcome to the Add Non-Claims-Aware Relying Party Trust Wizard
Wel
LA You can use this wizard to add a non-claims-aware relying party trust to the AD FS configuration database.
@ Specify Display Name
) . A non-claims-aware relying party trust should be published through a web application proxy for extranet
® Configure Identifiers access. A web application proxy consumes AD FS-ssusd tokens, completes the necessary protocal
@ Configure Muliifactor transitions, and allows the requests to reach the application, thus brokering the authentication and
Authertioation Now? authorization processes for the application.
@ Readyto Add Trust
@ Finish

< Previous | Start | | Cancel

HTTPS DNS FQDN URL des Exchange 2013 CAS angeben

Keine 2Factor Auth.



Steps

Configure muttifactor authentication settings for this relying party trust. Multifactor authentication is required if

@ Welcome there is a match for any of the specified requirements.
@ Specify Display Name
@ Corfigure Identifiers Multifactor Authentication Global Settings
@ mﬁgﬁggumﬁd‘g Requirements Users/Groups Not corfigured
jon Mow?
@ Readyto Add Trust Leree Not configured
@ Finish Location Not corfigured

® | do not want to corfigure muttifactor authentication settings for this relying party trust at this time.

() Corfigure multifactor authentication settings for this refying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For mere infermation, see Configuring Authentication Policies.

S

Authorization Rule basierend auf AD Gruppen etc. erstellen, welche OWA ueber den
WAP nutzen duerfen

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Pemit or Deny Users Based on an Incoming Claim W

Pemit or Deny Users Based on an Incoming Claim
Pemit All Users
Send LDAP Attributes as Claims

Send Group Membership as a Claim

Transform an Incoming Claim

Pass Through or Filtter an Incoming Claim

Send Claims Using a Custom Rule
emplate. Users who are pemmitted fo access the refying pai ederation service may still be

denied service by the relying party.

:Previous” Next > || Cancel




Neuer Relaying Partner Trust eingerichtet

W File Action View Window Help

5|

[ ADFS Relying Party Trusts
«E ;"’E": Disply Name Enabled  Type Idertiier
" ;.:u.)mts Device Registration Service Yes WS5-Trust # SAML / WS -Federation umms-drsws2012-dc.win2012.server
] Certficates EX Yes Non-Claims-Aware 52013 win 012 server

5 Claim Descriptions
4[] Trust Relationships
] Claims Provider Trusts
[ Relying Party Trusts
7] Attribute Stores
4 [ 7] Authentication Policies
[ PerRelying Party Trust

Richtiges Zertifkat ist hinterlegt

b ADFS -|a] x
N File Action View Window Help [=I=]*
|

Haors feonifiones |er=
4 [ senvice Subject Issuer Effective Date  Bxpiration Date  Status  Primary i
] Endpoint:
ndpoints
) Cestificates Service communications Add Token-Signing Certificate...
—p . [EICN=ws2012dc.nin2012server CN-WS2012-RootCA, DC... 22122013 22122015 )
[ Claim Descriptions Add Token-Decrypting Certificate.
4[] Trust Relationships Token-decrypting Set Service G tions Certi.
[ Claims Provider Trusts [E)CN=ADFS Encryption - WS2012-DC win2012 server GN=ADFS Encryption - W 05.10.2013 05102014 Primary envice Lommunications Lertit..

[ Relying Party Trusts
[ Attribute Stores
4[] Authentication Policies

Token-signing View 4

e T

New Window from Here

[ PerRelying Party Trust Gl Refresh
[ General | Detais | Certiication Path H Hep
- | CNews2012-dewin2012server =

View Certificate...

Field Value ~ .
blic key RSA (2048 Bits) et a5 Primary
rtificate Template Name WebServer H Hep

[55 |Enhanced key Usage Server Authentication (L.3.6....
425151630 af B T 42 6 ...
012-dewin2D...
KeyID=ff 2e f6 d7 ea 857 7..
[1]CRL Distribution Point: Distr...
[Authority Info Access: Acc... |

bject Key Identifier

ct Alternative Name

[5|cRL Distribution Points
[55] Authority Information Access

DS Name =20 12+, win2012.server
DNS Name =ns2012-ic
DS Name =adfs. isaserver.org

Edit Properties... Copy toFile...

Web Application Proxy installieren

Zertifikat mit Public Name erstellen

General | Details | Certification Path

Show: |<AII> v|

Field
Subject Key Identifier
Al tiv

Value ~
e064a5cadd f7d937f478...

uthority Key Identifier
CRL Distribution Points
Authority Information Access
Key Usage
Thumbprint algorithm
Thumbprint

KeyID=ff 2e f6 d7ea 957 7...
[1]CRL Distribution Point: Distr,
[1]Authority Info Access: Acc...
Digital Signature, Key Encipher...
shal
d3b3d9a3ba21c5483979... |+

DMNS Name=da.isaserver.org

EditProperties... | | Copy toFike... |

[ oc ]




ADFS Server konfigurieren

Federation Server WEAST2 A 12012 s

Welcome Select the Active Directory Federation Services (AD FS) server to use for Web Application Proxy
authentication and authorization.

AD FS Proxy Certificate Federation service name:

W52012-DCWIN2012.SERVER

Enter the credentials of a local admini: account on the federation servers,
User name:

win2012\administrator

Password:

aeseBReS

< Previous || Next > | | Configure || Cancel

Zertifikat auswaehlen

AD FS Proxy Certificate S22 MEM: 2012 s

Welcome Select a certificate to be used by the AD FS proxy:

Faderation Server

|da.isasenrer.org |'| | View...

Confirmation

< Previous | | Next > | | Configure | | Cancel




Publish

B Remote Access Management Console

i} Configuration
Web Application Proxy

4 Operations Status Preauthentication CONNECTED TO AD FS Publish

Refresh

i WS2012-MEM1

Welcome Specify the preauthentication method:

@ Active Directory Federation Services (AD FS)

Relying Party All unauthenticated client requests are redirected to the federation server. After successful
authentication by AD FS, client requests are forwarded to the backend server. Web Application Proxy
can also provide credentials to backend servers that are configured to use Integrated Windows
authentication.

O Pass-through

No preauthentication is performed by Web Application Proxy. All requests are forwarded to the
backend server.

<Previous | [ Nest> | | pubish | [ Cancel

Im ADFS erstellte Relying Party auswaehlen
s oNewAwplctonwzd B

CONMECTED TO AD FS

Relying Party

Welcome Select the AD FS relying party for this application:
Preauthentication

Filter P
Publishing Settings Name -

Device Registration Service

[ <previous | [ Net> | | eubish | [ cancel |

Namen fuer das Publishing angeben, externe und interne URL (man beachte den
OWA Pfad /) und den angelegten/anzulegenden SPN



CONMECTED TO AD FS

Publishing Settings

Welcome M The internal and external URLs don't match. This might cause access problems. Show more., X
Srezuthentication Specify the publishing settings for this web application.
Relying Party Name:

EX2013

Confirmation This name will appear in the list of published web applications.

External URL:
https://da.isaserver.org/owa/

External certificate:

da.isaserver.org | = | | View...

Backend server URL:
https://ex2013.win2012 server/owa/

Backend server SPN:
http/ex2013.win2012.server

[[<previous | [ mMet> | | pubien | [ Cancel

Proxy Eintrag in der ADFS Konfiguration
[ Certificates -
[7 Claim Descriptions

4 [ Trust Relationships
[ Claims Provider Trusts| | |gorfiers | Proxy Endpoirts |Note5 |

[~ Relying Party Trusts . X . .
[ Attribute Stores The following shows the proxied endpoints for this relying party trust.

b [ ] Authentication Policies URL

MNon-...  https://ex2013.win2012 serve

https://da isaserver.org/owa/

This relying party trust is published through a web application proxy for
extranet access.

Ok | [ Conced || ov |

-




KCD

Den Exchange Server 2013 als Trusted for Delegation fuer http auf dem Web
Application Proxy angeben

EAE
Location | Managed By I Object | Securi Dialin Attribute Editor
General I Operating System | Member Of | Delegation Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

WS2012-MEM1 Properties

() Do not trust this computer for delegation

) Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only

() Use Kerberos only

® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port .
http EX2013
hitp EX2013.win2012 server
< m ¥
Expanded Add... | | Remove
OK || Cancd oply Help

SPN

Sicherstellen, dass ein SPN vom Typ http/ auf dem Exchange Server 2013
vorhanden ist

EX2013 Properties 7 X
General | COperating System I Member Of I Delegation | Password Replication
Location | Managed By | Object | Security | Dialin | Adtribute Editor
AMtributes:
Atribute Value ~
objectCategory CN=Computer,CN=5chema,CN=Configuratior
objectClass top; person; organizationalPerson; user; com)
objectGUID 35285837 ddBa-420b & Multi-valued String Editor ]|
object Sid 5-1-5-21-2110390520-1
operatingSystem Windows Server 2012 pgibye: servicePrincipalName
operatingSystemVersi... 6.3 (3600)
primaryGrouplD 515 ={GROUP_RID_C| Value to add:
pwdlastSet 22122013 10:34:21W | | Add |
replPropertyMetaData  AtlD Ver Loc.USH
sAMAccourtName  EX20138 e
sAMAccount Type 805306369 = { MACHIN||  |exchangeAB/EX2013 - Remove
) . ) exchangeAB/EX2013 win2012 server
servicePrincipalMame  hitp/ex2013.win2012.s4 exchangeMDB/EX2013
userAccountCortrol 01000 = (WORKSTAT | | exchangeMDB/EX2013win2012 server _
uSNChanged 774829 exchangeRFR/EX2013 =
exchangeRFR/EX2013 win2012 server
< U HOST/EX2013
HOST/EX2013win2012 zerver
p/ex2013 win2012 server
IMAP/EX2013
IMAP/EX201 3 win2012 server
IMAP4/EX2013
IMAP4/EX201 3.win2012 server
POP/EX2013 v
< ([} >
oK Cang
oK | | Cancel
” IEWS2012-HV3




OWA und ECP Authentifizierung auf dem Exchange Server von FBA auf Windows
Integrated Auth. umstellen

e@‘_ﬁ hitps://ex2013/ecp/ L-ac H % Virtuelle Verzeichnisse - Mi.. % |
ﬁ Unternehmen | Office 365 & mi
=2 Virtuelles Verzeichnis - Internet Explorer HE
Exchange-Verwaltungskonsole Hilfe
owa (Default Web Site)
Empfanger Server Datenbanken Database
Allgemein .
Berechtigungen + Authentifizierun ® Mindestens ein Standardauthentifizierungsverfahren
9 verwenden
Funktionen Integrierte Windows-Authentifizierung
Verwaltung der Server auswahlen: | Alle Server . X -
Dateizugriff [ Digestauthentifizierung far Windows-
Richtlinientreue Typ auswahlen: |Alle Domanenserver
[ Standardauthentifizierung
Organisation FANRE
O Formularbasierte Authentifizierung verwenden
NAME | SERVER e
Schutz e
Autodiscover (Default Web Site) EX2013
Machrichtenfiuss ecp (Default Web Site) EX2013
Mo EWS (Default Web Site) EX2013
vos! Microsoft-Server-ActiveSync (Def..  EX2013
ffentliche Ordner OAE (Default Web Site) EX2013 Durchsuchen
Unified Messaging PowerShell (Default Web Site) EX2013
Server
Hybrid
Speichern ‘ ‘ Abbrechen |
\ ®10% ~
[ http://ge.microsoft.com/fwlink/ p/Linkid=258351 |
HTTPS Server Veroeffentlichungsregel auf dem TMG Server erstellen
File Action View Help
: — S 3
=2 |7 EFHEE | F X000 @ o8 & IC e
=3 Microsoft Forefront Threat Managemet G o
=1 5 Forefront TMG (TMG-EN) Eoref .
e 2 Forefront o
L Threat Management Gateway 2010
=| Monitoring
Firewall Policy -' Apol Di d i §
Web Access Policy / E pply | Iscar | To save changes and update the configuration, dick Apply.
i) E-Mail Policy
‘ﬁF Intrusion Prevention System /AII Firewall Pol'g\
.} Remote Access Policy (VPN) - =
. Networking |_‘~fa.rcr.-,,. |P| Examples
3 system - | n [ Action | 1o
QJ Logs & Reports - e —————
= RS WAP Allowe 10.80.16.158
¢ Update Center ul @ d

Hosts Datei auf Client patchen, wenn kein echtes Internet und Namensaufloesung
zur Verfuegung steht (IP Adresse ist die von ISA Server), Namen wie im Zertifikat
hinterlegt

£ hosts - Notepad
File Edit Format View Help

# Copyright (c) 1993-28089 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a "#' symbol.

#

# For example:

#

# 102.54.94.97 rhino.acme. com # source server

# 38.25.63.1@ X.acme.com # x client host

# localhost name resolution is handled within DNS itself.

# 127.9.0.1 localhost

# HEg localhost

212.212.212.1@ da.isaserver.org

212.212.212.18 adfs.isaserver.org




Verbindung testen

HTTPS://DA.ISASERVER.ORG/OWA im Browser eingeben. Es wird umgeleitet zum
ADFS Service

- o IEd
A ()| © st ssemrrgdsvesion=1080c £ - 3 | @ signin L o

ADFSISA

Sign in with your organizational account

|win2012\administrator

© 2013 Microsoft

Kurz danach oeffnet sich OWA per SSO

<« @ [ hitps//da.isaserver.org/owa/?b0=18authToken=e 2 ~ @ ¢

(5 Outlook Web App Mail Kalender Personen Aufgaben

[ Administrator - Outlook W...

Administrator +  £¥ 2

(® Neue E-Mail E-Mail und Personen suchen R Admin Audit Log Search 'Search20131122{9f6c4278-b009-492¢-8de7-5301dd0d2dbd)' Requested by
Alle Ungelesen Anmich Gekennzeichnet Administrator Completed Successfully
4= ANTWORTEN 46 ALLEN ANTWORTEN =» WEITERLETEN e
« INBOX ELEMENTE NACH DATUM =
. Als Gelesen” markieren
4 Favoriten VOR DREIWOCHEN Microsoft Exchange
mBoxY + Microsoft Exchange 0 x> ::ij:’“ S
Sent ltems Admin Audit Log Search ‘Search20131122{9f6c42] 25112013
Search Criteria: StartDate Utc: 06.11.2013 00:00:00 EndD... .
Deleted Items An: Administrator;
Microsoft Exchange 0
. Admin Audit Log Search ‘Search20131124{186blel 28112013 01 Anlage 4>
4 Administrator Search Criteria: StartDate Utc: 08.11.2013 00:00:00 EndD...
= P
Microsoft Exchange 0
Drafts Mailbox Audit Log Search ‘Search20131122{890b1  28.11.2013 ‘SearchResult,
T - Search Criteria: StartDate Utc: 06.11.2013 00:00:00 EndD... i
=== Microsoft Exchange 0
Junk Email Admin Audit Log Search Search20131122{cd820fi  28.11.2013 —
e Search Criteria: StartDate Utc: 06.11.2013 00:00:00 EndD... Search Criteria:
MNotes
RSS Feeds. Administrator StartDate Utc: 06.11.2013 00:00:00
test 25112013 EndDate Utc: 22.11.2012 00:00:00
Cmdlets:
ALTER Parameters;
Objectlds:
Administrator Callers:
Test 09.07.2013 ExternalAccess:

Search request was submitted around 22.11.2013 12:37:12 Utc.
Don't reply to this email message. It was sent from an unmonitered account.


https://da.isaserver.org/OWA

