Allow Windows Remote Access to Forefront TMG

Add the machine from where you want to remote control the TMG Server to the
Remote Management Computers System Policy in Forefront TMG

Remote Management Computers F

General |

x|

= Mame: Remote Management Computers
el |

Computers, address ranges and subnets induded in this computer

set:
Mame IP Addresses
AIQZ.Q.ZDD.ZB 192.9.200.28

%212.212.212. 100 212,212.212.100
é,'I'MG-EN.dDmain... 10.80.16.222
'INSEUH—DC 10.80.16.90

Add... ‘ Edit... Delete

Description Computers allowed to manage Forefront TMG
(optional): remately

oK | Cancel | Apply |

C:sUserssadministrator WINZ2BA12>uinrm guickconfig

inRM iz not set up to receive regquests on this machine.

The following changes must he made:

Start the WinRM service.

Make these changes [ys/nl? y

WinBRM has heen updated to receive reguests.

WinRM service started.

WinRM is not set up to allow remote access to this machine for management.
The following changes must he made:

Cre?ge a WinRM listener on HITP:-/r=* to accept WS-Man reguests to any IP on this
machine .

Enable the WinRM firewall exception.

Make these changes [ys/nl? y

WinRM has heen updated for remote management.

Crea]t.:qcl a WinRM listener on HITP:-/r%* to accept WS-Man reguests to any IPF on this
machine.
WinRM firewall exception enahled.

C:\Usersadministrator . WIN2B12>




A Windows Firewall rule will be created in the Windows Personal Firewall

Windows Remote Management (HTTP-In) Properties |
Protocols and Ports | Scope | Advanced I Users
General | Programs and Services I Computers

@ This is a predefined rule and some of its properties cannot
be modifizd.
—General
% Name:
Windows Remote Management (HTTP-In),

Description:

Inbound rule for Windows Remate Management via :I
W5-Management. [TCP 5985]

¥ Enabled

— Action
~54 % Alow the connection

[ 7 Mlow the connection if it is securs

Customize... |

" Block the connection

Leam more about these settings

ok | Canca | aepp |

Because Forefront TMG takes control over the Windows Firewall with WFP we must
create a protocol definition for WINRM (default port 5985 TCP Outbound)

WINRM-Access Properties x|
Schedule | Content Types I Malware Inspection | Toolbox
General I Action Protocols I From | To | Users | Protocg
| 1o || Inew - Edit
This rule applies to
|8] wakdr2tse 3 com
ISeIacled protocals ﬂ oo B8 Inf
Protocols: WINRM Properties x|
DTwiNRM "General Parameters |
~Primary Connections
PortRangs | Protocol Type | Direction | Add...
5985 TCP Cutbound
Edit...
HEemove:
[~ Secondary Connections
Port Range [ Protocol Type | Direction I Add...
Edit...
Remove
[ Application Filters
O ons Filter f’
[ TP Access Filter
Bulicy,Group [ H.323 Filter
(= F [~
ALL [
I show only selected application filters

oK I Cancel | Anply




We also have to create a Firewall Policy rule which allows the Computer (my DC for
this article) to allow WINRM access to the TMG Server (LOCALHOST).

| [#]4 WINRM-Access (0 Allow L1F winrm 4 W52012-DC % local Host fr All Users

Test the connection to port 5985 with Telnet

o Administrator: Command Prompt

icrosoft Windows [WVersion 6.2.9720801]
{c>» 2012 Microsoft Corporation. All rights reserved.

UserssAdministrator . WINMZB12>telnet tmg—en 598%

Test successful

H 1 ]
08.12.2012 15:26:43  10.80.16.90 10.80.16.222 5935 WINRM Initiate... -
L -
1] | 1=
&
Initiated Connection TMG-EN 08.12.2012 15:26:43

Log type: Firewall service

Status: The operation completed successfully.

Rule: WINRM-Access

Source: Internal (10.30. 16.90:43294)

Destination: Local Host (10.80.16.222:5985)

Protocok: WINRM

El Additional information
# Number of bytes sent: 0 Number of bytes received: 0
# Processing time: 15ms Original Client IP: 10.80.15.90

Add TMG Server to Server Manager in Windows Server 2012

Server Manager —-|a] x

Server Manager * Dashboard -@ | P Mamage Tools  view Hep

& Dashboard WELCOME TO SERVER MANAGER

B Local Server

W& All Servers

Configure this local server

E? ADCs

i§l AD DS

2 DNs 2 Add roles and features

B File and Storage Services b 3 Add other N

o IIs -

¥ VA Services [ Add Servers M
DNS Import Selected e
Location: [ winzon2 » @) e
Operating System: [ Al [-]
Name (CN} |

Name Operating System




Test connectivity

—- SERVERS
rvers | 2 tota TASKS -

Server Name  [Pv4 Address Manageability Las

10.80.16.222,192.168.2.10 Online - Verify WinRM 3.0 service is installed, running, and required firewall ports are open 08,7

Test a Remote connection with WINRS

oo Administrator: Command Prompt

ssUserssAdministrator WINZ2B12>winrs A/r»:TMG-EN ipconfig

Jindows IP Configuration

Ethernet adapter TRUST:

Connection—specific DNS Suffix . =

Link-local IPv6 Addre : feB@::9d96:44f6:fabazla?4x1l
- : 18.868.16.222
- : 255.255.252.8

Default Gateuay - H

[Ethernet adapter UNTRUST:
Connection—specific DNS Suffix . =
IPv4 Addr : 192.168.2.18
Subnet Mask = 255.255.255.8
Default Gateway : 192.168.2.3

unnel adapter Local Area Connection= 9:
Media State : Media disconnected
Connection—specific DNS Suffix H

NUserssAdministrator . WIN2B123>

Remote Management of the TMG Server

vianageability Las

O
m

Elu
i
1)

10.80.16.222,192.168.2.10  Online - Verify WinRM 3.0 service is installe

Ws2012-DC 10.80.16.90 Online - Performance counters not started
Restart Server

Computer Management
Remote Desktop Connection

Windows PowerShell

Configure NIC Teaming
Configure Windows Automatic Feedback

Manage As ..
EVENTS Remove Server

All events | 0 tota Refresh

") - Copy




Remote Management works with the classic exceptions for example for remote Disk
Management where the RPC filter of TMG blocks the requests

E-3 Computer Management
File  Action

e

View Help

Fle Acton View Help

@ |rmBmala

A& Computer Management (TMG
4 {f} System Tools

b (3 Task Scheduler

b (@ Event Viewer

b ] Shared Folders

4 & Local Users and Groups

7] Users
71 Groups
p &) Performance
a4 D Disk Management -
a 5 Stora
v Wb W]
& Di Disk Management could not start Virtual Disk Service (VDS) on

%, senvic)| 485 TMG-EN.WINZD12SERVER, This can happen if the remote computer
does not support VDS, or if a connection cannot be established because
it was blocked by Windows Firewall,

For additional information about diagnosing and correcting this
problem, see T Disk in Disk
Help.

=3 Microsoft Forefront Threat Managemer
= @ Forefront TMG (TMG-EN)
6] Dashboard
4] Manitoring
Firewal Policy
Web Access Policy
i E-Mail Policy
54¥ Intrusion Prevention System
% Remote Access Policy (VPNY)
<& Networking
[ system
| Logs &Reports
Update Center
§f Troubleshooting

T2 A D
2, Mool
“ Forefront
Threat Management Gateway 2010
Loaging Y Reporting
Filter By | condition | value ]
LogRecord Type  Equals Firewall or Web P...
Log Time Live
Action Not Equal Connection Status
LogTime_+ | Client 10 | Destination 17| Destination Port | Protocol 4
08.12.2012 16:12:07 10.80.16.90 10.80.16.222 135 RPC (allinterfaces)
08.12.2012 16:12:07 10.80.16.90 10.80.16.222 135 RPC (allinterfaces)
08.12.2012 16:12:07 10.80.16.90 10.80.16.222 135 RPC (allinterfaces)

08.12.2012 16112 10.80.16.90 10.80.16.222 135 RPC (all interfaces)
08.12.2012 16:12:07  10.80.16.90 10.80.16.222 135 RPC (all interfaces)
08.12.2012 16:12:09  10.80.16.90 10.80.16.222 445 Microsoft CIFS (TCP)

4 | o
==
Closed Connection

Log type: Firewall service

Status: Closed Connection

Rule: [System] Allow remote management from selected computers using MMC
Source: Internal {10.80. 16.90:49895)

Destination: Local Host (10.80. 16.222:135)

Protocok RPC (allinterfaces)

Additional information

TMG-EN 08.12.2012 16:12:0

If we disable the RPC-Filter in TMG we will be able to connect to Disk Management

for example

e L L S | RPC Filter Properties

= 2

Microsoft () Corparation

{JH.323Filter Enables H.323pr... K e — |
{JMMS Filter  Enables Microsoft... I
{JPNM Filter ~ Enables RealNet... I 1 a
{JPOP Infru... Checks for POP b... I
{JPPTP Filter  Enables PPTP tun... I
Vendor:
@ RPC Filter  Enables publishin... 1
Version: 4.0
{JRTSP Filter Enables Real Tim... I
{ZSIP Acces... Enables SIP proto... Description:
(DSMTP Fiter Fiters SMTP traffic 1 |"opies Publishing of RPC servers
@ SOCKS V4... Enables SOCKS 4... 1
{TFTP Acc... Enables TFTP pro... B
{_1'Web Prox... Enables HTTP pro... I

™ Enable this filter

Cancel Apply.




