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A RemoteDesktop Services (RDS
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A Web ApplicationProxy
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A Security



Wer bin ich?

A Marc Grote
A Seit 1989 hauptberuflich ITler/ Seit 1995 Selbststaendig
A Microsoft MVP fuer Hyper-V seit 2014 (MVP Forefront von
2004-2014)
A Microsoft MCT/MCSE Messaging/Security/Server/MCLC
IMCITP*MCTS*MCSA*/MC*
MCSE Private Cloud, Server Infrastructure
MCS Server Virtualization HyperV System Center/Azure
MCITP Virtualization Administrator
A Buchautor und Autor fuer Fachzeitschriften
A Schwerpunkte;
- Windows Server ClusteringVNirtualisierung/PKI
- System Center SCVMM/SCEP/DPM
- Exchange Servesseit Version 5.0
- von *.Forefront reden wir nicht mehr L



HyperV

A Nano Server

A WindowsServer ContaineispaeterHyperV Container)

A ReF\cceleratedvHDXOperations(Fixed Size DiskMerge)
A NestedVirtualization(in WS201@omingc Windows 107?)

A NeuesSharedvVHDXFunktionen (Dynamic Resifeplica
Host Backup)

A Virtual TPM Bitlocker Support

A Linux Secure Boot

A ShieldedVMsc> Host Guardian Servige Virtual TPM
A Virtual MachineConfigurationChanges

A ProductionVM Checkpoints (Snapshots)

A HyperV ReplicaUnterstuetzunguer VHDX Dateien im
laufenden Betrieb

A Hotadd/ removevon VirtualMachineMemory / NIC



Jemo

Virtual TPM; ProductionCheckpointg Hot Add / Remove RAM / NIC



HyperV

A Virtual Network Adaptetdentification(CDN)

A HyperV ManagerVerbesserungen

A Power ManagemenverbesserungendonnectedStandby)
A Neuer VirtuaMachineUpgradeProzess\(ersionieruny
A Update der I8/ersion mit MU/WU

A BinaereVM Konfiguration Files

A Secure Boot Suppoftier Linux

A Distributed Storag€oS

A Virtual MachineStorageResiliencyfWS2012R2 60 Selg
WS2016 VMPausell

A Verbessertes Hypev Backup
A RemoteF>XOpenGL 4.4QpenCl1.1)

A Verbessertes Hype¥ ClusterManagement (WMI gegen
Cluster)

A PowerShelDirect
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CDN- UpdateVMVersiong PSDirect - VMCX
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CDN- UpdateVMVersiong PSDirect - VMCX



Windows Container

be synchronized wi other running instances of this script. Wwaiting for exclusive access...
Mounting Windows Server Core VHD for offline processing...
Enabling Containers feature on drive G...
Copying Docker into Windows Server Core VHD...
Copying NSSM into Windows Server Core VHD...
his script uses a third party tool: NSSM service manager. For more information, see https://nssm.cc/usage
Downloading NSSM. ..
Extracting NSSM from archive...
riting default unattend.xml...
Copying Install-ContainerHost.psl into Windows Server Core VHD...
VHD. ..
ws2016-container...
VM ws2016-container...
ws2016-container. ..
VM ws2016-container to boot...
Connected to VM ws2016-container Heartbeat IC.
aiting for specialization to complete (this may take a few minutes)...
Executing Install-ContainerHost.psl inside the VM...
Completing container install...
Querying status of Windows feature: Containers...
Feature Containers is already enabled.
Enabling container networking...
Creating container switch (NAT)...
Creating NAT for 172.16.0.0/12...
he following images are present on this machine:
ContainerImage (Name = 'WindowsServerCore') [Publisher = 'CN=Microsoft', Version = '10.0.10514.0'].Name

E4 Administrator: Wir

Docker is already installed.
NSSM is already installed
Creating Docker program data...
Configuring NSsSM for Docker service...
aiting for Docker daemon...
Successfully connected to Docker Daemon.
agging new base image...
Script complete!
M ws2016-container is ready for use as a container host.
See http://msdn.microsoft.com/virtualization/windowscontainers for more information about using Containers.
he source code for these installation scripts is available here: https://github.com/Microsoft/virtualization-Documenta
tion/tree/master/windows-server-container-tools
PS C:\WINDOWS\system32> g




FailoverClustering

A Virtual MachineClusterResiliency

I Quaranting(Kein Clustedoinfuer 2 Stunden, VM Drain, nicht meh
als 20% Hosts)

I Isolated(Nodekein Active Member, VMs werden weiter gehostet)
i Konfiguration per PS3et/ £ dza 0 SNJ X @0
A Rolling Clustetpgrade

A HostResourceProtection(ResourceillocationTracking in
VM)

A CloudWitness
I AzureVM
A Host Guardian Service (VM Isolatioer Tenant$

A Site Aware Cluster
I FailoverAffinity, StorageAffinity, CrossSiteHeartbeating

A Verbessertes Cluster Log
I TimeZoneVerboseDiagnostiEventViewerActive MemoryDump
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Rolling Cluster UpdateCloudWitness



Storage Services

A Virtual MachineStorageResiliency
A Storages Spacéirect
A StorageQoSfuer SOFS Cluster

A BesserestretchedHyperV Cluster mit Storage
Replica




Storage Spacdsirect
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JBOD JBOD

Storage Spaces Direct with JBOD

Sourcehttps://technet.microsott.com/erus/library/mt126109.aspx



StorageReplica

Server to Server

SR over SMB3

Figure 1

_Manhattan DC_

Stretch Cluster

NODE3 in HVCLUS

NODE1 in HVCLUS

TN

. ManhattanDC____

NODE2 in HVCLUS NODE4 in HVCLUS

SourceWindows Server Technical Preview Storage Replica Guide.docx

Jersey City DC

Jersey City DC



Remote Desktop Services (RDS

A Multipoint Server Rollém OSintegriert

A Unterstuetzunguer OpenGL 4.4nd OpenCL1.1API
fuer RemoteFXGPU

A Generation 2 VMuer Personal Virtual Desktop
A Personal Session Desktop in Microsoft Azure

A KonfigurierbarergroessererdedizierterVideoSpeicher
KonfigurierbarergroessererdedizierterVRAM

A Pen Remoting
A Microsoft Edge in Remote Desktop Session Host

A Geschwindigkeitsverbesserungen
Stabilitaetsverbesserungamd verbesserte
Anwendungskompatibilitaet




ActiveDirectory

A AzureActive Directorydoin

SSO, MDM, Kiosk ModsharedDevices,

A Microsoft Passport

A FRS entfernt

A Kein Windows Server 208inctionalLevel

A Access Contrdboliciesn ADFS

A ADFS Authentifizierung gegen AIDS und weitere
A PrivilegedAccess Management (PAM)

Bastion ActivdirectoryForest provisioniertvon MIM
Shadow Security Principal Groups

Expiring Link feature (time bound Membership in Shadow
Group)

KDCErweiterungerum Kerberos Ticket Lifetimgireduzieren



PrivilegedAccess Management (PAM

A Mitgliedschaft in administrativen Gruppen auf Zeit
A Multi Faktor Authentifizierung integrierbar

A ADForestmit Windows Server 2016 erforderlich

A AD Trust zunProduktionsForesterforderlich

A PAM kann separat aktiviert werdeq Einstellung
Irreversibel

A SAM verwaltet Ablaufzeit vaBruppenzugehoerigkeitef
Token

A Kerberos TG@&rhaeltAblaufzeit dekuerzesten
Gruppenmitgliedschatft

A Provisionierungnit MIM (Microsoft Identity ManageA
ehemals FIM (Forefront Identity Manager)

A Administrative Gruppen werden im PAM &Brest
gespiegelt mit MIMA Shadow Securiti?rincipal$



Web ApplicationProxy

A Preauthenticatiorfuer HTTPBasicAnwendungs
Veroeffentlichung

A WildcardDomainVeroeffentlichungrzon Anwendungen
A HTTRUHTTP®mleitung
A HTTPVeroeffentlichung

A Veroeffentlichungron RemoteéDesktop Gateway
Anwendungen

A NeuesDebug Loduer ein vereinfachtes
Troubleshooting

A Administrator Console WHrweiterungen

A Weiterleitungder Client IPAdressezuveroffentlichten
Anwendungen
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WS2012DCq WS201601 ¢ WS2016WAP



To o Po  Po  To o Bo  To Do To o Do Do I

Netzwerk

DNS Client Service Binding

DNS ServainterstuetztDNSPolicies

Neue DNS Serv@owerShelemdlets

Keine NARJnterstuetzungn Windows Server DHCP
GRHuer Windows Server Gateway

Layer 4 Loa@alancer

Network Controller (Konfiguration, Verwaltung und Automatisierung von
Datacenter Netzwerkkomponenteqvirtualisierter Umgebungen)

SoftwareDefinedNetworking (SDN)
SET (Switch Enablédaming

Verbessertes HAddresaMlanagement inPAM (Anzeige, IPv4 / IPv6
Ermittlung, DNS Zonenverwaltung irfktandaloneDNS)

Verbessertes DNS Server Management (Pdlfsies Response Ratamiting
UnknownRecordSupport, IPv6 RoddintsA Konfig per P$

ConvergedNIC (RDMA mit 2 NIC)
PacketDirecauf 40G NIC
ServerUnterstuetzunguer HTTP/2






Network Controller

Internet

Internet
Datacenter

Management Tool

Physical Top of Rack Switch q PPhysacal Top of Rack Switch

Network Controller
VM

VM VM VM VM

VM
Hyper-V Host Hyper-V Host Hyper-V Host

Source: httpg/technet.microsoft.com/errus/library/dn859239.aspx



SoftwareDefinedNetworking

Virtual
Network
Gateway

4

]

Fabrikam on-premises
private cloud powered by:
Wl Windows Server
Microsoft System Center

Windows Server
Gateway

Contoso
Virtual Network

F7T)

Service provider cloud
powered by:

Wl Windows Server
Microsoft System Center

A

4

Service Windows Azure Pack
Provider
Admin System Center

Virtual Machine Manager
oM

Network Orchestration
Network Management
Network Control

Standardized Networking g5t |
Schemas (CIM)  www

Hyper-V Network Virtualization

/

-

Hyper-V Extensible Switch

Sourcehttp://blogs.technet.com/b/in_the_cloud/archive/2013/10/31/networkingvithout-limits-sdn.aspx



Security

A Datacenter Firewall
A Windows Server Antimalware

A ShieldedVirtual Machines mit Host Guardian
Service

A Virtual TPM



Datacenter Firewall

Source https://technet.microsoft.com/enus/library/dn920240.aspx



