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* Neuerungen in Windows Server 2008
im Vergleich zu Windows Server 2003

*Neuerungen in Exchange Server 2007
im Vergleich zu Exchange Server 2003

*Administration eines Exchange Server
2007 Clusters unter Windows Server
2008

*Spezielle Konfigurationen
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Baujahr 1972 — seit 1989 hauptberuflich ITler
seit 1995 Selbststaendig, vorher angestellt als IT-
Administrator

Schwerpunkte: Windows Server Clustering, PKI,
Exchange Server seit 5.0, ISA Server als er noch
Proxy Server hiess

E-Mail: grotem@it-training-grote.de
Web: http://www.it-training-grote.de
Blog: http://www.it-training-grote.de/blog



09:00 — ca. 16:30 Uhr

Gegen 10:30 Uhr 30 Minuten Pause
Mittagspause gegen 12:30 — 13:30 Uhr
Gegen 14:45 Uhr 30 Minuten Pause



Aenderungen im Netzwerkbereich (NAP, IPv6, NPS)
Aenderungen im Active Directory

RODC, Server Core

Terminal Server Services / -Gateway

Sicherheitsverbesserungen / Erweiterungen
Aenderungen im IIS

Server Virtualisierung mit Hyper-V

Hochverfuegbarkeit (Failover Cluster und NLB)
Automatisierte Client- und Serverinstallation
Migration von Windows 2003 zu Windows Server 2008



Edge Server

Clustering

Empfaengerverwaltung

Konfiguration des Messaging

AntiSpam und Antivirus

Message Records Management

Neue OWA / EAS / OA Funktionen

Exchange Verwaltungskonsole

Exchange Verwaltungsshell

Datensicherung und Wiederherstellung
Migration von Exchange 2003 zu Exchange 2007



Client Access Server

Hub Transport Server
Unified Messaging Server
Edge Transport Server



Enterprise Network
Other
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Quelle: http://www.microsoft.com/exchange
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Schwarm, genannt, bezeichnet eine Anzahl von
vernetzten Computern, die zur parallelen Abarbeitung
von zu einer Aufgabe gehorigen Teilaufgaben zur
Verfliigung stehen. Im Gegensatz zu Parallelrechnern
findet die Lastverteilung auf der Ebene einzelner
Prozesse statt, die auf einer oder verschiedenen
Maschinen des Clusters gestartet werden. Man
benodtigt also keine parallelisierte Software oder
spezielle Betriebssysteme. Alternativ werden Cluster
auch zum Steigern der Verfigbarkeit von Systemen
genutzt

Quelle: http://de.wikipedia.org/wiki/Computercluster



Was ist neu und anders in der Clusterverwaltung

Neue Clusterarten

Exchange 2007 im Windows 2008 Cluster
Quorum Optionen

Exchange 2007 Cluster Installation

FSW Konfiguration

Clusterverwaltung

Failover / Failback

Troubleshooting / Backup und Recovery
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Was ist neu im Windows Server 2008 Cluster
Was ist neu und anders in der Clusterverwaltung
Clusterarten

Exchange 2007 im Windows 2008 CIuster
Quorum Optionen T

Exchange 2007 Cluster i

Installation 3
FSW Konfiguration 20~ ol
Clusterverwaltung :

. . elele
Failover / Failback




Cluster Validation Tool

Setup Improvements

Migration Improvements (Kopieren der Cluster
Konfiguration)

Cluster Management mit WMl
Neue Quorum Optionen

IPv6 Support, DNS statt WINS/NetBIOS
Namensaufloesung

Abhaengigkeit Resssource IP-Adresse und Netzwerkname
entfaellt

IPSEC zwischen Client+Server und Node zu Node 12



Erweiterter Mechanismus fuer ,Persistent Reservations”

Kein SCSI Bus Reset mehr

Cluster Account (CSA) im ,,LocalSystem” Kontext

SAS, iSCSI, SAN, kein SCSI mehr

GPT Disk

VDS Unterstuetzung (eigener VSS Writer)

Cluster Heartbeat Unicast statt Broadcast

Cluster Network Driver (CLUSNET.SYS) ersetzt durch NETFT.SYS)
Statt Textfile Logging ETL (Event Trace Logging)

Inter-Node Verschluesselung moeglich (Default = Off)
Unterstuetung fuer Server Core 13



LCR = Local Continuous Replication (eigentlich kein
Cluster, aber in diesem Zusammenhang erwaehnt)

SCC = Single Copy Cluster —,Vanilla Cluster”
CCR = Cluster Continuous Replication
SCR = Standby Continuous Replication

14






Lokale Kopie einer Postfach-Datenbank mit
Transaktionsreplikation

Kein Ersatz flr ein Backup

ISCSI, SAN moglich
Kein LCR fur offentliche Ordner

Kein UNC Pfad

+ EXzZ007-DC

D atenbankvensaltung |

D atenbank-Pfad

ox D atabaze. ..

ublic Faolder ...

Bereitgestell:

Bereitgestell:

Deaktiviert




» Kein Active/Active Cluster (bei 2 Knoten) mehr

e AusscC
* Prinzi

nliesslich Active/Passive

0 wie bei Exchange 2003

Exchange Server 2007 Setup

Cluster Seltings

__—)r - Spac o - : A'ibaaeues
+Passiver

noten
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Requires shared storage

SMTP, OWA, and Mailbox are cluster-aware
Single copy of mailbox data

Up to 8-node Active/Passive

2-Node Active/Active

Exchange Server 2007

Requires shared storage
Mailbox Only
* Simple redundancy for other roles
Single copy of mailbox data
Up to 8-node Active/Passive
* At least one passive required
Active/Active cut
Improvements in Install, Management, Behavior

18



getrennten Clusterknoten

Datenbank wird per Transaktionsreplikation
repliziert

Kein Shared Storage (Quorum) notwendig
Voraussetzung MNS (Majority Node Set)
Dritter Rechner als Witness (Zeuge) notwendig
Im K-Fall minimaler Datenverlust moglich
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Two-node Active/Passive failover cluster
— File Share Witness (MNS Quorum)
— No shared storage

— Witness on Hub Transport

— Automatic recovery 3
Log shipping and replay

Full redundancy . ' ' .
One or two datacenter solution

— Subnets and Sites must be stretched in a two
datacenter deployment

Wltness
921181

20



— Failure detection is not instantaneous
 |P Address or Network Name resource failures cause
failover

— A machine, or network access to it, has failed
completely

* Exchange service failure or timeout doesn’t cause
failover

— The service is restarted on the same node
e Database failure doesn’t cause failover
— Don’t want to move 49 databases because 1 failed

pA



y continuous replication

Support for the following features in Windows Server 2008:
Multiple subnet failover clusters
Dynamic Host Configuration Protocol (DHCP) Internet Protocol version 4
(IPv4)
IPv6
Exchange and failover cluster network configuration

New quorum models (disk and file share witness)

Continuous replication (log shipping and seeding) over a redundant cluster
network in a cluster continuous replication (CCR) environment

Reporting and monitoring improvements
Performance improvements

Transport dumpster improvements

Exchange Management Console improvements

Py



How Quorum Works

Types of Quorum Modes
ne Node Majority Mode?

W
W
W
W

nat
nat
nat

nat

st
St
St
st

ne Node anc

ne Node anc

Disk Majority Mode?
File Share Majority Mode?

ne No Majority: Disk Only Mode?
Choosing a Quorum Mode

23



Quorum Optionen

Failover cluster features supported by Exchange 2007 SP1

Windows Server 2003 Windows Server 2008 Exchange 2007 support

Shared di jority: Di Y Supported, but not recommended an Wi
Majority Mo quorum Mode Majari rum Supported.
Mode and File Share ! Supported, and recommended fo

Mode and Disk b Supported, and recommended for single cop

16-

1Pv4 and IPve addres: upparted

DHCP-1Pw4 ad: mended for production enviranmer

Quelle: http://www.microsoft.com/exchange

, but not supported




Quorum Optionen

Quorum Mode

Description

Node Majority

e Only nodes in the cluster have a vote

e Quorum is maintained when more than
half the nodes are online

Node and Disk
Majority

e The nodes in the cluster and a witness
disk have a vote

» Quorum is maintained when more than
half the votes are online

Node and File
Share Majority

e The nodes in the cluster and a witness
file share have a vote

e Quorum is maintained when more than
half the votes are online

No Majority: Disk
Only

» Only the quorum-shared disk has a vote

» Quorum is maintained when the shared
disk is online

Quelle: http://www.microsoft.com




Select Quorum Configuration

%Cﬂnﬁgure Cluster Quorum Wizard

%i:]l Select Quorum Configuration

Before You Begin Read the descriptions and then select a quorum configuration for your cluster. The recommendations are

= = based on providing the highest availability for your cluster.
Select Quorum

Configuration " Node Majority (not recommended for your cument number of nodes)
t Can sustain failures of 0 node(s).

% Node and Disk Majority {recommended for your cument number of nodes)

Can sustain failures of 1 nodels) with the witness disk online.
Can sustain failures of 0 node(z) i the witness disk goes offline or fails.

" Node and File Share Majority ffor clusters with special configurations)

Can sustain failures of 1 node(s) if the witness file share remains available.
Can sustain failures of  node(s) if the witness file share becomes unavailable.

™ Mo Majority: Disk Only {not recommended)

Can sustain failures of all nodes except 1. Cannot sustain a failure of the quorum disk. This
configuration is not recommended because the disk is a single point of failure.

More about guorum configurations

< Previous | Mext = I Cancel




nodes it can communicate with

All nodes must agree on the cluster configuration, and
determine whether there are enough votes to
come online

If quorum is not reached, the nodes go into a
dormant state until more votes arrive

If there are enough votes, the Resource Control Manager
(RCM) can bring resources and applications into service,
and begin health monitoring

After quorum is attained, the cluster is fully functional

27



FSW fuer MINS

Ersatz fuer 3 Knoten Notwendigkeit
Installation auf HTS

QFE 921181 bei W2K3, nicht bei W2K8
Anlage mit Cluster.exe

28



Installation auf Hub Transport Server

Hotfix auf Cluster Knoten erforderlich
(Reboot)

Freigabe MINSFILESHARE (ist wahlbar)
Berechtigungen fur Cluster Service Konto Vollzugriff

Auf einem Clusterknoten:
cluster.exe res "Majority Node Set" /priv
MNSFiIeShare=\\HTSERVER\IVINSFiIeSha

+ | ) Dokumente und Einstellungen

Te St : + [Z) Exchangesetuplogs

# | 2) Inekpub

Cl u Ste r re S " M aj O rity N Od e Set " / p riv ) = :E-E:-44|:'EI.-I:||:|F"I:I-FZE=E-E=F'.'41'EI.IIIE=E=F$

) 0dal799b-b363-44c9-bb7b-F368F 919085 4
+ ] Pragrarre
) RECYCLER.



http://support.microsoft.com/kb/921181

e Standalone server data availability

— Data outages expensive to recover
— Significant data loss (hours?)

— Previous versions of Exchange required
partner products for replication

* Whatis LCR?

— Log shipping on a single server
in a single datacenter

Logs
l Database I

* Enabled per storage group

e Easy to configure

Logs
l Database I
’30



Mailbox
Server

Enable LCR

Database Logs

E00.log
E0000000012.log
E0000000011.log Advance

database by

E0000000012.log :
playing logs

E0000000011.log

Copy and verify logs

Quelle: http://www.microsoft.com/exchange .



Exchange Cluster Setup

E/q Exchange Server 2007 SP1 Setup
-

_ Readiness Checks
| Progress

| Completion

Server Role Selection

: server roles you want to install on this computer:

2 T Clent
= T Hub Transport Role
== Unifi

= r Edoe Trans

"= ¥ Active Clustered Mailbox Role
B [ Cluster Settings
e ,|_ Pa

Cluster IP Address
= Configuration

. Readiness Checks
. Progress

| Completion

Disk Space Allocati
Digk space required:

E3F M

Disk space available:

Specify the path for the Exchange Server installation files:
o~
Specify the path for the Exchange Server installation:

C:\Program Filez*Microsoft'\Exchang

on provides automatic management of node redundancy and
=plication.

copy cluster provides automatic management of node redundancy and uses
shared storage among all nodes.

Specify installation options for this node:
Clustered Mailbox Server Name:

PTM-CLUS

Specify the path forthe Clustered Mailbox Server database files:




Multiple Cluster Subnetze

Eq Exchange Server 2007 SP1 Setup
-

Exchange Cluster IP Address Configuration

Maintenan g Specify the |P address corfiguration settings for clustered mailbox server PTM-CLUS.
[ Server Role

[ Cluster Settings e ils

¥ IPvd Network
o Clugter IP Address
Configuration ¥ |se the following static |Pv4 address: 1012134
1 Readiness Checks " Use a dynamically assigned (DHCP)
d Proiyess |Pv4 address for the following networlc:

| Completion [T IPvE Network

. ¥ Second Subnet
W IPv4 Network
¥ |se the following static |Pv4 address:

™ lse a dynamically assigned (DHCP)
|Pv4 address for the following networlc:

[T IPwE Network




* Multisite Clustering

pltdit i) ¢

| N

Client PC

Site C (Atlanta)
File Share Witness

|
L

e

Site B (Dallas)

= =
— ——
AP
=
2

A

el WemoT=es

—

Site A (Chicago) Third-Party Replication
Mechanism

. Multisite Clustering
Quelle: http://www.microsoft.com/exchange




Multisite Clustering

Quorum mode

Node and Disk » Directed by vendor only
Majority

No Majority: Disk » Directed by vendor only
Only

Node Majority e Limited to two sites
Node and File Share |+« Three sites are available
Majority

Quelle: http://www.microsoft.com




Using Event Viewer to Monitor Failover Clusters

Viewing Events for the Entire Cluster

Using Event Tracing

Using Tracerpt.exe to View the Event Trace Log
Using Cluster.exe to Export the Cluster Log

Using the Reliability and Performance Monitor
Snap-in

36



“format> =
BIMARY iDWORD ISTRLINGI {EXPANDSTRLING] iHULTISTRLING] iSECURITY IULARGE | LARGE | LONG

CLUSTER MNODE 7%
CLUSTER NODE ~HELP

Czsllzerssadministrator . DOMAIM>c luster node w2k8-—clul

Pausing node ‘w2k8-clul' ...

Mode Mode ID Status

w2k—clul 1 Paused

G:\Users\administratur.DﬂHHIH}cEulﬁmiiﬂmﬂmn

Rezuming node *w2k8—clul’ ...
Cisllserssadministrator . DOMAIM*c luster Aguorum
Mode Mode ID Status |Witness Resource Hame Path Type

w2k3—clul 1 Up IQuurum G:xClusters Majority

CzxUzersesadministrator DOMAINY |[CislUserssadninistrator . DOMATIN:
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Tracerpt

[z, Administrator: Command Prompt
C:n>od Windows

C:“UWindows >cd System32
C:xUWindows System32>cd winevt
C:sUWindows“System3I2 winevt >cd Logs

C:sUWindows~Systemi2 winevtsLogs >tracerpt ClusterLog.etl.@@1l —o —report

Input
File<s):
ClusterLog.etl.B81
180 . 8@::
Output
DumpFile: dumpfile.xml
Report: workload.xml Computer:

Windows Build: 8001
The command completed successfully. Processors: 1
Processor Speed:

C:\Hinduws\SEstem32\wineut\Luas). Platform:

Start Time:

End Time:

Duration:

Buffe

Processed Events:
Lost Events:

Use Timing Window:

- O ile: ' gs\ClusterLo

Logger Name:

-OF XML, CSV,

End Time:
File Duration:

Opcode Task Payload Guid Payload ID  Version
Default 0 [

Default 0
Default 0



Cluster Logging

« Where to find Cluster events in Event Viewer

14| Event Viewer (Local)
[+ |_op Custom Views
+ | m Windows Logs
Applications and Services Logs

Cluster Events

Operational ] e e
Level System Channel p 1 Koy Hanagemen servee
Channel 3 1) Microsoft

Windows

Bits-Client
CAPI2
CertificateServicesClient-Cr

# | Codelntegrity
CorruptedFileRecovery-Clie
CorruptedFileRecovery-Sert
DateTimeControlPanel
Diagnosis-DPS
Diagnosis-MSDT
Diagnosis-PLA
Diagnostics-Networking
DriverFrameworks-UserMod
EventCollector

_ Warning .
informationfll

Eventlog-ForwardPlugin

=) . FailoverClustering

« Qperational channel found under: e

— Applications and Services Logs \ Microsoft \ :
Windows \ FailoverClustering

Quelle: http://www.microsoft.com



Message Tracking (alle HTS -
GetMessageTrackingLogE2EwithTime.ps1)

Connectivity Logging

Test Connectivity (www.testexchangeconnectivity.com)
SMTP Send und Receive Logging

Logging Level Application Log

Routing Table Logs

Certificate Logs

IMAP4 / POP3 Logs

Pipeline Tracing

40



Protokollierung

Exchange Server 2007 logs provide detailed information for troubleshooting & operations

LOG ENABLED  DEFAULT LOCATION

SETUP v’

=systemdrives\ExchangeSetuplogs

TRANSACTION

Exchange Server\Mailbox'\First Storage Group

MESSAGE TRACKING

Exchange Server\TransportRoles\Logs'MessageTracking

SMTP (PROTOCOL)

Exchange Server\TransportRoles\Logs\ProtocolLog

AGENT

Exchange Server\TransportRoles\Logs\AgentLog

CONNECTIVITY

Exchange Server TransportRoles\LogsConnectivity

ROUTING TABLE

Exchange Server\TransportRoles\Logs\Routing

MRM

Exchange Server\Logging/Managed Folder Assistant

5"

csystemroot=\System3 2\ LogFiles\W35vcl

POP3 & IMAP4

Exchange Server\Client Access\Poplmap

CERTIFICATE

M.A. (Configurable}

CLUSTER®

csystamroot=\Cluster

LT N T I S W I S S T B B T B

PIPELINE TRACING

Exchange Server\TransportRoles\Logs\PipelineTracing

APPLICATION EVENT LOG® v

M.A.

*Log maintained by Windows 05, Exchange components may log information to these logs

Quelle: http://exchangepedia.com/blog/2007/11/exchange-server-2007-how-many-logs-hath.html




have to be resolved, routed, and processed by Transport agents.

Poison Message: The poison message queue is a special queue
that is used to isolate messages that are detected to be
potentially harmful to the Exchange 2007 system after a server
failure.

Remote Delivery: Remote delivery queues hold messages that
are being delivered to a remote server by using SMTP.

Mailbox Delivery: The mailbox delivery queues hold messages
that are being delivered to a mailbox server by using encrypted
Exchange RPC.

Unreachable Destination: Each transport server can have only
one Unreachable queue. The Unreachable queue contains
messages that cannot be routed to their destinations

42



Mail Delivery

!

Port 25 —— SMTP Receive

Submis
quaus

Categorizer

Recipient Reuting } oContent

resolution [ conversion

Internet

Quelle: http://www.microsoft.com/exchange



Next Generation TCP/IP

IPv6 und IPv4 Support

Multiple IP Address Support (Each node in an NLB cluster
can now have multiple dedicated IP addresses)

Microsoft ISA Server Integration (multiple IP Addresses
per NLB, IPv6 Datenpakete werden ignoriert)

44
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Keine Speichergruppen mehr

DAG (Database Availability Group) = neue
Clusterfunktionen (CCR, SCR, SCC gone)

MAPI Mailflow durch CAS Server
,2Shadow Redundancy” fuer HTS
Moderated Transport

Edge Server Erweiterungen (Antivirus, AD-DS, inc.
Edge Subscription Updates)

Max. 100 DB pro Server

46



e Log Shipping per custom TCP Port (kein SMB)

* Rollenbaisertes Zugriffsmodell

* OWA Erweiterungen (Support fuer ,,Safari und
FF)

* Erweiterter Mobile Client Support
* Free+Busy zwischen Exchange Orgs
* AD-RMS Integration

* Uvm.
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Vielen Dank fuer lhre Aufmerksamkeit

IT TRAINING GROTE
IT Consultant & IT Trainer

Suelbeckerbrand 22

31688 Nienstaedt

- Mobil: 0176 / 233802 79

E-Mail: Grotem@IT—Training-Grdte.de
Web: HTTP://www.it-training-grote.
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