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Language Selection g-

Select alanguage you would like the wizard to proceed with. =

Choose installation language:

English [United States)
Russian [Russia)

— DigiRain Technalogies LLC

Mewt > I Cancel

License for 5 users

iz TrafficQuota setup x|
WYWelcome to the Installation Wizard

Welcame to the Trafficluata Setup program. Thiz prodram
will inztall TrafficCuota on pour computer.

[t iz gtrongly recommended that you exit all Windows
programs before running thiz Setup program. Click Cancel to
quit Setup and cloge any programs pou have running. Chek
M et b continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
international treaties.

IInauthorized reproduction or distribution of this program, or
ary partion af i, may result in severe civil and criminal
penaltiies, and will be prozecuted to the masimunm extent
pozsible under lavi,
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License Agreement akzeptieren

Das geht ja gut los. Erste Fehlermeldung

. The spedified module could not be found.
__I; (msls31.4dIl)

Geht aber doch weiter ©
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Readme Information
Pleaze read the following infarmation about the TrafficCuota carefully,

|mpartant infarmation about TrafficCuota,

TrafficQuota 2.5 iI

Overview

TrafficQuota is a bandwidth and quota management solution for Microsoft

ISA Server. With TrafficCluota you can restrict user's access to the Internet
depending on a volume of downloaded or uploaded data, define a maximum
bandwidth (speed) consumed by user, view traffic usage statistics using

varinus renorts ll

< Back I MHext > I Cancel |
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Komponentenauswahl

Na ja, Beta halt. Man hatte noch keine Zeit ISA durch TMG zu ersetzen ©
iz TrafficQuota setup

Setup Type
Select the zetup type of the application.

* Install all components

Chooze this optian if you want to install Trafficuota on the standalone 154 Server
ar on the array member which will collect infarmation friam ather array members.

" Install Storage and Beporter modules

Chiooze this optian if you are going o install Traffictuata Storage and B eporter
modules on a dedicated server.

" Inztall zerver components

Chooze this option ta install server components on the 158 Server arap member. oL
ghould already have Trafficluota Storage component installed on anaother server.

" Remote adminiztration module
[nztall remote admirnigtration module for TrafficGucta.

—— DigiRain Technologies LLC

¢ Back I Mest = I Cancel

Dafuer aber native x64?!
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Destination Folder

Click. Mest to inztall the application to this folder. or click Browse to install to a
different location.

Select the destination folder where pou want to inztall Trafficlucta. To install to a different
location, click Browse, and select another falder.

Select installation folder:

C:A\Program FileshTraffictucta Browse...

Digk space uzage LT

I

— DigiR ain Technologies LLC
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Juup, starte meinen ISA, aeehh TMG durch waehrend der Installation



itz TrafficQuota setup

ISA Server Restart
|54 Server restart iz required far carrect installation.

|54 Server restart is required for corect installation of Trafficluata, The 1S4 Server will be
stopped befare the inztallation begine and will be started again after the installation will finizh. [f
you do nok want to restart [SA Server now, pleaze schedule Trafficiuata installation far the
approprate time [when the 154 Server can be restarted without affecting your wark, environment).

¥ Festart 154 Server during TrafficQuota installation

—— DigRain Technologies LLC
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ISA wird gestoppt, wenn das man gutgeht

il TrafficQuota setup

Setup Status

Pleasze wait. Trafficiuata installation iz in progress.

[F wous wwant ta interrupt installation process, press the Cancel button. But in thiz caze carect
working of the program iz not guaranteed.

Stopping 154 Server...

(]

—— DigiRain Technologies LLC

Cancel



Erfolgreich installiert wurde zum Glueck schon mal

jix TrafficQuota setup x|

Installation Complete

Trafficluota has been successfully installed.

Fresz the Finish button to exit Setup program.

Na ja, OK die sich automatisch oeffnende Hilfedatei ist noch Stand v2.4, aber fuer die

Einrichtung sollte es auch bei TMG reichen
E? TrathicQuota 2.4 o =]

o &
Hide Back Forward Print

Contents | Index I gearchl

ISA Server Settings
E-{[) TrafficQuota 2.4

% gz:;\:;: As the TrafficQuota is the ISA Server extension, it is required to follow some specific rules when configuring
+ @ Guotes ISA Server.
-4 Web Statistics i i
E]--@ Reports Creating a rule for TrafficQuota
E—][,'QI Settings You should create a protocol and rule for the TrafficQuota services and remote administration.
2] Admiristrators
- [£] Bxclusions The "TrafficQuota” protocol.
@ Reports
@ nguages - TrafficQuota Properties [21=]
ISA Server Settings
{8 Contact Us General IParameters |

|L=I‘E'J_=l Marne:

Drescription
{optional):

K I Cancel Apply




Zumindest in der Beta Phase integriert sich die Traffic Quota Verwaltung nicht mehr
in die TMG MMC, wie das bei ISA Server der Fall war. Einen Applicationsfilter
installiert Digirain aber trotzdem zwangslaeufig.

181X
File Action View Help
e Al Enfll ? Ha:RER = RO
=] :’Ig?sof:rFor:_lf:;t Thr:_aé:NManagemant Gateway ——— System
E B C (e 2 Forefront
a7 0 Threat Management Gateway 2010 Standard
= Monitoring
% Firewal Policy ) Servers ¥ Application Filters‘Web Filters\
Web Access Palicy
B E-Mail Policy Name = | Description | Vendor ersion |
" Intrusion Prevention System {ZJ DNS Filter Filters DNS traffic  Microsoft (R) Corporation 4.0
) Remote Access Palicy (VPN)
=l Networking
Elj == 4 H.323 Filter Enables H.323 pr... Microsoft (R) Corporation 4.0
éj Logs &Reports
f- Update Center {3 MMS Filter Enables Microsoft... Microsoft (R) Corporation 4.0
i Troubleshoating {3 PNM Filter Enables RealNet... Microsoft (R) Corporation 4.0
4J POP Intrusion Detection Fil... Checks for POP b... Microsoft (R) Corporation 4.0
1) PPTP Filter Enables PPTP tun... Microsoft (R) Corporation 4.0
{J RPC Filter Enables publishin... Microsoft (R) Corporation 4.0
{_JRTSP Filter Enables Real Tim... Microsoft (R) Corporation 4.0 n
{)SIP Access Filter Enables SIP proto... Microsoft (R) Corporation 4.0 14
4 SMTP Filter Filters SMTP traffic Microsoft (R) Corporation 4.0 ™
d SOCKS V4 Filter Enables SOCKS 4 ... Microsoft (R) Corporation 4.0
1) TFTP Access Filter Enables TFTF pro... Microsoft (R) Corporation 4.0
1 TrafficQuota Filter Manages traffic g... DigiRain Technologies LLC 2.5Beta
{2 Web Proxy Filter Enables HTTP pro... Microsoft (R) Corporation 4.0

TrafficQuota Filter Properties |

General I

Vendor: DigiRain Technologies LLC
Version: 2.5 Beta
Description:

Manages traffic quotas and bandwidth

¥ Enable this filter

QK I Cancel Gpply




Traffic Quota Services

Ej‘ TrafficQuota Reporter
Sk TrafficQuota Service
* A TrafficQuota Storage

Generates ... Started
Manages t... Started

TrafficQuo... Started

Automatic
Automatic
Automatic

Local System
Local System

Local System

Tja, auch die TquotaWeb.dll scheitert an der magischen 4 GB Grenze wie der

Malware Inspection Filter

=] _:L ‘Web Filter Cannot Process Mare Than 4GB of Content

Web Filter Cannot Process More Than 4GB of Content

21,12.2010 11:53:18

21.12.2010 11:53:18

Firewall Service

Firewall Service

<]

_ﬁ, Routing (chaining) failure 21.12.2010 11:55:42 Mew Routing

=2 |¢3 Alert action failure 21.12.2010 11:55:45 Mew Firewall Service
Alert action failure 21.12.2010 11:43:35 Mew Firewall Service
Alert action failure 21.12.2010 11:43:41 Mew Firewall Service
Alert action failure 21,12,2010 11:43:47 Mew Firewall Service
Alert action failure 21,12,2010 11:44:03 Mew

Firewall Service _ILI
3

Alert Information

TrafficQuota MMC

Description: The Web filter C:\Program Files\Microsoft Forefront Threat Management Gateway'TQuotaWeb.dll cannot process content that is
arger than 4 gigabytes. Web content larger than 4 gigabytes that is sent to this Web filter for processing will be blocked. To resolve the issue,
either disable this Web filter or upgrade it to a version that supparts Web content larger than 4 gigabytes.

@JTrafﬁcQuata

File  Action View Help

| 7| ol H

| Console Root
SR TrafficQuota
E ] Quotas
5, Users
‘ﬁ Groups
= Computers
41 Computer Sets
Z| Reports

TrafficQuota 2.5

for Microsoft ISA Server

Copyright @ 2003-2010, DigiRain Technologies LLC

http:/ /v digirain.com




Grundkonfiguration

Language | Licenze Uzage | Logging | Mizcelaneous
Abaut | Administators | Exchusions | Repans

@ TrafficQuota

Yersioh 2.5 Beta

Copyright & 2003-2010, DigiRain Technologies LLC
Wiebsite:  hittp: v, digirain.com

E-mail: info@digirain. com

Ok I Cancel

Administratoren fuer Report Zugriff festlegen

TrafficQuota

Language | Licenze Usage l Lagging I Mizcellanenus
Ahout Administrators Exclusions I Repoits

List of uzers, groups and IP addreszes which bas full
access bo statiztic reports [Administrators group is always
included]:

TRAINE R administrat add

Remove |

x|

ak. Cancel




Wer soll nicht quotiert werden

TrafficQuota x|
Language I Licensze Usage | Logging | Mizcelaneous
About I Administrators Exclusions I Feports

List of hozt names and addrezzes excluded from a traffic
calculation:

Add

Remove |

QK Cancel

Report Konfiguration

TrafficQuota x|
Language | Lizenze Uzage | Lagaing Mizcellaheous I
About I Adrninistrators I E scluzionz R eparts

Feparter hoztname

[+ Detect Reporter hostnamme autoratically

Part rurber far HT TP reports: I

[+ Require all uzers to authenticate when accessing reports

k. I Cancel




Logging Einstellungen

TrafficQuota x|
| About I Administrators Euclusions I Reports
Language I Licenze Uzage Logging I Mizcelaneous

— ¥ Enable logging for:
v TrafficGuata application filter
[v TratficQuota web filker
[¥ TratficQuaota Service
[¥ TrafficOuata Storage

[+ TrathicOuaota Reparter

Log level: IE[IDIS and warnings "I

[~ Loag traffic data each |15 minutes
[may affect 154 Server performance]

I™ Log rezource usage information

ok I Cancel

Allgemeine Einstellungen

TrafficQuota
About I Administrators I Excluzions I Reports
Language I Licenze Usage I Logging Mizcellaneous

[~ Count braffic from Local Host [|54 Serer computer]
v Azsume standard networks az local

[~ Dizable HTTPS via web prosy

Do nat block. ports:

X|
I

Ok I Cancel




Die Konfiguration von TrafficQuota kann manuell gesichert werden und ist nicht
Bestandteil des TMG Storage

! it Back Up TrafficQuota Configuration.... EI
Savein: I@ Documents j @ [f 2 "
g Nane 4 | -| Date modified | | Type |-

Mo items match your search.
Recent Places

| o
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File name: I

ELNEN
i

Save as type: ICunﬁgumtinn Files (*.cfg)

Neue Quota erstellen
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(| Computer...
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Hew User: TRAINER\marcimarc

|T General

General Properties

= Bandwidth
© | Quotas
TE Daily
= weekly
e Monthly
" Scheduls

Browse. .. I

zer ITH.&INEH\marcimarc

Full Mame: b arcimarc

[+ Enable

0k Cancel

So, den Marcimarc limitieren wir mal:

Hew User: TRAINER \marcimarc

T General

| Bandwidth

7 Quatas
T Daily
=R

E Monthly

T Schedule

Bandwidth Control

Bandwidth: IDuthing anly j
Cutgoing speed: (10 ill kB/Sec
' J
wieh traffic 40% - 60 Other protocols

HTTP, HTTPS SMTP, POP3, etc.

Hmm, schoener Schieberegler, aber von Protokollgranularitaet weit entfernt. Den
Schieberegle habe ich auch noch nicht verstanden. So wie ich das sehe, kann man

(] 4 I Cancel

I




nur grob sagen, wieiviel Bandbreite http/HTTPS haben darf und dann halt den Rest
fuer alle anderen Protokolle. Die Beta Dokumentation schweigt sich darueber AFAIK

noch aus.

Wenn Marcimarc schon mit gigantischen 10/Kbit/s surfen darf, dann limitieren wir das
mal auf 100 MB! Nicht das der die DSL Flatrate ausschoepft

Mew User: TRAINER\marcimarc

General Daily Traffic Quota

Bandwidth

[untas Lirit traffic: [ Outgaing arly [
[ 7% Daiy |
= Y eekly

tonthl =
Aéﬁh Al Y Outgoing quata:; |1UU j tegabytes (MB) j
g Schedule

| 5

YWhen the quota iz reached:

0K I Cancel

Scheduling ist (noch) nicht anpassbar

Mew User: TRAINER\marcimarc

—

= Bandwidth

" Quotas
“F Daiy Schedule: R ~ |

= WWeekly
FHE Monthly

|_(§ Scheduls

ok I Cancel




Bandbreiten fuer Computersaetze

Hew Computer Set: ﬂ
| General I} General Properties
T Group Quotas
= Daiy Computer Sek: I j
= WWeekly
e Monthly

~ | Member Quotas
T Bandwidth
T8 Daily
= Wieekly v Enable
e Maonthly
T Schedule

Ok I Cancel |

Erst mal kein Computersatz vorhanden (mein TMG ist frisch installiert)

Also einen in der TMG MMC anlegen

New Computer Set Rule Element

|5

Mame: TQuota
T
=

Computers, address ranges and subnets induded in this computer
set:

Mame | IF Addresses

- 1.2.3.4

- > 1.2.3.5

Add... I Edit... Remove

Description
{optional):

0K Cancel




Hmm, immer noch kein Computersatz da, also mal die TrafficQuota Dienste
durchstarten. Bringt auch nichts. Reboot der Maschine — Nada - Also der Betaphase
anzukreiden?

Erstellen wir mal eine Quota fuer einen Computer

Das geht

New Computer: x|

|7 General I} General Properties

= Bandwidth

_Q_uu:utas- Computer: I 1.2 .3 .4
o Daily
== Weekly
EHE Manthly
"y Schedule ¥ Enablz

ak. I Cancel |

Hew Computer: x

T General Daily Traffic Quota

5= Bandwidth

Huatas Lirnut traffic: IDuthing and incoming j
| TF Daiy |
== W eekly
EHE Monthly _ =
Outgoing quota: |10 Megabytes [MB] =
T Schedule Sena s I ;II gebytes (M8) J
Inzoming quota: |1D ﬂ IMegabytes [MB] j

‘when the quota is reached:

] I Cancel




Neuer Report

Report Properties

General | Sorting | HTTF |

M ame: IMarimarcs-S urfwerhalten

D eszcription:
=]
=
Data Source: j
HEZTE:
IzerzCurrent
Groups
GroupzCurrent
Computers

ComputersCurrent
ComputerSetz
ComputerSetsCurrent
Quotas -
CuotazCurrent
lzerTrafficluotas

EDmEuterTrafficD uotas =

Report Properties

‘General Sorting | HTTP |

Field | Sorting Order |

Sorted
Date Azcending
Mame Azcending
IInzorted

O week
O onth
O vea =
O DailyTrafficOut
O DailyTrafficin

»

Sorting Order: j

2k, Cancel




Wer darf wie auf den Report zugreifen

Report Properties x|

.Generall Soing HTTP |

Thiz feature allows ta view report uzing HT TP protocal.
Traffictlucta adminiztrators can wiew all uzers' data, and other
uzers can view their own data only.

R eports will be accessible at URLs:
http: A ftraffic.iza [if |54 Server iz uzed az prosy in a browser]
hittpe A e Ed

v Make this report accessible via HTTP

v &wailable for TrafficOuota administrators only

QF. Cancel

Ah, der Report ist sehr schoen anpassbar
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Deswegen:

oy e g e e S e amm

L) TPM Base Services Enables ac... Manual Local Service
* A TrafficQuota Reporter Generates ... Starting Automatic Local System
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Nach dem Reboot der Maschine steht der Dienst seit fast 30 Minuten auf Starting ®

Boot tut gut. Booten wir den TMG nochmal. OK, auch nach dem Reboot keine
Besserung. Schieben wir das auch mal dem Beta Status von Traffic Quota zu?



Fazit:

Wenig Neuerungen gegenueber der ISA Server Version (aber das ist ja auch nicht
notwendig)

Noch eine Menge Bugs in der Beta, welchen ich aus Zeitgruenden nicht
nachgegangen bin und es erst mal wieder der Beta Phase zuweise. Die ,Bugs® habe
ich bei Digirain reportet, aber das werden andere Tester bestimmt auch schon getan
haben.

Also mal abwarten bis die finale Version da ist. Wenn die RTM dann so funktioniert
wie bei ISA Server, ist die Software definitiv ihr Geld wert.



