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So lang soll es dauern?



Microsoft Forefront TMG Installation Wizard i im] 4

hm llation Wizard is progressing as foll

P CoreC (Esti 1 Time: 5 mi

Additional Components (Estimated Time: 12 minutes)

System Initialization (Estimated Time: 2 minutes) Nay 2010

i-.% Forefront TMG Enterprise Installation Wizard

Welcome to the Installation Wizard for
Forefront TMG Enterprise

This wizard will install Forefront TMG on your computer.
WARNING: This program is protected by copyright law and
international treaties.

To continue, dick Next.

Was soll installiert werden

{i# Forefront TMG Enterprise Installation Wizard

Setup Scenarios
Select the Forefront TMG installation type for the computer.

{* Forefront TMG services and Management

Forefront TMG services and features will be installed. Forefront TMG Management will also
be installed to manage Forefront TMG computers.,

{” Forefront TMG Management only

The management console will be installed to remotely manage Forefront TMG computers.

{” Enterprise Management Server for centralized array management

The computer will be used for centralized management of Forefront TMG arrays.
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_' Forefront TMG Enterprise Installation Wizard

10.0.0.0-10. 255, 255,255

Feuer frei

-_| Forefront TMG Enterprise Installation Wizard

Es dauert



Achtung bei ISA Migration



[l Getting Started Wizard

Welcome to Forefront TMG!
To get started, follow the three steps below:

Configure network settings
E> i Define network settings for Forefront TMG, induding IP
" settings, routing rules, and network relationships.
[F =
Configure system setfings
Define local syskem settings far Forefrant TG,
i |

Define deployment options

Specify Forefront TG deployment settings such as how bhis
Faorefront THMG server receives Micrasaft updates,

Help about the Getting Started Wizard

If you need to import Microsoft Internet Security and Acceleration (ISA) Server 2006
i configuration settings to this computer, you must do this before you run this wizard.




Getting Started - Network Setup Wizard

Network Template Selection
Select the network template that best fits your network topology.

% Edge firewall VPM Clients Metwork

= 3-Leqg perimetet

External Metwaork
i~ Back firewall .

" Single network adapter Local Host

Internal Metwark

this topology, Forefront TMG (Local Host) is deployed at the edge of the Internal network and has two
etwork adapters. One adapter is connected to the Internal network, either directly or through a router
another firewall. Another adapter is connected to the External netwark (the Internet).
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El Getting Started Wizard

Welcome to Forefront TMG!
To get started, follow the three steps below:

Configure network settings

Define network settings for Forefront TMG, induding IP
settings, routing rules, and network relationships.

Configure system settings
Define local system settings for Forefront TMG.

P Define deployment options

& Spedify Forefront TMG deployment settings such as how this
Forefront TMG server receives Microsoft updates.

k

Help about the Getting Started Wizard

You have successfully completed all the steps of the Getting Started Wizard. You are now ready
to define Web Access policy for your organization.

[V Run the Web Access wizard

Close

URL Filter



Web Access Policy Wizard x|

Blocked Web Destinations

A rule "Blocked Web Destinations" will be created. You can define exceptions to the rule on the
next page of this wizard.

Block access to these Web destinations:

'EE Anonymizers - Add...
§Botnet

&0 Criminal Activities Edit...
'EE Gambling

iE Hate Discrimination
%Illegal Drugs

iE Malicious

'EE Obscene/ Tasteless
ﬁ | T il

) | »
&% To apply URL filtering to rules using URL categories or category sets,

Forefront TMG queries the remotely hosted Microsoft Reputation Service,
The full URL string is sent to the service, using a secure connection.

Remove

i

Read our Privacy Statement

« Back Mext = Cancel

Erster Blick

Forefront TMG & x|
File Action \View Help
e=|xm |
=) Microsoft Forefront Threat Manageme — Forefront THG (TMG)
Bl ' Forefront TMG (TMG) - Forefront
£ Dashboard * Threat Management Gateway 2010 Enterprise
=] Menitoring
#, Firewall Policy . }
Web Access Palicy Fi! \ Apply Discard To save changes and update the configuration, dick Apply.
) E-Mail Policy
‘ﬁ’ Intrusion Prevention System /Roles Configurati( Forefront TMG Warning / Tasks -
. Remote Access Policy (VPN) - -
b Networking o Co I
5 system % 1l ~  Changes wil be applied only after the following services are -
1| Logs &Reports %5) ;J: : A restarted: allowing inbound Roles Configuration
= Update Center Microsoft Forefront TMG Firewall |§_| LR GeEaSaid
= Troubleshooting Wizard
Prov 4 Join Array
Use t+ hanization. Use [ Configure Array Properties
the wi rroves Web N . .
accest ~ Save the changes, but don't restart the services ching. ¥, Assign Administrative Roles
The changes wil be applied only after you manually restart Link to Forefront Protection
Secul the services. Manager Integration Page
Use th rt your netwark M
by an ¥ Save the changes and restart the services ges and Related Tasks
attach Changes wil be applied after the services restart. This may
take several minutes. Any stopped services should be U (€ Export (Back Up) Array
uset manually started. Attacks Configuration
om IC|
(3) Import (Restore) Array
:l;;;: oK I Cancel n from network Configuration
Allow Secure Access to Internal Resources
Use the publishing wizards to allow secure access to Web servers and ather applications on your
network., This indudes access to Outlook Web Access Servers, SharePoint sites, and VoIP.
Configure VPN Access |
Enable and configure a secure virtual private network (VPM) for remote dient access to corporate
netwarks.,
il—l _.I "\ n Confinuen intaaestinn with Coenfeant Deatackion Manaoae L‘

Done |



Jede Menge zu konfigurieren

Forefront TMG =& x]
File Acton View Help
T . = = oy
¢S ERAQOGRITIREG AN
|3 Microsoft Forefront Threat Managemer | - —
serosaft ‘Web Access Poli
El 5@ Forefront TMG (TMG) - Forefront © “
EQ] Dashboard " Threat Management Gateway 2010 Enterprise
= Monitoring
:r:bwall Polic:osq( /Web Access Polig[\ Toolbox Y Tasks % Help
i) E-Mail Policy Web Access Settings TR d

?% Intrusion Prevention System
[ Remote Access Policy (VPN)
=k Networking

EE System

}!J Logs &Reports

' Update Center

| Troubleshooting

Web Proxy: Enabled (Port: 8080)

Authentication: Some policy requires {proxy
authentication)

HTTP Compression: Enabled

HTTPS Inspection: Enabled (certificate validation
only)

Malware Inspection: Enabled
Web Caching: Enabled

@ Disable Web Access
i) Create AccessRule

Web Protection Tasks

4 Configure HTTPS
Action | Name | Condition | From | To ‘ Inspection
= Web Access Policy Group 4+ Configure Malware
Inspection
= {9 Deny (7] Blocked web ... 2 All Users = Internal & Anonymizers —Y Configure URL Filtering
&’_-I All Authentica. . 6; Botnet
é; Criminal Activi... (E Configure URL Category
‘; Gambiing A Overrides
é; HateDiscrimi... EE Query for URL Categary
§ Tllegal Drugs
Malicious .
éohscﬁneﬁast... Policy Editing Tasks
QE Phishing 4 Move Selected Rules Up
Pornogral
= ography # Move Selected Rules Down
Allow | 7] Allow Web Ac... All Users =l Internal @ External
] I:I 2 @ Related Taske
© Deny m Default rule 2 All Users ﬁ, All Networks (... 'i_%, All Metworks (...

(7] Configure Web Proxy

E Configure Web Caching

& Configure HTTP
Compression

| Configure RADIUS Server  —
Settings

fﬁ Configure DiffSery

Prafarances 'l

B Forefront TMG

-2 x|
File Action \View Help
e
=3 Microsoft Forefront Threat Manageme i _
7, Miciosaft E-Mail Policy

=@ Lo v Forefront

Miﬂim‘::g Threat Management Gateway 2010 Enterprise

Firewall Palicy . n - -

Web Aceess Falicy |/ E-Mil Policy {Spam Filtering {Virus and Content Filtering Yy / Tasks \(Fep \

| E-Mail Policy E-Mail Policy Settings

f_&F Intrusion Prevention System
. Remote Access Policy (WVPMN)
<. Metworking

EE System

QJ Logs & Reports

c.'i‘ Update Center

| Troubleshooting

To enable protection from e-mail based threats, dick Configure E-Mal Palicy.

SMTP Routes

Mame | autharitative D... | Route Direction

[ HELOResponse |

Ah, hier ist was anders:

E-Mail Policy Tasks

::El Configure E-Mail Policy

Related Tasks

=) Publish Exchange Web Client
Access

“5) Publish Mail Servers
(€) Export E-Mail Palicy
Configuration

@ Import E-Mail Folicy
Configuration




E-Mail Policy Configuration
Forefront TMG leverages the mail protection provided by Microsoft Forefront Protection 2010
for Exchange Server and Exchange Edge Transport server role to provide an integrated mail
protection policy

¥ Enable spam filtering

FPES's antispam technology uses multiple filters to scan for unsolicited mail traffic.

[w Enable virus and content filtering

Virus filters scan mail traffic for viruses and other malware in attached files. Content filters allow
you to search for spedfic words within e-mail messages, and for attachments with spedfic names

and types.

W Enable connectivity for EdgeSync traffic :

Subscribe to your Microsoft Exchange messaging organization for enhanced anti-spam features,
After enabling connectivity, read about the next steps in Configuring Edge Shscriptions.

< Back I Mext = I Cancel

o, Microsoft

< Forefront
Threat Management Gateway 2010

/ E-Mail Policy X Spam Filtering X{ Virus and Content Fitering \

E-Mail Policy Settings

E-Mail Policy: Enabled
Spam Filtering: Enabled
Virus and Content Filtering: Enabled

Edge Subscription Connectivity: Enabled
Protection Manager Integration: Disabled
E-Mail Policy Integration Mode: Enabled

SMTP Routes

Mame | Autharitative Domains

I Route Direction | HELO Response

E External_... Configured by Edge Subscription

|5 External geheim.de

E Internal_... Configured by Edge Subscription

g Internal




— 18] X

=3 Microsoft Forefront Threat Managemer
= @ Forefront TMG (TMG)
=] Dashboard
=| Monitoring
Firewall Policy
Web Access Policy
L) E-Mail Policy
??P Intrusion Prevention System
% Remote Access Policy (VPN)
=4 Networking
EE System
Q] Logs & Reports
g_i‘ Update Center
= Troubleshooting

K E—— |

o Microsaf

Forefront
Threat Management Gateway 2010

E-Mail Policy

Enterprise

E-Mail PdicyYSpam Filtering Y\ﬂrus and Content Filtering\

|/ Tasks \(Fe

Configure Virus and Content Filtering
This page helps you define and configure virus and content filtering, which can block malware from
entering the network via e-mail.

Content Filtering: Enabled
Virus Filtering: Enabled

File Filtering
Enabled

] -
% Message Body Filtering
Enabled

Antivirus Configuration

Virus Filtering

Enabled 'General Engines | Remediation | Options |

r Antivirus Engines:
{* Use automatic engine management

" Manually enable up to 5 engines:

O authentium Command Antivirus Engine
[ Kaspersky Antivirus Technology

O Microsoft Antimalware Engine

[ norman Virus Contral

D VirusBuster Antivirus Scan Engine

i~ Inteligent Engine Selection Policy
' Always scan with all selected engines

{*' Scan with the subset of selected engines which are available

" Sean with a dynamically chosen subset of selected engines

Allow Active FTP

Content Filtering Tasks
(@) Disable Content Filtering

Virus Filtering Tasks

(#) Disable Virus Filtering
[ Select Antivirus Engines

Related Tasks

(€) Export E-Mail Palicy
Configuration

@ Import E-Mai Policy
Configuration

=

Forefront TMG =] =l
File Acton View Help
e 2inHEaF®
|5 Microsoft Forefront Threat Managemer
i System
2@ Faefont i M) < Forefront
ashboar N
) Threat Management Gateway zo10 Enterprise
=] Monitoring
Firewall Policy Servers ) Application Filters Y(Web Fiters Yy
Web Access Policy
i E-Mail Policy Mame | Description | vendor | version |
% Intrusion Prevention System +ZJDMS Filter  Filters DNS traffic  Microsoft (R) Cor... 4.0
3 Remote Access Policy (VPN) Application Filters Tasks
i _JFTP Acces... Enables FTP prot... Microsoft (R) Cor... 4.0
<k Networking 0 ®) & C Selacted Filter
35 system WZJH.323Fiter Enables H.323pr... Micosoft (R) Cor... 4.0 [ETT T T e Xt
QJ Logs &Reports =
“3‘ Undate Centér #“_JMMS Filter  Enables Microsoft. .. Microsoft (R) Cor... 4.0 "General FTP Properties
Ef Troublesheating WOPNMFilter  Enables RealNet... Microsoft (R) Cor... 4.0
“JPOP Intru... Checks for POP b... Microsoft (R) Cor... 4.0 ¥ Allow active FTP access
“_JPPTP Filter Enables PPTP tun... Microsoft (R) Cor... 4.0
y s . A Enabling active FTP access is potentially unsafe, because
“_JRPCFilter  Enables publishin... Microsoft (R) Cor... 4.0 L talowsi -ons from & servers to the
#_JIRTSP Filter Enables Real Tim... Microsoft (R) Cor... 4.0 dlient.
#_J SIP Acces... Enables SIP proto... Microsoft (R) Cor... 4.0
) SMTP Filter  Filters SMTP traffic Microsoft (R) Cor... 4.0
"a SOCKS V4... Enables SOCKS 4 ... Microsoft (R) Cor... 4.0
W TFTP Acc... Enables TFTP pro... Microsoft (R) Cor... 4.0
#“_JWeb Prax... Enables HTTP pro... Microsoft (R) Cor... 4.0
OK I Cancel | Apply |




Forefront TMG =1l
File Acton View Help
R ke s s | ? Wil
= Microsoft Forefront Threat Managemer | [ Troubles ing
=) @ Forefront TMG (TMG) " Forefront hoot
E] Dashboard Threat Management Gateway 2010 Enterprise
=] Monitoring
Firewall Policy N - " N 5 - —
X Troubleshooting ' Change Tracki Traffic Simulator ¥ Diagnestic Loggi Connectivity Test
Web Access Policy / ‘ L 2 ‘ \( = S ‘ ty \ Tasks
-
i) E-mail Palicy . —
‘$F Intrusion Prevention System Troubltﬁhootmg and Support .
(2 Remote Access Policy (VPN) Troubleshooting Tasks
=& Networking % Remove Network Load
;E_ljﬂ System o Use the Best Practices Analyzer Balancing Configuration
i Logs & Reports The Best Practices Analyzer Tool for Forefront TMG scans the configuration settings of the local =
Control E | Pol
< Update Center computer, This tool examines the local Forefront TMG computer, determining the status of the & Co ﬁro .-mal — .
- Troubleshooting computer configuration and finding issues that do not conform to recommended best practices. oz BomiinE=or Rory
k5% View Forefront TMG Configuration Changes E-Mail Policy Integration Mode x|
The Configuration Change Tracking feature records and dis’  General |
TMG configuration. Click this link to open the Change Tradki
options.
[og E-Mail Policy Integration Mode
& view Forefront TMG Alerts
Forefront TMG alerts notify you when specified events oca
computer, Click this link to open the Alerts tab in the Forefr Status: Enabled -
¥ view Forefront TMG Logging EEEEn
With Integration Mode enabled, e-mail policy settings configured on
Forefront TMG maintains logs of activity on the Forefront T Farefront TMG are applied to the corresponding settings in Exchange
Logging tab in the Forefront TMG Monitoring options. Edge Transport server role and Microsoft Forefront Protection 2010 for
Exchange Server.
£ Use the Traffic Simulator
Forefront TMG Traffic Simulator simulates network trafficin
parameters, and provides information about firewall policy |
this link to go to the Traffic Simulator tab.
%J View Diagnostic Logging Events
Forefront TMG Diagnostic Logging view allows you to query
according to the filter ariteria. Click this link to go to the Dia
Pl | _yl Help about integration mode

file: ff/C: fProgram¥=20Files Microsoft3-20Farefront3:20Threat 3% 20Management . 20Gateway/Ul_HTMLs TaskHandler,/Tz

Stirling, aehh FPM 2010, was sich uebrigens noch verzoegert:
http://blogs.technet.com/forefront/archive/2009/10/08/schedule-and-strategy-update-

for-forefront-endpoint-protection.aspx

‘3” Intrusion Prevention System
[+ Remote Access Palicy (VPN)
=4 Networking

EE System

QJ Logs & Reports

' Update Center

= Troubleshooting

Configure Forefront Protection Manager Connectivity
Download and install the Forefront TMG Feature Pack to enable Forefront TMG to connect to

Forefront Protection Manager.

Link to Download Center

Forefront TMG =
File Action View Help
e ZmBEA SO0
[ Microsoft Forefront Threat Manageme —
ierasaft Forefront TMG (TMG

) '@ Forefront TMG (TMG) -~ Forefront (me)

EH] Bashboard " Threat Management Gateway 2010 Enterprise

=] Monitoring

E’:::L::;::ohw f Roles Configuration r Forefront Protection Manager\ I’Tasks\-
&) E-Mail Palicy



http://blogs.technet.com/forefront/archive/2009/10/08/schedule-and-strategy-update-for-forefront-endpoint-protection.aspx
http://blogs.technet.com/forefront/archive/2009/10/08/schedule-and-strategy-update-for-forefront-endpoint-protection.aspx

jl HTTPS Outbound Inspection

x|
é Source Beceptions I Cerificate Validation | Client Motfication
i General Destination Bxceptions
¥ Enable HTTFS inspection
" Inspect traffic and validate site certificates

¥ Do notinspect traffic, but validate site certificates. Block HTTPS
traffic if certificate is not valid.

—HTTPS Inspection Certificate Settings

Select if you want to generate or import the certificate for HTTPS
inspection:

{+ Use Forefront TMG to generate a certificate Generate. ..

" Import a certificate

|

Impork,..

HTTPS Inspection Trusted Root CA Certificate Options

| i | Enabling HTTPS inspection may have legal implications. You
a should verify if using this protection is in compliance with yaour
=" corporate policy.

Help about HTTPS inspection

oK I Cancel Apply

Alles in allem nicht viel neues, war aber auch nicht zu erwarten, da TMG Beta 2
schon Feature Complete sein sollte.



