How to uninstall SQL Server 2008 Express SP1 from a Forefront TMG SP1
Update 2 Standard Edition Server

Disclaimer:

e | used one of my test machines for this procedure. Don’t use this guide in your
production environment!

e Create a backup of the entire Server before following the instructions in this
guide

e Use this step by step guide at your own risk

e No warranties

e | think that this procedure is definitely NOT supported by Microsoft!!
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¥ Enable logging for this service

If you are logging to a remote file or SQL database using a non-default
port, in the System Policy Editor, enable the appropriate Remate Logging
configuration groups.

Check SQL services

-.EE'ESQL Active Directory Helper Service Enables int... Disabled Metwork 5...
-&:&";SQL Server (ISARS) Provides st... Started Automatic Local System
-_‘:&"ESQL Server (MSFW) Provides st... Started Automatic Local System
-_‘:&"ESQL Server Agent (ISARS) Executes j... Disabled Metwork 5...
-_‘:&‘;SQL Server Agent (MSFW) Executes j... Dizabled Metwork 5...
-_'-':&";SQL Server Browser Provides S... Disabled Local Service
-_‘:&";SQL Server Reparting Services (ISARS) Manages, ... Started Automatic Local System
-.':&;SQL Server VS5 Writer Provides th... Started Automatic Local System

Change logging to text file for Firewall and Webproxy service



Report Generation Warning : x|
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i method, To generate reports, use logging to SQL Server Express
databases (on the local server).
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Mo query results ar

If you are logging to a remote file or SQL database using a non-default
paort, in the System Policy Editor, enable the appropriate Remote Logaing
configuration groups.
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Restart TMG Server

Uninstall SQL Server 2008 Express and Native Client

Programs and Features

g \_Ov @ ~ Control Panel ~ All Control Panel Items ~ Programs and Features - m I Search Programs and F

File Edit View Tools Help

Control Panel Home Uni llor ct a prog
View installed updates To uninstall a program, select it from the list and then dick Uninstall, Change, or Repair.
'&F Turn Windows features on or off
Install & program from the network TR
Name = |v| Publisher |v| Install... |v| Size |v| ersion -
DAD LDS Instance ISASTGCTRL Microsoft Corperation 14.11.2010
IE‘J’-I’«'Iicrcsc'l:t .NET Framewaork 4 Client Profile Microsoft Corporation 11.12.2010 33,8MB  4.0.30319
IE‘J’-I‘«'Iicmsoﬁ .MET Framework 4 Extended Microsoft Corporation 11.12.2010 51,9ME 4.0.30319
= Microsoft Forefront Threat Management Gateway.., Microsoft Corporation 14,11.2010 83,1MB  7.0.7734
E} Microsoft Office 2003 Web Components Microsoft Corporation 11.12.2010 46,0MB  12.0.6213,1000
[ﬂ Microsoft SQL Server 2008 (64-bit) Microsoft Corporation 11.12.2010
[ﬂ Microsoft SQL Server 2008 Browser Microsoft Corporation 11.12.2010 7,95ME  10.2.4000.0
[ﬂ Microsoft SQL Server 2008 Native Client Microsoft Corporation 11.12.2010 6,33 MB  10.2.4000.0
|j Microsoft SQL Server 2008 Setup Support Files Microsoft Corporation 11.12.2010 26,3MB  10.2.4000.0
[ﬂ Microsoft SQL Server VS5 Writer Microsoft Corporation 11.12.2010 4,00MB  10.2,4000.0

@ Traficquota DigiRain Technologies LLC 21,12.2010 2.5 Beta



= SQL Server 2008 _ x|

¥ oose this option to add features.
. Bepair
_@W Choose this option to repair the product.
Bemove

Choose this option to remove the product .

¥ Remove SQL Server 2008 ] ¢
Select Instance

Specify the instance of SQL Server to modify.

Select Instance Select the instance of SQL Server to remove. To remove Management Tools and shared features only, select
"Remove shared features only” and then click next.
Select Features

Removal Rules Instance to remove features from: I_ "l
Ready to Remove
Removal Progress

Installed instances:

Complete Instance . -

pl Name Features Version Edition
ISARS SQLEngine, RS 10,2,4000.0 |Express with Advanced Services
MSFW SQLEngine 10.2.4000.0 |Express with Advanced Services

< Back Mext = Cancel Help




Remove SQL Server 2008 . B [ (5|
Select Features

The SQL Server features on this computer are shown below. To remove a feature, select the checkbox next to the feature name.

Select Instance Features: Description:
Select Features ISARS
Removal Rules Database Engine Services
Hesdy b Remee Reporting Services
Removal Proress Shared Features

& SQL Client Connectivity SDK
Complete Redistributable Features

Select all Unselect all

< Back Next = Cancel Help
A
Repeat this step for the MSFW SQL instance
Check SQL program uninstallation
ﬁ Programs and Features
@<_)v @ = Control Panel ~ All Control Panel Items - Programs and Features - m I Search Programs and Feature:

File Edit View Tools Help

Control Panel Home - Il or change a prog
View installed updates To uninstall & program, select it from the list and then dick Uninstall, Change, or Repair.
'i\ﬂi' Turn Windows features on or off
Organize ~

Install a program from the network g
Mame = | vl Publisher | v| Install... | v| Size | v| ersion | v|
@AD LDS Instance ISASTGCTRL Microsoft Corporation 14,11,2010
u@.Miu’osof‘t .MET Framework 4 Client Profile Microsoft Corporation 11.12,2010 33,8MB 4.0.30319
u@.Miu’osof‘t .MET Framework 4 Extended Microsoft Corporation 11.12,2010 51L,9MB  4.0.30319
[EIMicrosoft Forefront Threat Management Gateway... Microsoft Corporation 14.11.2010 83,1MB 7.0.7734
E} Microsoft Office 2003 Web Components Microsoft Corporation 11.12,2010 45,0 MB  12.0.6213,1000
@ TrafficQuota DigiRain Technologies LLC 21,12,2010 2.5Beta

Reboot the TMG Server
Delete SQL program folders

Go to C:\Program Files

Delete the folder “Microsoft SQL Server”
Go to C:\Program Files (x86)

Delete the folder “Microsoft SQL Server”



Check uninstalled SQL services - great
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-.".‘;:J_";Snftln'are Protection
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Enables a ...
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Started

Manual
Manual
Manual
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Manual
Manusal
Dizabled
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Automatic
Automatic
Manual

Local Service
Local System
Local Service
Metwork 5. ..
Local System
Local Service
Local Service
Local System
Local System
Local Service
Metwork ...

After the SQL 2008 Express uninstallation, the Forefront TMG Log queue fills up ®

Logging % Reporting

Log Status

# Refresh

General Log Status
Logging status:

Database updated up to:

Log gueue total (KB):

Disconnected (no connection to database)

23.12.2010 17:44:33

893 KB

Server Log Status:

Server
TMG-EN

23.12.2010 17:44:33

Log Queue (KB

893 KB

Status

Disconnected

We will look back later ©

Services error ®

Tasks { Help

Logging Tasks
7 Edit Filter
b Start Query

Configure Logging

g?' Configure Firewall Logaing
7 Configure Web Proxy Logging
7 Configure Log Queus

Related Tasks

& View Log Status

A Define Log Text Colors
[;3 Save Filter Definitions
@ Load Filter Definitions

5 Copy Selected Results to
Clipboard

5 Copy Al Results to Clipboard




/.ﬁ.lerts YSEssions YCnnnecﬁvity Verifiers Y Services ‘(Conﬁguraﬁon \
Server -~ | Service | Status | Service Uptime I

= 'ta Reporting Services Group

I@ TMG-EM S0L Server (ISARS) Unavailable

I@TMG-EN S0L Server Repo.,.. Unavailable

'\'3 TMG-EMN Microsoft Forefro... Unavailable 00:18:02

'\'3 TMG-EMN Microsoft Forefra... Unavailable 00:00:00

"‘3 TMG-EN Microsoft Forefra... Unavailable

We will look back later ©

TMG configuration sync error

Ihreat Management Gateway 2010 Standard

Alerts YSEssinns Yl:onnecﬁvity Verifiers YEErvices Y Configuration \

Configuration Status

Configuration status monitors the version of the configuration used by the Microsoft Forefront TMG Firewall Service on each array member
and compares it to the version in the configuration store,

Server Status Last Updated Description

% TMG-EN Errar o nt TMG Management cannot establish a connection with the Forefront...

We will look back later ©
Repair installation

Before | tried a repair installation | had a look into the Forefront TMG configuration
and there are lots of errors, so | decided to do a repair installation of Forefront TMG



Microsoft Forefront TMG

o ] e |
w The llation Wizard is progressing as fol - m I Search Programs and Featun

> core Components (Estimated Time: 5 minutes)
dick Uninstall, Change, or Repair.

Additional Compeonents (Estimated Time: 12 minutes)

i’.‘% Microsoft Forefront TMG Installation Wizard x| -
System Initialization (Estimated Time | 'l Version | '|
Program Maintenance

— Repair or remove the program. MB  4.0.30319
L Microse ME 4.0.30319
EMicrosc MB 7.0.7734
©2 Microsc + Repair MB  12.0.6213.1000
@ TrafficC Repair installation errors in the program. This option fixes missing or 2.5Beta

@ corrupt files, shortcuts, and registry entries.

" Remove

= Remove Microsoft Forefront Threat Management Gateway from your
< computer.

< Back I Mext > I Cancel

Error ®

i Microsoft Forefront TMG Installation

|

Error 1921, Service Microsoft Forefront TMG Control
I (isactrl) could not be stopped.  Verify that you have
suffident privileges to stop system services.

Concel_|

Set the startup of this service to Disabled
Reboot the TMG Server
Try the uninstallation again

Error



=1001]

+' Core Components (Estimated Time: 5 minutes)

+  Additional Components {Estimated Time: 12 minutes)

X System Initialization (Estimated Time: 2 minutes)

L7 Microsoft \NET Framework 4 Extended
EMicrosoft Forefront Threat Management Gateway...

E_’, Microsnft Dffice 2003 Weh Comnonents

¢
dick Uninstall, Change, or Repair.
Publisher | v| Install... | v| Size
Microsoft Corporation 14,11.2010
Microsoft Corporation 11.12.2010 38,8
Microsoft Corporation 11.12,2010 51,9
Microsoft Corporation 14,11.2010 33,1
Micrnsoft Cornaration 11.12.20110 4A.0
Pl

...but all TMG services are started

{é;l"«"liansnft Fibre Channel Platform Regist. ..
{é;l"«"liansnft Forefront TMG Control
{é;l"«"liansnft Forefront TMG Firewall
{é";h"lin:rosoft Forefront TMG Job Scheduler
-..‘:é";Min:rDsnft Forefront TMG Managed Control
-J":&;Micmsnft Forefront TMG Storage

Registers t...
Controls F...
Provides F...
Runs Foref,..
Controls F...
Provides F...

Started
Started
Started
Started
Started

Manual

Automatic
Automatic
Automatic
Automatic
Automatic

Local Service
Local System
Metwork 5...
Local System
Local System
Local System

QR [ PR S

So we can ignore the error message (my assumption is that TMG means the

uninstalled SQL services)

Reapply TMG SP1 and all hotfixes

Reboot the TMG Server

Log Queue is fine



Log Status x|

|#] Refresh

—General Log Status

Logging status: Ready (logging to database)
Database updated up to:

Log queue total (KB): 0 KB

Server Log Status:

Server | Ipdated Up To | Log Queue (KE) | Status |
[ TMG-EN OKB Ready

Close

Configuration status is fine

/Alerts Y Sessions y Connectivity Verifiers ySEr'uices Y Configuration \

Configuration Status

Configuration status monitors the version of the configuration used by the Microsoft Forefront TMG
Firewall Service on each array member and compares it to the version in the configuration store.,

Server | status | Last Updated | Description
. @ TMG-EM Synced  23.12.2010 19:56:03 Server configuration matches the stor

Check TMG Server Dashboard for errors

A lot of errors regarding the uninstalled SQL Server 2008 SP1 Express installation ®



= '(3 Reporting Services - Service Initialization Failure 23.12.2010 159:31:39

Reporting Services - Service Initialization Failure 23.12,2010 19:31:39

= '(3 Reporting Services Configuration Failure 23,12,2010 19:31:56

12,2010 19:31:56

Reporting Services Configuration Failure

[ 1) Malware Inspection Definitons Loaded 23.12,2010 19:32: 10

[ i) Service Started 23.12,2010 19:39:58

| 2

1

Alert Information
Description: SQL Server Reporting Services could not be configured for Forefront TMG. Restarting
the Microsoft Forefront TMG Job Scheduler service may resolve this issue. Reporting Services errar
nformation: [DEMETLIE] [ConnectionOpen (Connect()).]5QL Server does not exist or access denied,

The failure is due to error: Unspedified error

SQL Reporting service error

Solution: Disable Report generation



Reporting Properties

enerabian Cimme:

urmber af saved daily summaties:

rumber af saved monthly summaries:

Forefront TMG Job Scheduler error



= '(3 Reporting Services Configuration Failure 23.12.2010 17:558:04

Reporting Services Configuration Failure 23.12.2010 17:58:04
= _ﬂ, Log formatting failure 23.12,2010 18:03:26
Log formatting failure 23.12,2010 18:03:26
"‘3 Alert action failure 23,12,2010 18:05:31

1| | 0

Alert Information
Description: 501 Server Reporting Services could not be configured for Forefront TMG. Restarting

the Microsoft Forefront TMG Job Scheduler service may resolve this issue, Reporting Services errar
nformation: [DBMETLIE] [ConnectionOpen {(Connect()).]S0L Server does not exist or access denied.

The failure is due to error: Unspecified error

Solution:

Uninstall the Forefront TMG Job Scheduler service



Microsoft Forefront TMG Job Scheduler Properties (

General | Log On | Recovery | Dependencies |

Service name: izasched
Display name: Microsoft Forefront TMG Job Scheduler

Pezcriinn.: Runs Forefrort Threat Management Gateway jobs «
ption }amrding to specified job schedules EII

Path to executable:
ram Files"Microsoft Forefront Threat Management Gateway W 3Prefch exe’|

Startup type: Iﬁu_rtumatic j

Help me configure service startup options.

Service status:  Started

Start | Stop | Fauze Eezume

You can specify the start parameters that apply when you start the service
from here.

Start parametens; I

I3

oK I Cancel Apply




* Registry Editor

File Edit View Favorites Help

E

T e IO e O e O e O e O e IO IO e O e IO e O

. Filetrace ;I
. fipydisk

. Fltvgr

. FontCache

. FontCache3.0.0.0
. Forefront TMG Emz
. Fs_Rec

. FzDepends

. FwEng

. fwsry

. gagp30kx

, gpsve

. H323FLTR

. HDAudBus

. HidBatt

. hidsery

. HidUsb

. hkmsvc

. HpSAMD

. HTTP

. hwpolicy

. 18042prt

. IAS

. iaStorV

. idsve

. iirsp

. IKEEXT

. inetaccs

. intelide

. intelppm

. ioatdma

. IPBusEnum

. IpFilterDriver

. iphlpswvc

. IPMIDRV

| TPNAT e
. isactrl

. IsaManagedCtrl

isapnp

MName

Type

| Data

ab]| (Default)
f}_ﬂDepenanServioe
EE]Descripﬁon
gl_ﬂDisplayName

| ErrorControl
.ImagePaih
f}ﬂobjectName

o

o Start

£Type

REG_5Z
REG_MULTI_5Z
REG_57

REG_S7
REG_DWORD
REG_EXPAND_5Z
REG_57
REG_DWORD
REG_DWORD

(value not set)

isactrl

Runs Forefront Threat Management Gateway jobs acc...
Microsoft Forefront TMG Job Scheduler

0x00000001 (1)

"Ci'\Program Files\Microsoft Forefront Threat Managem. ..
LocalSystem
0x00000002 (2)
0x00000010 (18)

I

Computer'HKEY _LOCAL_MACHIMNE\SYSTEM\CurrentControlSet\serviceslisasched

Alert action failure



= "63 Alert action failure 23.12.2010 18:05:31

Alert action failure 23,12,2010 17:57:50
Alert action failure 23,12,2010 17:57:52
Alert action failure 23,12,2010 17:57:55
Alert action failure 23.12,2010 17:58:04
Alert action failure 23.

Alert action failure 23.12,2010 17:58:11 |
Alert action failure 23,12.2010 17:58:22 (|
Alert action failure 23.12,2010 18:03:28 |~
Alert action failure 23,12,2010 18:05:31

1| | i
Alert Information

Description: One or more of the actions assocated with alert Reporting Services Configuration
Failure has failed, due to configuration settings. The mail server may be down, or the spedfied
command may not exist. Cheds for related errors and fix them accordingly.

Solution: Remove the appropriate alert definitions

Iv] ;&  RADIUS Server Unavailable Firewall Service
Report Job Generation Failure Firewall Service
'\'3 Report Summary Generation Failure Firewall Service

'\'3 Reporting Services - Service Initializ... Firewall Service
_f_\, Reporting Services - Service Shutdo...  Firewall Service J
'(3 Reporting Services Configuration F...  Firewall Service

Reset the alerts in the Forefront TMG MMC and restart the TMG Server again

After reboot — great!

/Alerts ‘{Sessinns ‘"{Cnnnecﬁvity Verifiers ‘{Services ‘{Cnnﬁguraﬁnn \

Alert | Latest =
[ L) Network Inspection System Signature Set Loading Succeeded 23.12,2010 19:43: 16
[.L) Malware Inspection Definitions Loaded 23.12.2010 19:48:45

|i) Service Started 23.12,2010 19:56:23




But ... the services error is not gone ® It seems that something blocks displaying the
status of the TMG Services. The Service Uptime counts for the TMG Firewall service
and all services are started in the services MMC and Forefront TMG works as
expected after this patch process.

R L L R R LR ST

/Alerts YSessinns ‘/Cu::ur1r1»au::h'~n.rit5-I Verifiers Y SEervices ‘(Cnnﬁguraﬁnn \
Server =~ | Service | Status | Service Uptime |

= 'ts Reporting Services Group

"‘3 TMG-EM SOL Server (ISARS) Unavailable

"63 TMG-EM SCL Server Repo... Unavailable

"3 TMG-EM Microsoft Forefro... Unavailable 00:02:3%

|(3 TMG-EM Microsoft Forefro,., Unavailable 00:00:00

I¢3 TMG-EM Microsoft Forefro... Unavailable

Solution: I didn’t find a solution. | tried to find the specific settings with ADSIEDIT but
without luck but you as the reader may find a solution ©

Connect to the TMG Storage

Mame: |'I'I'-‘IG Storage

Path: | LDAP://TMG-EN:2171/CN=FPC2

— Connection Point
* Select or type a Distinguished Name or Maming Context:
| cn=FpC2 |

" select a well known Naming Context:

IDEfauIt naming context j

— Computer
¥ selact or type a domain or server: (Server | Domain [:port])

| TMG-EN: 2171 j

™ Default {Domain or server that vou logged in to)
[~ Use 55L-based Encryption

Advanced... | QK I Cancel |

Result: AFAIK there is no supported way to uninstall the Microsoft SQL Express
version on a Forefront TMG Server so | don’t recommend using any procedures to
remove the SQL Server Express installation




