Forefront Threat Management Gateway 2010 Installation
Exchange Server 2007 oder 2010 Edge sollte vor der TMG Installation installiert sein

Downloaden und Setup starten

Gateway 2010
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Preparation Tool starten



Forefront TMG Preparation Tool x|

Installation Type
Select the Forefront TMG installation type for the computer.

' Forefront TMG services and Management

Forefront TMG services and features will be installed.
The management console will also be installed to manage Forefront TMG computers.

" Forefront TMG Management only
The management console will be installed to remotely manage Forefront TMG computers.

" Enterprise Management Server (EMS) for centralized array management
The computer will be used for centralized management of Forefront TMG arrays.

Click Mext to begin preparing the computer.
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Lizenzvertrag lesen, akzeptieren oder nicht?

fif Forefront TMG Enterprise Installation Wizard |

License Agreement
Flease read the following license agreement carefully.

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS =

MICROSOFT FOREFRONT THREAT MANAGEMENT GATEWAY 2010
STANDARD AND ENTERPRISE EDITIONS

These license terms are an agreement between Microsoft
Corporation (or based on where you live, one of its affiliates) and
you. Please read them. They apply to the evaluation software named
abowve, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

=1

¥ [ accept the terms in the license agreement

™ I do not accept the terms in the license agreement

< Back I Mext = I Cancel

So lange dauert es
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P Core Components (Estimated Time: 5 minutes)

Additional Components (Estimated Time: 12 minutes)

System Initizlization (Estimated Time: 2 minutes)

Seriennummer angeben

Was soll installiert werden?

i'é'a Forefront TMG Enterprise Installation Wizard

Setup Scenarios
Select the Forefront TMG installation type for the computer.

{+ Forefront TMG services and Management

Forefront TMG services and features will be installed. Forefront TMG Management will also
be installed to manage Forefrant TMG computers.

" Forefront TMG Management only

The management console will be installed to remotely manage Forefront TMG computers.,

i~ Enterprise Management Server for centralized array management

The computer will be used for centralized management of Forefront TMG arrays.

< Back I Mext = I Cancel

Installationspfad




i'-;‘ Forefront TMG Enterprise Installation Wizard x|

Installation Path

You can change the installation path, or dick Next to accept the default path.

Installation path for Forefront TMG;:

< Back I Mext = I Cancel

IP Adressen des internen Netzwerks

These are the IP address ranges induded in this network.

Start Address | End Address | Add Adapter...
10.0.0.0 10,255,255, 255

Editi.,

Remove

Add Private

Add Range...

Ok Cancel

Folgende Dienste wuerden beendet werden, wenn diese installiert waeren



% Forefront TMG Enterprise Installation Wizard

Services Warning

Dwring installation, some services running locally on this computer will be
restarted or disabled,

Services that will be restarted during installation:

SMMP Service

115 Admin Service

World Wide Web Publishing Service
Microsoft Operations Manager Service

Services that will be stopped during installation:
Routing and Remote Access Service
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Nach einiger Zeit ist die Installation fertig

’ Protect the Forefront TMG Computer - Windows Internet Explorer

I& C:\Program Files\Microsoft Forefront Threat Management Gateway\Secure.htm j $9| % I;J Bing

AT/
ﬁ Favorites | {.:‘3 £ | Suggested Sites * @& | Web Slice Gallery +

{€ Protect the Forefront TMG Computer

Protect the Forefront TMG Server
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You have successfully installed Microsoft® Forefront Threat Management Gateway (TMG) on your computer. Note
the following security recommendations:

+ Turn on Microsoft Update so that you will be notified when the latest updates are available. When you turn on
Automatic Updates, the Microsoft Update Web site is regularly checked for high-priority updates that can help
protect your computer. These updates can include security updates, critical updates, and service packs.
Depending on the setting you choose, Forefront TMG automatically downloads and installs any high-priority
updates that your computer needs, or notifies you as these updates become available. We recommended that
you configure Automatic Updates to download updates automatically, but to allow you to choose when to
install them. For instructions on configuring Automatic Updates, see the Microsoft Update Web site.

For more detailed information about securing the Forefront TMG server see "Security and Protection” in
Forefront TMG Help.

Use the Microsoft ISA Server Best Practices Analyzer Tool to determine the overall health of your

Forefront TMG servers and to diagnose current problems. The tool scans the configuration settings of the local
server and reports issues that do not conform to the recommended best practices. Download this tool from the
Microsoft Download Center.

Forefront Protection 2010 fuer Exchange installieren

To view this page again after
closing it, do one of the
following:

Open the Sacura.htm
file, located in the
product installation
directory on the
Forefront TMG server.

Save this file to a shared
folder on your network,
which you can access as
necessary.
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Microsoft®

Forefront

Microsoft Forefront Protection 2010 for Exchange Server

Configuring product and services. Please wait...

Getting Started Wizard starten

B Forefront TMG (=] ]

File Action View Help

&= =
|2 Microsoft Forefront Threat Managem
1@ Forefront TMG (TMG) Vielcome to Forefront TMG!

To get started, follow the three steps below:

: Task:
Configure network settin
I:> i " Define network settings for Forefront TMG, induding IP

™ |

[N Getting Started Wizard x|

Enterprise

settings, routing rules, and network relationships.

Configure system settings

Define local system settings for Forefront TG,

Specify Forefront TG deplayment settings such as hiav this
Forefront TG server recejves Microsoft updates,

: Cefine deployment options

£

Help about the Getting Started Wizard

If you need to import Microsoft Internet Security and Acceleration (ISA) Server 2006
i l; configuration settings to this computer, you must do this before you run this wizard.

4 | i

Den Anweisungen des Assistenten folge leisten



EX Getting Started Wizard

Welcome to Forefront TMG!
To get started, follow the three steps below:

# Configure network setfings
v ' ’ ‘ Define netwark settings for Forefront TMG, induding IP

settings, routing rules, and network relationships.

, Configure system settings
;,r'; V Define local system settings for Forefront TMG.

, Define deployment options

& Spedfy Forefront TMG deployment settings such as how this
Forefront TMG server receives Microsoft updates.

Help about the Getting Started Wizard

You have successfully completed all the steps of the Getting Started Wizard. You are now ready
to define Web Access policy for your organization.

¥ Run the Web Access wizard

Close

Den Anweisungen folgen




Web Access Policy Wizard x|

Web Access Policy Rules
This wizard creates a default rule that allows all imtemal users access to the Intemet. You can
also create a default blocking nule.

Do you want the wizard to create a default rule that blocks access to potentially malidous URL
categories?

¥ yez, create a rule blocking the minimum recommended URL categories

" Mo, do not create the rule for me

You can edit the default blocking rule or create your own blocking rule on the next page of
the wizard.

Help about URL cateqaries

< Back Mexd = Cancel

URL blocken?

Web Access Policy Wizard : x|

Blocked Web Destinations

Amle "Blocked Web Destinations” will be created. You can define exceptions to the rule on the
next page of this wizard.

Block access to these Web destinations:

%Anunymizers - Add... |
{Botnet

{0 Criminal Activities Edit... |
'EEGambling e
'EEHate,."Disaiminaﬁon —l
'EEIIIEgaI Drugs

‘EEMaIin:iDus

%Dbsceneﬁast&less
ﬂ\' [ o] I h
< IR
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To apply URL filtering to rules using URL cateqories or cateqory sets,
y Forefront TMG queries the remotely hosted Microsoft Reputation Service.,
— The full URL string is sent to the service, using a secure connection.

Read our Privacy Statement

< Back Mexdt = Cancel




HTTPS Datenverkehr inspizieren?

eb Access Policy Wizard

HTTPS Inspection Settings
Forefront TMG can scan HTTPS traffic and block content that is not in compliance with policies
and fitters.

* allow users to establish HTTPS connections to Web sites

" Inspect HTTPS traffic and validate HTTPS site certificates

¥ Do notinspect HTTPS traffic, but validate the HTTPS site certificate. Blodk HTTPS trafficif the
certificate is not valid.

" Do notinspect HTTPS traffic and do not validate HTTPS site certificates. Allow all HTTPS traffic.
" Do not allow users to establish HTTPS connections
Enabling HTTPS inspection may have legal implications. You should verify if using this protection

__!A_ is in compliance with your corporate policy.

Help about HTTPS inspection

Cache aktivieren?




Web Access Policy Wizard x|

Web Cache Configuration
With caching configured, frequently accessed Web content is stored in the cache.

[¥ Enable the default Web caching rule

Configure cache drives used for Web caching:

Server [ cache Size (all disks) | Free Space (alldisks) | |  CacheDrives... |
™G 30 MB 115611 MB

The first time you select this option, the wizard creates a Web caching rule enabling the caching of
content requested from the Internet,

Help about Web caching

< Back Mext = Cancel

Click Finish not swedish

Forefront TMG

=&l x|
File Acton View Help
e=|=H
[E=] Microsoft Forefront Threat Managem: @ .
= . Microsoft
B i@ Forefront TMG (TMG) - Forefront: Enterprise
E] Dashboard " Threat Management Gateway 2010
=] Monitoring
A Firewall Policy
Welcome
Web Access Policy / \
L5 E-Mail Policy
c . - A8 =
% Intrusion Prevention System % Welcome to Microsoft Forefront Threat Management ks
3 Remote Access Policy (VPN) 1".{4 f) Gateway [fas
=4 Networking ('1;" Disconnect from Forefront
EE System Forefront TMG is an extensible firewall solution, Designed to support multi-network environments, TMG Management
(_j] Logs & Reports Forefront TMG provides highly integrated virtual private networking capabilities, extensible user
& Update Center authentication models, comprehensive monitoring and alert notifications, as well as remote
=¥ Troubleshooting management optons. Related Tasks
Read the Product Help @ Open the Microsoft Forefront
Usge the product help to learn about deploying your Forefront TMG. Bi;rlﬁjit}_r;':;agement Gateway

Define Your Forefront TMG Roles
Usge the available links for deploying your Forefront TMG. o

Visit the Microsoft Forefront Web site

Get the latest information about the Microzoft Forefront comprehensive line of business security
products,

Visit the Forefront TMG community Web site on TechNet

Access Forefront TMG community resources on the Web,




