FTP in Microsoft Forefront TMG

Auf den ersten Blick alles gleich. FTP Zugriffsregel erstellen ...
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... und dann, wenn erforderlich, im Kontextmenue der Firewallregel FTP "Read Only"
ausschalten.

Configures FTP protocol policy ﬂﬂ

Protocal |

Define FTP protocol policy for related rules.

¥ Read Only

When Read Only is selected, FTF uploads wil be
blocked.
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Wenn man(n) dann noch eine eine Active Mode FTP Verbindung benoetigt, funzt das
nicht, denn Microsoft hat den FTP-Filter noch etwas restriktiver gemacht und laesst
per Default kein Active Mode FTP mehr zu, was man(n) natuerlich aendern kann,
man(n) muss nur wissen wo! ...
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‘fF Intrusion Prevention System
[ Remote Access Policy (VPN)

Filters DMS traffic  Microsoft (R) Cor... 4.0

Enables H.323 pr... Microsoft (R) Cor...
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<> Update Center 1 MMS Filter

Enables Microsoft... Microsoft (R) Cor... 4.0

= Troubleshooting JZJPNM Filter Enables RealNet... Microsoft (%) Cor... 4.0

#2 POP Intrusion Detecti,.. Checks for POP b... Microsoft (R} Cor... 4.0

) PFTF Filter Enables PFTP tun... Microsoft (R) Cor... 4.0
1 RPC Filter Enables publishin... Micresoft (R) Cor... 4.0
] RTSP Filter Enables Real Tim... Microsoft (R) Cor... 4.0
#[) SIP Access Filter Enables SIP proto... Microsoft {R) Cor... 4.0
+ ) SMTP Filter Filters SMTP traffic Microsoft (R) Cor... 4.0

\@ S0CKS V4 Filter Enables SOCKS 4 ... Microsoft (R) Cor... 4.0

1 TFTP Access Filter Enables TFTP pro... Microsoft (R) Cor... 4.0

] Web Proxy Filter Enables HTTP pro... Microsoft (R) Cor... 4.0
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FTP Access Filter Properties

| General FTP Properties

™ Allow active FTP access

B Enabling active FTP access is potentially unsafe, because
p lé it allows inbound connections from external servers to the
dient,
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