Microsoft Sharepoint Server 2010 und Forefront TMG -
Authentifizierungsoptionen

Forefront TMG und Microsoft Sharepoint kommen mit einer Vielzahl von
Authentifizierungsoptionen wie:
e NTLM
Negotiate
Kerberos (KCD)
Basic Authentication
FBA
SSL Client Certificates
SSO

Dieser Artikel beschreibt folgende Authentifizierungsmoeglichkeiten in der
Kombination Sharepoint / TMG:

e TMG Forms Based Authentication

e TMG Authentication mit Kerberos Constrained Delegation

e TMG SSL Client Certificate Authentication

e TMG keine Authentifizierung — Authentifizierung am Sharepoint Server

FBA

Die Forms Based Authentication von Sharepoint Server 2010 ist ein Sonderfall in der
Kombination mit Forefront TMG, da Forefront TMG standardmaessig durch den
Assistenten ebenfalls eine FBA verwendet. Sharepoint Server 2010 hat als
standardmaessigen Authentifizierungsprovider nur die Windows Authentication. Wie
man das auf Sharepoint FBA aendern kann, steht zum Beispiel hier:

Configure Forms Based Authentication (FBA) with Sharepoint 2010
http://blogs.technet.com/b/mahesm/archive/2010/04/07/configure-forms-based-
authentication-fba-with-sharepoint-2010.aspx

Weitere Infos findet man auch in einem Artikel von Frank Geisler und mir im
Sharepoint Magazin (Ausgabe Januar 2011)
www.sharepoint-magazin.de

Sharepoint und ADFS

Ein weiterer “Spezialfall” ist die Verwendung von TMG+Sharepoint und ADFS. Wie
das funktioniert zeigt Thorsten Pape eindrucksvoll in dieser Anleitung:

TMG + Sharepoint + ADFS!...
http://blog.forefront-tmg.de/?p=562



http://blogs.technet.com/b/mahesm/archive/2010/04/07/configure-forms-based-authentication-fba-with-sharepoint-2010.aspx
http://blogs.technet.com/b/mahesm/archive/2010/04/07/configure-forms-based-authentication-fba-with-sharepoint-2010.aspx
http://www.sharepoint-magazin.de/
http://blog.forefront-tmg.de/?p=562

SSL fuer den internen Sharepoint Server

Standardmaessig existiert kein SSL Zertifikat auf dem Sharepoint Server.
Idealerweise erstellt man ein Zertifikat fuer Webserverbindungen von einer internen
Zertifizierungsstelle.
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Das Zertifikat muss den internen DNS FQDN des Sharepoint Servers enthalten, wie
der Name auch in der Sharepoint TMG Publishing Regel verwendet wird. Das
Zertifikat muss auf die Sharepoint Webseite gebunden werden.

Authentifizierung am Sharepoint

Standardmaessig unterstuetzt der Sharepoint Server die Windows integrierte
Authentifizierung.
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These authentication settings are bound to the following zone Default
Backup and Restore
Seaurity Authentication Type i
Usgrade and Migration Authentication Type

Choose the type of authentication you want to use for this zone. Leam abou configuring € Windows
General Application authentication B
Settings € Forms

Click here for details on how to enable Forms Based

Configuration Wizards Authentication in claims mode

€ web single sign on
Click here for more details,

Anonymous Access -
You can enable anonymous access for sites on this server or disllow anonymeLs access for al Enable anenymous access
sites, Enabling anonymaus access alows ste adminisirators to furn annymous access on.
Disabling anenymous access blocks anonymous users i the veb.confi fle for this zone. Note: If
anonymous access i tured off when Using Forms authentication mode, Forms aware dient
applications may fail to authenticate correcly.

Client Object Model Permission Requirement
W e rer T

You can require that the user must have the Use Remote Interfaces permission in order to use the
Cient Object Model to access the server. The Client Object Model is used by some parts of the LI
Enabiing this prevents users from performing some tasks using the UI i they do not have the Use
Remots Interfaces permission.

IS Authentication Settings F
2 Windows

Kerberos s the recommended seaurity configuration to use with Integrated Windows TR TR S R IR T
authentiation. Kerberos requres the appication pool accunt to be Network Service or special
configuration by the domain administrator. NTLM authentication will work with any application pool
ceount and the default domain configuration. € NTLM

@ Negotiate (Kerberos)



Fuer eine neue Sharepoint Website kann die Claims Based Authentication verwendet

werden.

ate New Web Applica

Warning: this page is not encrypted for secure communication. User names, passwords, and any =1
other information will be sent in clear text. For more information, contact your administrator.

Authentication

Select the authentication for
this web application.

Learn about authentication.

115 Web Site

Choose between using an
existing I1S web site or create &
new one to serve the Microsoft
SharePoint Foundation
application.

If you select an existing 115 web
site, that weh site must exist on
all servers in the farm and have
the same name, or this action
will not succeed.

If you opt to create a new IIS
web site, it will be automatically
created on all servers in the
farm. If an IIS setting that you
wish to change is not shown
here, you can use this option to
create the basic site, then
update it using the standard 115
tools.

Security Configuration

If you choose to use Secure
Sockets Layer (SSL), you must
add the certificate on each
server using the 115
administration tools. Until this is
done, the web application will
be inaccessible from this 115
web site.

....und somit auch die Forms Based Authentication fuer die Sharepoint Site
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[sharePoint - 22911
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[22911
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Path
IC:\inatpu bywwwroot\wss\Virtual Director

Allow Anonymous
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€ No

Use Secure Sockets Layer (S5L)

Yes
€ ne

Claims Authentication Types

Choose the type of
authentication you want to use
for this zone.

Megotiate (Kerberos) is the
recommended security
configuration to use with
Windows authentication. If this
option is selected and Kerberos
is not configured, NTLM will be
used. For Kerberos, the
application pool account needs
to be Network Service or an
account that has been
configured by the domain
administrator, NTLM
authentication will work with
any application pool account
and with the default domain
configuration,

Basic authentication method
passes users' credentials over a
network in an unencrypted
form. If you select this option,
ensure that Secure Sockets
Layer (55L) is enabled,

ASP.NET membership and role
provider are used to enable
Forms Based Authentication
(FBA) for this Web application.
After you create an FBA Web
application, additional
configuration is required.

Trusted Identity Provider
Authentication enables
federated users in this Web
application. This authentication
is Claims token based and the
uger is redirected to a login form
for authentication.

Learn about configuring
authentication.
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TMG Publishing

Weitere Informationen zur Sharepoint Veroeffentlichung ueber ISA/TMG:
http://technet.microsoft.com/en-us/library/cc984488.aspx
http://www.isaserver.org/tutorials/How-to-Publish-Microsoft-Sharepoint-Service-ISA-
Server-2006.html

Der Klassische Wizard

Kein SSL vom TMG zum internen Sharepoint Server

New SharePoint Publishing Rule Wizard x
Server Connection Security
Choose the type of connections Forefront TMG will establish with the published
Web server or server farm.
{” Use 55L to connect to the published Web server or server &
farm Lil:] (i
HTTR S
Forefront TMG will connect to the published Web server or
server farm using HTTPS (recommended).
* Use non-secured connections to connect the published
Web server or server farm |
HTTP:
Forefront TMG will connect to the published Web server or
server farm using HTTP.
When Forefront TMG authenticates to the published server on behalf of the
%, dient, user credentials may be sent over the network in dear text. Authentication
using S5L will help protect dient credentials.
< Back I Next = I Cancel
HTML Form Authentication
New Web Listener Definition Wizard LI

Authentication Seltings
Select how clients will authenticate to Forefront TMG, and how Forefront TMG will
validate their credentials.

Select how clients will provide credentials to Forefront TMG:
HTML Form Authentication

[ Collect additional delegation credentials in the form

The logon form will include additional fields for user credentials. Forefront TMG will use
the credentials for authentication to published servers.

Select how Forefront TMG will validate client credentials:

£ Windows (Active Directory) " RADIUS QTP
" LDAP (Active Directory) " RSA SecurlD
" RADIUS

< Back Nea > Cancel



http://technet.microsoft.com/en-us/library/cc984488.aspx
http://www.isaserver.org/tutorials/How-to-Publish-Microsoft-Sharepoint-Service-ISA-Server-2006.html
http://www.isaserver.org/tutorials/How-to-Publish-Microsoft-Sharepoint-Service-ISA-Server-2006.html

NTLM Authentication

New SharePoint Publishing Rule Wizard

| x

Authentication Delegation
Authentication delegation is the method Forefront TMG uses to authenticate the
session it opens with the published site.

Select the method used by Forefront TMG to authenticate to the published Web server:

Descrinti
Forefront TMG will use NTLM authentication to authenticate the dient to the published
Web server, The published Web server must be configured to accept NTLM

authentication. If the published Web server is IIS, then it must be configured to accept
Integrated authentication.

< Back Next > Cancel |

So sieht es am Client aus (FBA kommt von TMG)
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Aendern der Publishing Rule am TMG, dass der Sharepoint Server vom TMG aus
per HTTPS erreichbar ist

X
Authentication Delegation | Application Settings
General | Action | From | Ta I Traffic I Listenerl Public Name | Paths
Bridging | Users |  Schedue |  Link Translation

Specify the type of server that you are publishing and the port numbers
used for redirecting incoming requests.

% Web server
When one checkbox is selected, all traffic is routed through that port.

When both are selected. incoming traffic is routed through its
comesponding protocol and port.

[~ Redirect requests to HTTP port:

E‘sﬁ

¥ Redirect requests to 551 paort: 3

™ Use a cerificate to authenticate to the SSL Web server

I Select. .

" FTP server
Use this port when redirecting FTP requests:

i

i-ﬁ-l Link tranzlation iz not applied to rules publishing an FTP server.

TestRue | ok | Cancel | Aoy |

Anmerkung: Dazu muss am Sharepoint Server ein Webserver Zertifikat von einer
Trusted CA ausgestellt werden, welcher den internen DNS FQDN des Sharepoint

Servers enthaelt und im |IS muss das Binding fuer die Sharepoint Sites um HTTPS
erweitert werden.



Forefront TMG und Sharepoint Publishing ohne FBA
Verwendung von Kerberos Constrained Delegation

Achtung: Setzt TMG Domaenenmitgliedschaft voraus!

Sharepoint Properties x
Bridging I Users I Schedule I Link Translation I
General | Action | From I Ta I Tlafﬁ::l Listenerl Public Namel Paths I
Authentication Delegation | Application Settings
Method used by Forefront TMG to authenticate to the published Web
SErVer:
Kerberos constrained delegation j
Description

Forefront TMG is trusted to authenticate on behalf of the user using
Kerberos. Active Directory must be configured to trust the Forefront TMG
computers used for authentication delegation, and the Web server must
be corfigured to accept Kerberos authentication. f the Web serveris
IS, then it must be configured to accept Integrated authertication.

Type the Service Principal Mame (SPN) used by Forefront TMG for
Kerberos constrained delegation:

hiost/sharepaint.domain local

. [fthe SPM of this computer was changed using a tool such as
|| setspn.exe, type the SPM set with that tool.

TMG im AD fuer Kerberos Delegation zum Sharepoint Server erlauben

21

I Location I Managed By | Object | Security I Dialin I Attribute Editor I
General | Operating System | Member Of  Delegation | Password Replication

THMG-EN Properties

Delegation is a security-sensitive operation, which allows services to act on
behalf of anather user.

~ Do not trust this computer for delegation
' Trust this computer for delegation to any service (Kerberos only)
¢ Trust this computer for delegation to specified services only

" Use Kerberos anly

@ |Jse any authentication protocol

Services to which this account can present delegated credentials:

Service Type | User or Computer | Port

HOST SHAREPQINT

HOST SHAREPQINT domain local

| | 2l
¥ Expanded Add... | Femaye |

0K I Cancel Spply Help




Aendern des TMG Listeners fuer integrierte Authentifizierung ueber HTTP

Achtung: Setzt TMG Domaenenmitgliedschaft voraus!

Sharepoint Properties il
General | Metworks I Connections I Certificates I
Authentication | Forms I 550

r~Client Authentication Method
Method dients use to authenticate to Forefront TMG:

IH'I'I'P Authentication j

[ Basic I Digest v Integrated

r Authentication Validation Method
Forefront TMG validates dient credentials using:

{* Windows (Active Directory)

) LDAR (Active Direckary)

" RADIUS

" RADILE OTP

RS54 SecurlD Configure Yalidation Servers, .. |

Advanced... |
oK I Cancel | Apply |

Ergebnis am Client aus dem Internet

- “,

! I"'|@ https://sharepoint Y e/ L~ex || C me | |

Windows Security @
Cennecting to Sharepoint. ANN—_—_—d e,

~ | User name |

| D | Password |
| Domain: DOMAIN

["] Rermember my credentials




SSL Client Certificate Authentication

Achtung: Setzt TMG Domaenenmitgliedschaft voraus!
Fuer Clients ohne Zertifikat kann ein Fallback auf Kennwort basierte Authentifizierung

verwendet werden.

Sharepoint Properties

Connections I
Farms |

General | Metworks I
Authentication

x|
!

Certificates
S50

r Client Authentication Method
Method dients use to authenticate to Forefront TMG:

|ssL Client Certificate Authentication
W Use a fallback authentication method

Configure...

| =51 Fallback Authentication Methed
r~ Authenticatic

Forefront TM as a fallback authentication method.
7 Window:
£ ipspgs | Basic
¢ peoiis [ Digest
¢ papils [V Integrated
I R5A Sec

o]

If S5L dient certificate authentication failes, Forefront TMG can use HTTP

Mew = Edit..
3 Netwe
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Cancel

Advanced... |

oK | Cancel

| Apply

Fehlermeldung am Client wenn kein Fallback im TMG Listener konfiguriert ist und
der Benutzer kein Zertifikat zur Authentifizierung hat

@ @ ‘ @ nttps//sharepoint. JJillRde/

L~aBeXx || @The page cannot be displa... * | |

File Edit View Favorites Tools Help

% Microsoft™
7" Forefront

R« Threat Management Gateway 2010

Network Access Message: The page cannot be displayed

Explanation: There is a problem with the page you are trying to reach and it cannot be displayed.

Try the following:

@ Refresh page: Search for the page again by clicking the Refresh button. The timeout may have occurred due to Internet congestion.
® Check spelling: Check that you typed the Web page address comectly. The address may have been mistyped.
® Access from a link: If there is a link to the page you are looking for, try accessing the page from that link.

Technical Information (for support personnel)

@ Emor Code: 500 Intemnal Server Error. The server denied the specified Uniform Resource Locator {URL). Coniact the server adminisirator. (12202)



Neues Zertifikat fuer den Benutzer

Als naechstes muss ein Benutzerzertifikat von der internen Zertifizierungsstelle fuer
die Sharepoint Benutzer ausgestellt werden. Das Zertifikat MUSS fuer den Benutzer
ausgestellt und in den lokalen Zertifikatspeicher des Benutzers importiert/angefordert
werden.

ECDnso\d-[Conso\eRoot] == =]
File Action View Favorites Window Help . =a e
a= —
|D Add or Remove Snap-ins =]
| Console R
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled. -
Available snap-ins: ns 4
Snap-n Certificates snap-in @
" | ActiveX Control
ﬁ Authorization Mana This snap-in will always manage certfficates for:
HCErﬁﬁcahes @ My user sccourt

2, Component Service:
ECnmpuher Managery
%Dewce Manager

= Disk Management
@ Event Viewer

_| Folder

|=[ Group Policy Object]
.g IP Security Monitor
g IP Security Policy M.
|| Link to Web Addres:
= .-

() Service account

() Computer account

Description:

The Certificates snap-in|

Anforderung eines Zertifikats fuer den Benutzer

oo =]

| Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

[] EFS Recovery Agent 1) STATUS: Available Details v
User j‘J STATUS: Available Details »
The following options describe the uses and validity period that apply to this type of certificate:

Key usage: Digital signature

m

Key encipherment
Application policies:  Encrypting File System

Secure Email

Client Authentication

Validity period (days): 365

[ Show all templates
Learn more about certificates

Enroll Cancel



Anmeldung an der Sharepoint Site mit Hilfe des Benutzer Zertifikats

) |‘=; https://sharepoint Sy de/ D-~ox || C e | |

Windows Security @

Confirm Certificate

Confirm this certificate by clicking QK. If this is not the correct certificate,
click Cancel.

I 11 Administrator
| Issuer: my-root-CA
®; Valid From: 25.12.2011 te 2412.2012

Click here to view certificate prope...

Verlagerung der Authentifizierung lediglich auf den Sharepoint Server

In diesem Fall findet am Forefront TMG Server keine Praeauthentifizierung statt.
Aenderung der Authentifizierungsdelegation auf ,No delegation, but client may
authenticate directly”.

sharepoint Properties LI

| Bridging I Users I Schedule I Link Translation
| General | Action | From I Ta I Traffic I Ustenerl Public Name | Paths I

Authentication Delegation | Application Settings
Method used by Forefront TMG to authenticate to the published Web
sEMVer:

Description

If the published Web server requests HTTF authentication, Forefront
TMG will pass the authentication request to the client so that the client
can respond to it. Forefront TMG does not respond on behalf of the user.

Test Rue | ok | cancel e




Aenderung des Sharepoint Listeners am Forefront TMG Server auf ,No
Authentication®

harepoint Properties x
General | MNetworks I Connections I Certificates
Authentication Forms | S50

r Client Authentication Method

Method dients use to authenticate to Forefront TMG:

- Authentication Validation Method
Forefront TMG validates dient credentials using:

& windows (Gekive Directary)
€ LDAP (Active Direckory)
) RaDIUS

£ RADIUS OTR
 pss SecurlD Configure Yalidation Servers. .. |

Advanced... |
QK I Cancel | Apply |

Aenderung der Benutzerverifikation in der TMG Publishing Rule

Die Gruppe Sharepoint (welche eine AD Gruppe darstellt) muss durch den TMG

Benutzersatz ,Alle Benutzer” ausgetauscht werden, da die Authentifizierung direkt
am Sharepoint Server statt findet

vz

B3| | m—

Content

Authentication Delegation | Application Settings I Schedul

General | Action | From | To I TIEIfﬁCI IJstenerl Public Namel Paths I Networl

Bridging Users | Schedule | Link Translation I [ ——

| New ~ Edit,

Thiz rule applies to requests from the f il

Nl Users User sets:

MNew Edit... Delete

% All Authenticated Users

2

. Classroom

% Domain-Admins

= owa

% Sharepaoint

. System and Network Service

Bxceptions:

Test Rule oK

tdd | Cose




