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Summary
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Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.
This server supports SSL 2, which is obsolete and insecure. Grade setto F.
This server is vulnerable to MITM attacks because it supports insecure renegotiation. Grade setto F.

This server uses SSL 3, with POODLE mitigated. Still, it's 1ded that this p | is disabled. MORE INFO »

Certificate uses SHA1. When renewing, ensure you upgrade to SHA256. MORE INFO »

The server supperts only older protocels, but not the current best TLS 1.2. Grade capped to B.

The server does not support Forward Secrecy with the reference browsers. MORE INFO »

SSL 2.0 fuer den Server deaktivieren
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Weak Negotiation deaktivieren

Weak Negotiation fuer Server deaktivieren
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Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This server uses SSL 3, with POODLE mitigated. Still, it's recommended that this protocol is disabled. MORE INFO »

Certificate uses SHA1. When renewing, ensure you upgrade to SHA256. MORE INFO »

The server does not support Forward Secrecy with the reference browsers. Grade reduced to A-. MORE INFO »

Details

lssuer

Signature algorithm

Verisign Class 3 Secure Server CA - G3

SHAIwithRSA WEAK



Das werden wir nicht aendern koennen. TMG bzw. Windows Server 2008 R2

unterstuetzt kein SHA2 (CNG)

TLS 1.0

SSL3 INSECURE

Diese Clients koennen jetzt NICHT mehr zugreifen

AL LU U £ 1T

T T TR L I E T U VR Uy
IE6/XP Protocol or cipher suite mismatch
IE 7 / Vista TLS1.0 TLS_RSA WITH_AES_128_CBC_SHA (0x2£)
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Safari5.1.9/05 X 106.8 Protocol or cipher suite mismatch

Safari6/i0S 6.01 R TLS12 TLS_RSA WITH_AES 128 CBC_SHA256 (0x3c)

Forward Secrecy aktivieren

Fail®
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The server does not support Forward Secrecy with the reference browsers. Grade reduced to A-. MORE INFO »

Cipher Suiten anpassen
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Datel Bearbeten Format Ansicht ?

TLS_FCOHE_RSA_WITH_AES_178_CBC_SHAZS6_P256, TLS_ECOHE_RSA_WITH_AES_128_CBC_SHAZS6_P384 , TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_F256,TLS_ =]
ECDHE_RSA_WITH_AES_128_CBC_SHA_P384 , TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256,TLS_ECDHE_RSA_WITH_AES_Z56_CBC_SHA_P3I84 , TLS_ECDHE_ECDS
A_WITH_AES_128_GCM_SHA256_P256,TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHAZ56_P256,TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3B4_PI84,TLS_ECDHE
_ECDSA_WITH_AES_256_CBC_SHAIB4_P3IB4, TLS_ECDHE_ECDSA_WITH_AES_ 128 CBC_SHA_PZ250,TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA_PIB4 ,TLS_ECDHE_
ECDSA_WITH_AES_256_CBC_SHA P256,TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA_PIB4 ,TLS_RSA_WITH_AES_128 CBC_SHAZS56,TLS_RSA WITH_AES_128B_CBC
_SHA, TLS_RSA_WITH_AES_256_CBC_SHAZS56 , TLS_RSA_WITH_AES_256_CBC_SHA, TLS_RSA_WITH_RC4_128_SHA,TLS_RSA_WITH_3DES_EDE_CBC_SHA,TLS_DHE_D
SS_WITH_AES_128_CBC_SHAZ56,TLS_DHE_DSS_WITH_AES_128_CBC_SHA,TLS_DHE_DSS_WITH_AES_256_CBC_SHAZS56, TLS_DHE_DSS_WITH_AES_256_CBC_SHA,T
LS_DHE_DSS_WITH_3DES_EDE_CBC_SHA,TLS_RSA WITH_RC4 128 MD5,SSL_CK_RC4_ 128 WITH_MD5,SSL_CK_DES_192 EDE3_CBC_WITH_MD|
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Visit our documentation page for more infermation, configuration guides, and books. Known issues are documented here.

This server uses SSL 3, with POODLE mitigated. Still, it's recommended that this protocol is disabled. MORE INFO »

Certificate uses SHA1. When renewing, ensure you upgrade to SHA256. MORE INFO »

Jetzt den Pudel aeeh POODLE noch beseitigen
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Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Certificate uses SHA1. When renewing, ensure you upgrade to SHA256. MORE INFO »

Und danach oder

zwischen den Aenderungen das Testen nicht vergessen!




Nachtrag: Outlook 2011 fuer MAC hat mit diesen Einstellungen auf einem aktuelle

Apple OS Probleme.

SSL 3 kann aus sein, aber AllowinsecureRenegoClients muss aktiviert sein

' Registrierungs-Editor
Datei EBearbeiten Ansicht  Favoriten 7

[ ) Print ;I Mame Tvp | Daken
..... | PriotityContral ab|(5tandard) REG_57 {Wert nicht Festgelegt)
""" / ProductOptians ] AllowlnsecureRenegoclients REG_DWORD 0x00000001 (1)
 RtlQueryRegistryConfig 4| DisableRenegoOnserver REG_DWORD 000000001 (1)
§ SafeBoot #¢EventLogaing REG_DWORD 000000001 (13
, ScsiPark
| SecurePipeServers
| SecurityProviders
. SaslProfiles
) Ciphers
| Ciphersuites
| Hashes
| kewExchangeadlgorithms
, Protocols
. 531
. Whigest
----- J ServiceGroupOrder
(- |, ServiceProvider
[+ | Session Manager
[ L SMMP
----- , SMServicelist
B Sp
----- | SrpExtensioniConfig
[ | Stilllmage
----- , Storage
----- , SysternInformation
- | SwstemResources
[+ | Terminal Server
----- , TimeZoneInformation
..... i prm
[ |, usbflags
[ |, usbstor
Bl Wik
B Wideo
[
Bl WDI
----- , Windows
- ) Winlogon
----- J Winresume
Bl WML
[~ ) Enum
[~ | . Hardware Profiles
----- . Puolicies
[~ | services
----- , MountedDevices
----- | RNG
----- ) Select
- [ Setup
B WA
[ | HKEY_USERS
[ | HKEY_CURRENT_COMFIG =
-

ComputertHKEY _LOCAL_MACHINE}SYSTEM\CurrentContralSetl ControlSecurity Providers | SCHAMMEL



