Microsoft Antivirus Software und die HOSTS Datei

Microsoft Antvirussoftware wie ...

e Microsoft Security Essentials
e Windows 8 Defender

e FEP 2010

e SCEP 2012

Loescht manche Eintraege aus der HOSTS Datei.

Ein Eintrag wie www.it-training-grote.de bleibt zum Beispiel bestehen (ist ja auch
etwas serioeses) ©

S
File Edit Format View Help

# Copyright (c) 1993-2009 Microsoft Corp. |
#

# This is a sample HOSTS file used by Microsoft TCP/IP for windows.
#

# This file contains the mappings of IP addresses to host names. Each
# entr{ should be kept on an individual Tine. The IP address should
a

# be placed in the first column followed by the corresponding host
name.

# The 1P address and the host name should be separated by at least one
# space.

# Additiona11¥, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X.acme.com # x client host
# Tocalhost name resolution is handled within DNS itself.

# 127.0.0.1 Tocalhost

# i1 localhost

127.0.0.1 www . it-training-grote|.de

=

Ein Eintrag wie www.facebook.com wird zum Bsp. geloescht ...

[@hosts Notepd -1o/x|
File Edit Format View Help

# copyright (c) 1993-2009 Microsoft Corp. |
#

# This is a sample HOSTS file used by Microsoft TCcP/IP for windows.
#

# This file contains the mappings of IP addresses to host names. Each
# entr{ should be kept on an individual Tine. The IP address should
a

# be placed in the first column followed by the corresponding host
name .

# The IP address and the host name should be separated by at Teast one
# space.

#

# Additiona11¥, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino.acme.com # source server

# 38.25.63.10 X.acme.com # x client host

# Jocalhost name resolution is handled within DNS itself.

# 127.0.0.1 Tocalhost

# il localhost

127.0.0.1 www.it-training-grote.de

127.0.0.1 www . facebook . com



http://www.it-training-grote.de/
http://www.facebook.com/

2,7 - 5 Sekunden spaeter ...
—I0j x|

PC status: Protected

Settings

Wiew the items System Cenber Endpoint Protection detected as potentially harmful and the actions that you took on them:

€ Quarantined ikems

Items that were prevented From running but not removed from your PC,
7 allowed items

Items that you've allowed ko run on your PC,
= all detected items

Ttems that were detected on wour PC

Detected item | Alert level Date | Action taken
O settingsModifier:Win32 (PossibleHostsFileHijack Medium 21.08.2012 0940 Disinfected

Category: Settings Modifier
Description: This program has potentially unwanted behavior,

Recommended action: Review the alert details ko see why the software was detected. IF vou do not like how the software operates or if
wou do nok recognize and trust the publisher, consider blocking or remaowing the software,

Items:
File: Cywindows System32 driverstetc hosts

Get more information abouk this itermn online.

@Remove all | @Allow item |

Auf Deutsch
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E System Center 2012 Endpoint Protection —Warmung . @

Details zu potenziellen Bedrohungen

System Center Endpoint Protection hat eine potenzielle Bedrohung erkannt, die Thre Privatsphére beeintréchtigen
oder den Computer beschadigen kann. Thr Zugriff auf diese Elemente wird maglicherweise gesperrt, bis Sie eine
Aktion ausfihren. Klicken Sie auf "Details anzeigen”, um mehr zu erfahren. Bedeutung der Warnstufen

Erkannte Elemente Warnstufe Status Empfohlene Aktion
0 settingsModifier; Win32/PossibleHostsFileHijack  Mittel Gesperrt Quarantane
< I | b

|Kategorie: Einstellungsmodifizierer
Beschreibung: Das Verhalten dieses Programms ist potenziell unerwinscht.

Empfohlene Aktion: Uberpriifen Sie die Benachrichtigungen, um festzustellen, warum die Software ermittelt
wurde. Wenn Thnen die Funktionsweise der Software nicht gefallt oder Sie den Softwareherausgeber nicht
kennen und ihm nicht vertrauen, sollten Sie erwégen, die Software zu blockieren oder zu entfernen.

System Center Endpoint Protection hat Programme erkannt, die Ihre Privatsphire gefdhrden oder Thren
Computer beschidigen kéinnten. Sie kiinnen auf die von diesen Programmen verwendeten Dateien weiterhin
zugreifen, ohne sie zu entfernen (nicht empfohlen). Wahlen Sie zum Zugreifen auf diese Dateien die Aktion
"Zulassen” aus, und klicken Sie dann auf "Aktionen anwenden”, Wenn diese Option nicht verfigbar ist, melden
Sie sich als Administrator an, oder bitten Sie den Sicherheitsadministrator um Unterstitzung.

Elemente:
file:C: \Windows\System32\driversietcihosts

Lesen Sie im Internet weitere Informationen zu diesem Element.

Actonen anwenden | | Schlieen




Erklaerung im MMPC

6 Encyclopedia Search Results: Wind2/PossibleHostsfiletijack - Learn more about malware - Microso - Windows Internet Explorer
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Malware Protection Center Gl f e e Sl
S Threat Research and Response

Get the latest definitions Learn more about malware Submit a sample Learn about us

Home > Learn more about malware > Search the malware encyclopedia

Search the malware encyclopedia

Search Term = Win32/PossibleHostsFileHijack
Sorted by Relevance | Sort by Date
1 entries found | Page 1 of 1

s i
Description: A detection of Win32/PossibleHostsFileHijack is an indicator that your HOSTS file may have been modified by malicious or potentially unwanted
software. Modifications to the HOSTS file can cause access to certain Internet domains to be redirected or denied. This may prevent the computer from.
Published Date: Nov 10, 2010

Alert level: Moderate

Didn't find what you were looking for? Here are some search tips:

+ Ensure words are spelled correctly.

+ Use quotation marks (" *) to search for specific terms, for example, "Green AV
+ Try rephrasing keywords or using synonyms.

« Try less specific keywords.

+ Make your queries as concise as possible

Umgehungsmoeglichkeit. Eine Pfad- oder Dateiausnahme im SCEP pflegen.

Standalone Version ...

il System Center 2012 Endpoint Protection

PC status: Protected

Settings

Scheduled
cheduled scan Excluding certain files and locations can help speed up a scan, buk may leave wour computer less protecked,

Real-time pratection To add multiple files or locakions, use a semicolon ko separate the entries in the text box,
: Excluded files and locations

Excluded File bypes
‘. Excluded processes Ciwindowsi System32idriversiete; ;I Browse I
‘ Advanced
. MAPS =l Add

’ Remove |

File locations:

@ Save changes Cancel

Oder zentral ueber die SCCM 2007 / 2012 Konsole und den Antimalware Policies
welche den SCCM Sammlungen zugewiesen sind.



