Windows Server 2016 Network Controller Deployment mit System Center 2016
Virtual Machine Manager — Teil 1

Basis: https://blogs.msdn.microsoft.com/excellentsge/2016/10/06/deploying-sdn-on-
one-single-physical-host-using-vmm/

Windows Server 2016 VM mit der Network Controller Rolle installieren

Zertifikat mit dem FQDN des Netzwerk Controllers anfordern und danach als .PFX
und .CER Datei exportieren

Per Power Shell konfigurieren

$NC = New-NetworkControllerNodeObject -name NC-Marc -server WS2016-
nc.win2012.server -faultdomain "fd:/CLUSTER" -restinterface ethernet

Install-NetworkcontrollerCluster -Node $NC -clusterauthentication kerberos -
managementsecurityGroup WIN2012\NC-Admins -credentialencryptioncertificate
c:\temp\nc.cer

install-networkcontroller -node $NC -clientauthentication kerberos -
clientsecuritygroup Win2012\NC-REST -servercertificate c:\temp\nc.cer

Eine Windows Server 2016 VM mit SYSPREP vorbereiten und in der VMMLibrary
speichern

[E W52016-SYSPREP.vhd Properties *
m G Enera |
Dependencies Name: W52016-5YSPREP.vhd
Family:
Release:
Type: = VHD

Namespace: Globkal

Release time:

View equivalent resources...

Description:

Path: MWWS2016-VMM win2012 server\MSSCVMMLibrand\VHDs\WS52016-SYSPREP.vhd
Size: 936 GB
Maximum size: 127,00 GB

Operating system: Windows Server 2016 Datacenter

Virtualization platform: | Microsoft Hyper-V

SAN copy capable: Ne
Shielded: No

In der VMM Verwaltungskonsole ein Service Deployment einrichten

Die entsprechenden Deployment Templates herunterladen (hier gibt's GEN1 und
GEN2 Templates)

http://download.microsoft.com/download/B/5/7/B5760932-1F54-4411-903A-
0CD44628BF73/NC Resource.zip

Template Files entpacken


http://download.microsoft.com/download/B/5/7/B5760932-1F54-4411-903A-0CD44628BF73/NC_Resource.zip
http://download.microsoft.com/download/B/5/7/B5760932-1F54-4411-903A-0CD44628BF73/NC_Resource.zip

[y Name ¥ Date modified Type Size

NCSetup.cr 31.01.2017 08:11 File folder

ServerCertificate.cr 31.01.2017 08:11 File folder

TrustedRootCertificate.cr 31.01.2017 08:11 File folder
¢ Network Controller Standalone.xml 31.12.2015 02:46 XML Document 26 KB
=] Notes.txt 29.12.2015 05:25 Text Document 1KB

Die entsprechende XML Datei in der VMM Verwaltungskonsole importieren

Impert Package Wizard x

Select Package

:| Select Package Specify the path to the package that you would like to import

Configure References Package path: | CAPragram Files\Micrasoft System Center 2016\Virtual Machine Managert | Browse..

Summary

Import sensitive template settings

‘ Previous H Next H Cancel |

An dieser Stelle koennen schon die entsprechenden Einstellungen / Anpassungen
vorgenommen werden.

Welche Einstellungen vorzunehmen sind, steht hier:
https://blogs.msdn.microsoft.com/excellentsqe/2016/10/06/deploying-sdn-on-one-
single-physical-host-using-vmm/

Import Package Wizard X
Configure References g
Select Package Specify the resource information that the imported object should use
EILICIEEEES Narme: |Network Controller Standalone |
Summary Release: |1‘0 |
Resource Na... | Release Usage Current Mapping
El Type: Capability Profiles .
Hyper-V Windows Server Network Cont... Hyper-V f X F
El Type: Library Resources 3
threshold_net... Windows Server Network Cont... 4 None V4
TrustedRootC... Windows Server Network Cont... 4 None V4
NCSetup.cr Windows Server Network Cont... 4k None V4
ServerCertific.., Windows Server Network Cont... My None _// 5
Description:
| Previous | | Next | | Cancel |

Die Template Dateien in der VMM Library einspielen / registrieren


https://blogs.msdn.microsoft.com/excellentsge/2016/10/06/deploying-sdn-on-one-single-physical-host-using-vmm/
https://blogs.msdn.microsoft.com/excellentsge/2016/10/06/deploying-sdn-on-one-single-physical-host-using-vmm/

| Farnity Name | Operating System | Owmer
ok Cantraller Standa

Die Verzeichnisse mit den entsprechenden Zertifikaten vom Netzwerk Controller
fuellen

ServerCertificate.cr enthaelt die .PFX Datei, NCCertificate.cr die .CER Datei.

In meinem Beispiel musste ich noch die Platzhalter Text Datei loeschen, damit das
Deployment erfolgreich ist.

Das Network Controller Template in der VMM Konsole auswaehlen und im
Kontextmenue auf ,Open Designer” klicken

VM Templates - X
Search #| Drag VM Templates onto the
Name - Aontop canvas to create a new Tier
) and copy the VM Te late
WS2016-SYSPREP 31.012017 | o O oY the VIV fempla
settings into that Tier.
Drag a VM Template onto a
Tier to rpplace the template
settings'th that Tier.

%] Network Controller Standal...
Release: 4.0

@ Windows Server Network Controlle|

B nitial 1, Min: 1, Max: 1

) Network Controller Application
cmd.exe

= | Name: NC-VM##
0S:  Windows Server 2016 Data...

@]CPU: 4 Processor
Memory: 8,00 GB

L Rle ]
@Manpgement@

A @Mahagem...

NIC 1 - Link | IPv4 address: Dynamic | IPv6 address: Dynamic | MAC address: Static
1Pvd Address Type: | Dynamic
1Pv6 Address Type: | Dynamic

Mac Address Type: | Static

In den Designer Eigenschaften sieht man die Aktionen, welche bei dem Deployment
ausgefuehrt werden



E ‘Windows Server Metwork Controller Properties X

General Application configuration

Configure application deployments in the virtual machine. Deployment and servicing may be customized with scripts,

faivarsoniouaton YO“I:?" import settings from an application profile or save a new profile based on your settings.

0OS Configuration Application profile: | [Default - create new application settings] v %] Network Controller Standlal...

Release: 4.0
Application Configuration e Save As... e Add - 3 Remove I

Bl 05 Compatibility

SQL Server Configuration # Applications Script command type: | Pre-Install - Windows Server Network Controlle
@ @Scnpt Application n .
Depl it order: 3 N ; : :
Custom Praperties ™ Network Controller Applic SHln Initial; 1, Min: 1, Max: 1
= Executable program: ) Network Controller Application
= Pre-semvice 1 d
omd exe cmd.exe cmd.exe
e B Parameters:
# Scripts /q fc PrepareNodeForNetworkController.cmd "@MgmtDomainAccountName @ = | Name: NC-VM#2
Dependencies =l Pre-install 1 Script resource package: 0S:  Windows Server 2016 Data...
cmd.exe
NCSetup.cr Browse... =
Validation Errors = Pre-install 2 Run As account: | i .;PU- :;'go;e;mr |
emory: 8/
5 cmd e @LocalAdmin@ S
Pre-install 3
o Timeout (seconds): 900 E’
=[ Pre-install 4 N
cmd.exe Advanced.. @Management@
= Pre-install 5
cmd.exe
= Last VM When Deleted 1
cmd exe

View Script

Auf ,,Configure Deployment® klicken

Name vergeben, Ziel Hostgruppe angeben und Management Netzwerk auswaehlen

E elect name and destination x

Select a name and destination for the new service

instance

A Service Deployment Configuration object with this name will also be
created in the library.

Mame: NCC-Marc

Destination: | W520 L2

Metwork settings

Setting Value

Management

[The Management network the Network Contreller will connect ta.

Anpassungen vornehmen, z. B. VM-Name



NCC-Marc

&

Release: 4.0

Windows Serv... B
Initial: 1, Min: 1, Max: 1

MNAME NAME NAME NAN

R
Host: lenove-w520

=K

N
|
L

MAME MAME MAME NAME - Virtual machine | Host: W520

VM name: NAME NAME NAME NAME

Computer name: [NAME NAME NAME NAME

Deployment Settings konfigurieren

Settings - X
Setting | Value

ClientSecurityGroup MNC-REST

DiagnosticLogShare

DiagnosticLogSha reP&Nord

DiagnosticLogShareUsername

LocalAdmin NC-Admin [
Management VM |I|
MgmiDomaindccount SCVMMCHEF |Z|
MgmtDomainAccountName ‘WIN20124administrator
MgmiDomainAccountPassward

MgmtDomainFQDN win2012.server

MgmtSecunityGroup NC-Admins
ServerCertificatePassword sesssses

Wenn alle Einstellungen vorgenommen wurden, auf ,Deploy Service® klicken



@ Create Service Instance Completed 05.02.2017 16:50:00 NC-Marc 'WIN2012\Administrator
€3 Create Service Instance. Failed 05.02.2017 16:48:20 NC-Mare 'WIN2012\Administrator
@ Create Service Instance Failed 05.02.2017 16:42:42 NC-Marc 'WIN2012\Administrator
€ Create Service Instance Failed 05.02.2017 16:40:48 NC-Marc 'WIN2012\Administrator
0 Create Service Instance: Failed 05.02.2017 16:36:19 NC-Marc 'WIN2012\Administrator
o Create SéVice Instance Failed 05.02.2017 14:10:42 NC-Marc 'WIN2012\Administrator
[/] Update placement of a service ‘Completed 05.02.2017 14:10:24 NC-Marc 'WIN2012\Administrator
@ Modify existing VM deployment configuration Completed 05022017 141024 WS2016-NCC1 WIN2012\Administrator
@  Modify existing VM deployment configuration Completed 05022017 14:1024 WS2016-NCC1 WIN207T2\Administrator
@ et Global Sewing Complesed 05022017 141024 SemverCertiicatebasmiord WIN20T2\Adhministater
@ set Global Setting Completed 05022017 14:1023 MgmiSecurityGroup WIN2072\Administrator
@ Set Global Setting Completed 05.02.2017 14:10:23 MgmtDomainFQDN 'WIN2012\Administrator
@ set Global Setting Completed 05.02.2017 14:10:23 MgmtDomainAccountPassword 'WIN2012\Administrator
@  set Global Setting Completed 05022017 1411023 MgmtDemainAccountName WIN2072\Administrator
@ Set Global Setting Completed 05022017 141022 MamtDomainAccount WIN2012\Administrator
O set Completed 05.02.2017 14103 WINZQ
@ Create Service Instance
Step Name Status. Start Time End Time
O =1 Create Service Instance ‘Completed 05.02.2017 16:50:00 05.02.2017 16:56:55
9 11 Update placement of a service ‘Completed 05.02.2017 16:50:01 05.02.2017 16:50:01
9 12 Evacuate highly available VMs ‘Completed 05.02.2017 16:50:01 05.02.2017 16:50:01
@ B13 Create group of virtual machines Completed 0502.2017 16:50:01 05022017 16:5001
9 131 Parallel execution step ‘Completed 05.02.2017 16:50:01 05.02.2017 16:50:01
/] 132 Parallel execution step. ‘Completed 05.02.2017 16:50:01 05.02.2017 16:50:01
@ B4 Parallel execution step Completed 0502.2017 16:50:01 05.02.2017 16:56:55
9@ =i Deploy applications to all machines in Computer Tier (Windows Server Networ... Completed 05022017 165001 05022017 16:5655
9 1411 Parallel exacution step Completzd 05022017 16:50:01 05.022017 16:56:555
9 B147111 Deploy applications to computer W52016-NCC1.win2012 server Completed 05022017 16:50:01 05.02.2017 16:56:55
[ 141111 Copy resource (using guest integration services) Completed 05022017 1421:50 05.02.2017 142150
9 141112 Copy resource (using guest integration services) Completed 05022017 142151 05.022017 14:21:51
9 141113 Copy resource (using guest integration services) Completed 05022017 142151 05.022017 14:21:51
9 141114 Install the Server Manager module for Windows PowerShell on WS2016-NCC1 ~ Completed 05022017 14:21:52 05.02.2017 14:21:52
[/] 141115 Install Server Feature on WS2016-NCC1 ‘Completed 05022017 14:21:53 05.02.2017 14:22:54
o 141.1.1.6 Invoke script command Pre-Install_1 for Application Profile ‘Completed 05022017 14:22:55 05.022017 14:22:59
0 141117 Invoke script command Pre-Install_2 for Application Profile ‘Completed 05.02.2017 14:23:00 05.02.2017 14:23:01
[/} 141118 Invoke script command Pre-Install_3 for Application Profile ‘Completed 05.02.2017 16:42:46 05.02.2017 16:43:01
0 141.1.1.9 Invoke script command Pre-Install_4 for Application Profile ‘Completed 05022017 16:50:05 05.022017 16:30:09
9 1411110 Invoke script command Pre-Install_5 for Application Profile ‘Completed 05.02.2017 16:50:09 05.02.2017 16:56:41
Nach vielen Versuchen .....
5 2% NC-Marc oK es Running Administator Completed WIN2DT2Amin. Netvork Controll.. 40 Curent Normal
B [ Windows Server Ne... OK Yes Running
y WS2016-NCCTavi, Running Running Administator  Completed WIN2DT2 Ak
ke NC-Miarc Properies %
General
Status. Service name: [ve-Mare
State: @ Deployed
Servicing Windows
Description:
Custom Properties
== Cost center: [
NC-Marc PRO Configuration .
Prisrity: Ml
Service information RO e Service template:  Network Controller Standalone Recent job
Stotus: ok [ L Name:  Create Service Instance
COwner: 'WIN2012\Administrator Added: 05.02.2017 14:10:43 Job status: 100 % Completed
Template name:  Network Controller Standalon| Modified: 05022017 16:56:55

Release:

40

Virtual machines: 1

View Script




Auf dem Hyper-V Host

| Virtual Machines [N
Name = State CPU Usage Assigned Memory  Uptime Status
-] W52016-NCC1.win2012 server Running 5% 8192 MB 05:47:05
3 WS2016-MEMBER3
3 ws2012Hve Off
g ws2012-Hv7 Off
- Checkpoints
WS2016-NCC1.win2012.server
|
Created:  05.02.2017 14:10:46 Clustered:  No
Version: 50 Heartbeat: OK (Applications Healthy)
Generation: 1 Integration Upto date
Notes: HCLUSTERINVARIANT:f8b80bb3-573% 448 22896380 35162820)  SCrVices:
Auf der installierten VM
&3
&« v > ThisPC > Local Disk (C:) » NClnstall » v 0 Search NClnstall P
Name - Date modified Type Size
s Quick access
certificate-root File folder
I Desktop »
certificate-ssl File folder
¥ Downloads  # [ Install.err ERR File 0KB
5 Documents of 5] Install Text Document 2KB
[&] Pictures # [ InstallNetworkController-AllNodes.err 7:50 AM ERR File 0KB
NClnstall E] InstallNetworkController-AlINodes :56 AM Text Document 7KB
0 PrepareNodeForNetworkController.err 17 7:42 AM ERR File 0KB
3 This PC =
= [:‘] PrepareNodeForNetworkController 2017 7:43 AM Text Document 2KB
ﬁ Network f_“l ValidateParameters.err 2/5/2017 7:50 AM ERR File 0KB
[5] ValidateParameters 2/5/2017 7:50 AM Text Document 1KB
Log Files
| PrepareNodeForNetworkController - Notepad - [m] X

File Edit Format View Help

Windows IP Configuration

Registration of the DNS resource records for all adapters of this computer has been
initiated. Any errors will be reported in the Event Viewer in 15 minutes.
[2017-02-05T07:42:54.0410146-08:00]Installing NetworkController Role..Success : True
RestartNeeded : No

FeatureResult : {}

ExitCode : NoChangeNeeded

[2017-02-085T07:42:56.9328374-08:00]Adding WiN2@12\administrator to local admin group..
[2017-82-05T07:42:59.5895966-08:00]Adding trusted hosts[2017-02-05T07:43:00.2308321-
08:00]Finding certificate file in script directory. ‘C:\NCInstall\certificate-ssl\'[2017-
02-05T07:43:00.2458574-08:00]Found certificate at path: C:\NCInstall\certificate-ssl
\NC.pfx[2017-02-85T07:43:00.2614824-08:00]Adding certificate to personal store..[2017-02-
05T07:43:00.3561382-08:00]Saving SSL thumbprint to registry:
2C763EA4872557A30E7C2446D9361E9EDAAD1096. [2017-02-05T07:43:00.4342695-08:00Retrieved SSL
thumbprint from registry: 2C763EA4872557A30E7C2446D9361E9ED4AD1096.[2017-02-
05T707:43:00.6217822-08:00]Adding read permission to NetworkService account[2017-02-
05T07:43:00.7780399-08:00]Finding certificate file in script directory. ‘C:\NCInstall
\certificate-root\'[2017-02-05T07:43:00.7936626-08:00]Found certificate at path: C:
\NCInstall\certificate-root\RootCA.cer[2017-02-05T07:43:00.7936626-08:00]Adding
certificate to root store..[2017-02-85T07:43:00.8248943-08:00]Completed execution of

crnint




Netzwerk Service hinzufuegen

i Add Network Service Wizard x

f’_ Getting Started

|M Getting started with a network service

Name With this wizard, you can configure any of the following:
- Gateway

Manufacturer and Model - Load balancer
- Virtual switch extension

Credentials - Network manager

- Top-of-rack (TCR) switch
Coennection String
If the network service you want to configure requires provider seftware that is not included in VMM,
before running this wizard, install the provider, Some provider software is included in VMM, for example,
the pravider far the Windows-based network virtualization gateway.

Certificates

Gather Information

You will need to know:

- The manufacturer and madel of your network service

- The name of an account that has permissions needed to configure the network service

- The connection string that your network service will use

- If your provider uses certificates, how to review the certificate installed in the network service
- The host groups for which the network service should be available

Host Group

Summary

[] Don't show this message again.

Previous H Next || Cancel

Network Controller auswaehlen
F Add Metwork Service Wizard *

9_ Manufacturer and Model
| &= | Specify manufacturer and model of network service

Name Manufacturer: | Microsoft v
| Manufacturer and Madel Model: | Microsoft Network Controller “]

Credentials Configuration provider: Microsoft Network Controller

Connection String

Certificates

Gather Information

Host Group

Summary

[ previous | [ Mex |[ camcel |

Als Verbindungs String den deployten Network Service:
ServerURL=https://ws2016-nc.win2012.server/;serviceName=NC-Marc



¥ Add Network Service Wizard X

 Connection String

Getting Started Specify network service connection string
Narmne Specify the connection string far the network service to use. The syntax of the connection string is
defined by the manufacturer of the gateway, virtual switch extension, network manager, ar top-of-rack
Manufacturer and Madel switch. For more information about the required syntax, refer to the manufacturer's documentation.
Cradentials Connection string:
ServerURL:hﬂps:ﬂw5201ﬁrn:‘win2012‘serven"SerwceName:NC—Mard
| Connection String
Certificates

Gather Information
Examples: mynetworkservice1.contoso.com:443
Host Group http://mynetworkservice

For Microsoft providers:
- Microsoft Network Controller:
ServerUri=https://mynetworkcantroller.contoso.com/:ServiceName=MyNetwarkController
- Network switch using netwark switch profile:
https://networkswitch.contoso.com:5989
- Microsoft Windows Server 2012 R2 configured as a gateway:

Summary

VMHo ontoso.cq VM=myrrasvm.contoso.com
- Microsoft IP Address Management feature:
ipamserver.contese.com

Previous ‘ | Next | | Cancel
7 Add Network Service Wizard X
;.C[ Certificates

Getting Started Review certificates
Name Certificates that are listed here were retrieved from the network service specified by the connection

string, Verify that these certificates match the certificates that are installed on the network service. After
Manufacturer and Madel you see that the thumbprints match, check the box to confirm that the certificates can be imported.
Credentials Computer Name | Thumbjint

Connection String WS2016-NCWIN... 2C763EA4872557A30E7C2446D9361E9ED4AD1096
| Certificates

Gather Information

Host Group

Summary

© The certificates used for authentication between hosts and the network service are self-signed

(®) The certificates used for authentication between hosts and the network service are signed by
Certificate Authority trusted on all hosts

These certificates have been reviewed and can be imported to the trusted certificate store

Previous | [ Net || Cancel

Kontrolle

@mpor‘t Certificate - O X

Import the certificate

If an untrusted security certificate is associated with the network service, VMM
must import it into the local machine certificate store.

5 Certificate Information ~
lssued to: ws2016-ncwin2012 server

lssued by: Marcimarc-RootCA

Valid from: 31.01.2017 to 31.01.2019

Serial number:  6500000010FBFIF4CEERT63363000100000010

Public key: 308201 0202820101009 4e 9f ff 23 74 1d af 72 a3 49
a2 8a 07 32 9f 0a 30 b7 50 b4 62 ae 09 12 a0 64 43 9f el
af 16 89 b2 6a 88 94 d3 88 14 13 df cb 6f 22 80 319 99
4a b3 da 5c af df 88 4a 5¢ 41 b2 257291 81 d% 20 05 9a
da 65 2d 0795 27 0d 08 5f 60 46 02 ba d% 2d 25 de 47 ba
0d b6 db 4a 8e da ba 7d b8 da Ob 49 14 ea 97 f4 1 44 40
ff d3 a0 09 64 2b 54 75 b9 8e 3 55 2d aa 3e 0d 2e bd af
Ob c39d 97 4e 7 04 01 0d 12 52 fb 1e 5f Sc 9b 07 6c b7

£ g .. S S T .

i This certificate is already trusted and will not be imported before Virtual

Machine Manager adds the network service.




Network Controller wird erkannt

% Add Network Service Wizard %

f’_ Gather Information

Getting Started Discover and import network device information

Name

Manufacturer and Model | [

Property | Resuit
Credentials Name httpsi//ws2016-nc.win2012.server/
) Manufacturer

Connection String Ve

Certificates Is Network Gateway True
| | Isload Balancer True
‘ Eeifier e mEEEn 15 Switch Extension Manager True

Host Group Is Network Data Manager _True

Is Network Switch Manager  False

Summary Is Network Controller True

Previous | [ MNet || Cancel
¥ Add Netwerk Service Wizard %
Host Group
Getting Started Specify the host groups for which the network service will be available
Name Selecting a top-level host group automatically selects its child groups.
Mgnuhclurerand Model Host groups:
=[] @ All Hosts
Credentials L@ ailHos
| vCluster-NB
Connection String 0 3 ws2o
Certificates [ @ Homecluster
ates fher Information
Summary
[ previeus |[ Net |[ Cancal |

Anschliessend taucht der Network Controller als Service im VMM auf.

Was man mit dem Network Controller machen kann, werde ich in Teil Il beschreiben.



