Microsoft®

Message Analyzer

Starting Application

© 2012 Microsoft Corporation. All rights reserved.

s Message Analyzer

Privacy Alert

Microseft Message Analyzer can expose the encrypted personal information of all users in an
unencrypted format. This information can be viewed or saved in an unencrypted format using Microsoft
Message Analyzer.

About Microsoft Message Analyzer

Wersion: 4.0.5494.0
© 2012 Microsoft Corporation. All rights reserved.

The Bluetooth® word mark and logos are owned by the Bluetooth SIG, Inc. and any use of such marks
by Microsoft is under license, Other trademarks and trade names are those of their respective owners,

| . |Administrator: Microsoft Message Analyzer

Home

s Welcome to Microsoft Message Analyzer

-Gk oy Recent Files News

o Close

E- K

Browse.

Reporting Problems

Captuse  Trace
About

a8 oit

Auswahl der Trace Szenarien und der zu verwendenden Adapter



48| 1 | Administrator: Microsoft Message Analyzer e ]x]
e
S 4 Session name:" IT TRAINING GROTE e )
T MM| o | ¥ Remove Provider -2 Clear List Search and add providers frovm this machine.. PI
include name ] -
o Close A —— = o
Trace Scanarios e ’
Browse Lk Layer AHE]
Id 0051 2-1202-467c-0047-0d W3 776c)
Firawall Level Verbose
Abaut ‘ Windows Filtering Platiorm Tracing KeywordTobask Tre
Keywordz{any) 0x0000000000000000
8 et G Web Proxy Keywords(al) Ox000000DA0NDDA0DD
Web Tracing with web prosy server 4
Lan © Wb Minigan {Nemwork bonior (Capure)
"= Troubleshaot Wired LAM lssues b Hypery Viusl Ethemat Adagtor 44 (Capture] vEthemat (WLAN)
b Hyper' Vitusl Ethemet Adagter £2 (Copture] vEthemet (HYFER-)
AN . b Hypery Vitunl Ethemat Adspter 43 (Copture) vEthemet (HYPERINTERNAL) 4
Troubleshoot wireless LAN related issues » Tereda Tunnsling Pssudo-intedace Teredo Tunneling Pssudo-imerace.
= b Miciosof SATAR Adspier 42
~ Davics b MicrosoR ISATAP Adapter
b Microsoh ISATAP Adsper 45
. USB2Z b Microsoh ISATAF Adaprer#4 izt {DOF21 B0F-DAM-4F44-0846- 2B IA0ZBACDOD}
US8 Tracing b Microso [SATAR Adapter 46 isalap rmoblede
b MicrosoR ISATAF Adapier #7
wsi- USB3 b MicrosoR [SATAP Adapter 48 isalap (1873FE03-T18A-AB5F-AS0E-32815ECEN372).
USB Tracing for USB 3 host controllers (US 2 or USB 3 devices) b Micrasoh éiod Adaptar
b Intel(FY) B2579LM Gagabit Hstwork Connecion (Capture)
9 Windows & Blustooth b Microsof Nehwork Adapter Muliplexor Driver (Capture)
ETHPORT, BTHUSE, Bluetcoth b FB521gw Mobile Broadband Drver (Capture] Mobile broadband .
b Micrasoh Hosted Natwork Virual Adapter (Captre] Lacal Aren Connechon® 12
- Syater v FastFiteri Hane
b FastFilter 2 None [~
P L Netwark
Traubleshoot issues related to RPC framework Installed netwark intertaces on fhe system
~ Windows 8 File Sharing
Trace Filter
f) SM8 Cliemt Full POU | verity " Library = " Witery_2Clear |
SMB Client provider with full 20U Enter o fifter expression,such o
(o) SMB Client Header nly
SMB Client provicer Header Daly B

Ein erster Trace

1% | 5 \d | Administrator: Microsoft Message Analyzer

Home.

m &

[N & Enter a fter expression, such as: W Remove -

B T b
S e

Pause Stap Configuration Set Mode

E Library +

PR, gimory

Calumns +

Sexsicn View Optiors Layoat

1T TRAINING GROTE : Analysis Grid

Brestone

Fim

Cenfigurstion

Commun
Report Community

Feadback

=lelx]|

4 ITTRAINING GROTE [ vesssgenumer @@ timestorp
19.16.2012 #7:41:35. 710043
10.26.7912 §7:41:35. 7111149
Tl 16 10.16. 2012 87:1:35 5a3zmes
10.16.2012 @7:61:35. 5432502

TineElapzen

10,16, 2017 97:41:42. 7604743

10.16.2017 87:41:42.7625555
10.16.2012 97:61:42.7633746.

Destination Pogute

10.1365.09.25 A

255.255.255.255  DWCP
255.255.255.255 WP
255255155255 ORGP

Summsry
Request, SerderIP: 10.139,69,160,

16.135.89,219,

Request, TP 19.133.89.219,

Versionl, Community: public, Data Type: Get request
Versionl, Community: public, Data Type: Get request
Request, DISCOVER, Trans1d = ExJF4BCIER

6 - 67, Lea: 300 EEE—— W

Request, DISCOVER, TransI0 = BxF4BCIER
Reply, OFFER, TransID = GXIFABCIES

et Marestatizn Service
Markstation Service
<0ubit> Workstation Service
<0xb> Workstatian Service

<caxoa: worsstation service

Query reguest for CLL-PC

value Type  Bit Offser Bit Length
BOOTREQUEST(1) Enun & [

1 5

6 Bte 16 [

°

753494208 utnes2 32 2
a UIntis 64 18
Flap(Brosdcss.. Type 88 16
Type 55 2

128 2

Resay  pasec 2407 Captured: 2487 Displayed: 2113

o80B1E FFFF IC

02 @162 83 84 95 A6 07 83 03 @A 6B BC 8D OF OF
4606 £4 A3 12 08 00 45 00

o1 48 29 28

g9 KOB&E . )¢
000820 29 83 58 11 18 7E 83 09 82 59 FF FF FF FF 80 44
.. ] .0
600830 00 43 01 34 33 14 01 01 6 B 7F 4B C2 B 90 00
Lc 4 Ll khE ..
000840 93 52 08 59 38 90 83 59 82 5 20 0B 50 90 80 80 o
Massage Ofiet: 52 Protacol Offet 0

Varsion 4054040



Detailinformationen

- 2788 10.135.39.243 £5.55.69.148 Pva 18.135.39.243 - §5.55.69.148, Next Protocol = TCP, Packet ID = 14589,
2788 0,000004  AQ-53-B4-40-80-84 00-14-6C-E6-2C-2E  EThernet Destinat! [98-14-6C-EB-2C-2E], SOUCEAGOress: [AQ-5E-54-49-5.
2791 [:] 8,3000008 18.138.59.243 65.55.69.148 50013 - 30, Len: 1221, Seq Range: 15BA118335 - 158..
738 [1] 8,2000010 10.138.59.243 65.55.69.140 e 50810 - 89, Len: 1221, Seq Range: 1584116366 - 1i.
2801 [] 8,2000005 18.138.59.243 65.55.69.148 e 50013 - 30, Len: 1221, Seq Range: 15BA118355 - 158
28 [1] 8,200000% 10.138.59.243 65.55.69.140 e 50810 - 89, Len: 536, Seq Range: 15P4118386 - 1504
2829 [] 8,2000005 18.138.59.243 65.55.69.140 e 50013 - 30, Len: 535, Seq Ronge: 1534113385 - 1504
& 2750 [i] 12,4841293 19.138.69.243 office.microsoft.con HTTP \50k7 140N 1p= 04098 14 Ous er= 2407814 0ud ~B4298aDI=081 1=,
2803 [] 8 55.55.69.140 18.133.89.243 e 0 - 50910, Len: 758, Seq Range: 3633258515 - 3803
2977 g [l 10.138.59.159 10.138.89.263 e 50725 - 89, Len: 9, Seq Rangs: 122217097 - 1222170.
EFery M 1015 3m13 a0.47.03 21e3788 2 12 133 32 3za 1a 13z 30 223 1o lan. 2 178 -
T Mane Volue Type  Bit Dffset Bit Length inary[10,138,89,243]
version 4 Bte @ a -~
s Byte 4 a
Differentistecservices Differentiate. Type & 5
Totallength 1261 UInt1s 15 15
1aentiFication 14508 vintis 32 16
Reserved s Byte 48 1
oF 1 Byte a8 1
v s Byte 58 1
Fragrentostset [ vintis 51 13 H
128 Byte 64 5
protacal TR (s) Eua 72 5
Cheexsun s UInt1s 52 15
Sourcendoress 10.138.69.243 Type 6 2
% Octets binary[16, 136 Binary 95 2
DestinstionAcdress  65.55.69.108 Type 128 2
oot ionsPayloas binsey[] Binary N siternate presentation svailsble.
options <null> Arcay | [ Message Bata.| & figid Dats
Famturadk 35507 [om— Varsine 40242000
i | ] |Administrator: Microsoft Message Analyzer
Home
Save As _ Session name: Browse Session 1
Comment:
[ Quick Open -
o Close
- Import files.
Start Page »
‘ [Add Files 2 Clear List [V] Select Added Files Enter search text here. » ‘
E. L) Name size Message Count Timespan Difectory Creation Tima
Capture / Trace el Open =
About [+ Lbraries » Documents v & [ seorch ocuments 2]
it Organize v Newfolder - 0 @
S Favorites o Mame Dste rodified Type Size e
B Desktop 1 Cyberlink 120720112114 File folder
18 Downlaads 1 Cyberlink 120620111010 File folder
il Recent places 1. Hyper-v 120020120248 File folder
G SkyDrive 1 Meeine empfangenen Dateien 120320121753 File folder
) Messagenalyzer 161020121937 File folder
& Libraries =L microsft 070520111555 File folder -
[ Documents L Wy Meetings 08.05.201211:08  File folder
o) Music @ Wy Music 110020121655 File falder
& Pictures ) My Music 60720120014 File folder
'3 Podcasts [@ Wy Pictures 110020121655 File folder
[ videos @ Wy Pictures 26.07.2012 0214 File folder
2wy Shapes 07.05.201108:03  File falder
(3! My Videos 1.0820121655  File folder =
i os(cy [3) My Videos 60720120814 File folder
s VMDY 1 Network Monitor 3 07.05.2011 01:04  File folder
canncaim e Yl A o S AEAMY MRS B e d
File name; [ Supported Files t*matusm |
Available Files: 0
Start Time: End Time:
- Selection Filter
[ 7 verify “ZUibrary » % History_2Clear
Enter a filier expression, such as
tep port==80
“address==192.168.1.1
View With | Analysis Grid




"

Organize . New.

¢ Favorites

B Deskiop TR
8 Downloads 1 Cybe
‘4 Recent places . Hyper-v
@ SiyDiive 1| Meine empfanger.
|| MessageAnalyzer -
4 Libraries 1| microsoft u. a3 File folder
[ Documents 1 My Meetings 0805.201211:08  File folder
o Music e My Music MOB20121655  File folder
& Pictures [ My Music 607201208914 File folder
"B Podeasts [# My Pictures 110020121655 File folder
B videos [@ My Pictures 260720120914 File folder
2 My Shapes 07.05.2011 0003 File folder
8 Computer (23 My Videos MOB20121655  File folder t
) @ MyVideos 2607.2012 0314 File folder
o WMD) 1| Mebwork Monitor 3 2052011 01:04 File folder
File name: o] (A Supported Files (matutm v
es0 d Files (* ratup matp®.c v tsui et
 (Beta: Appli Message Analyzer Trace Unparsed ("rmatu)
Message Analyzer Trace Parsed (*rmatp)
S Files (o)
e End Time: Filtered Messages: 0 TSV Files (tsv)
_ Windows Event Trace Log Files (*ztl)
1 Filter Textual Log Files (% lag)
AT E——— Hetwork Maritar Capture Fies (*cap}
}’L v TZ* Y LClear BCAP Capture Files ("peap)
ler exr - Al Fies (%)
tepr ‘
View Wi

Was fuers Auge. Grafische Auswertung mit interaktiven Moeglichkeiten zur Detailsicht

% | 5 4 | Administrator: Microsoft Message Analyzer —=lolx]
i (BB e WeRamove o5 Gsee
nm @ = el 5 & B
Pase Stop Confguraten | fee\ Manage Wi Repat Cammunty
TR T 3%
Top Level Protocol Summarny Top Level Pratocol Summary Top Level Protocol Summary
Hoaule
s €000 i
b ans
P 000 oicp
5 a8
""; SNMP
b @hassage Count Ducp
we 20 m au08
hcrozoft Mindous VAN Autes — i  Microson Widows WLAK_AutcContg
paiad ns " OMGRiof, Wi WLAN. AutcCodgs SME Mircech Windows NV 1GMD. = NS
VAN WWindous, aons
- SN uoP NBTNS. UMNR WTTP Microsoft Windows NDIS DHCPYE. e
s = uawn -
i - » > =
Top Level Protocols Over Time
Zoom: 14 3¢ 08 Im A8 " Ancher DessilView | (1 a4
St 194024 o 195088
320 vimice
20 1
" i
150

1 vame.

Rescy  Paned: 15858

Captored 13839

Osplayest 10220

V)8 Microsoft Windows, NWi
919 Microvoht Windows NDIS.

e data not available f

Byte Count 0
1 Message Cata | alFiekd Dets |

Protocol OO

Versien: 435440

Netmon Filtersyntax. Hat sich in meinen bisherigen Tests nicht zu Netmon 3.4 geaendert. Ist IMHO
umfangreicher und einfacher bedienbar

B L R IR U T PR

i

1 Apply
Set Maode Filter =

T Remov
“Z Library

W History

% tcp.port==580
)

I

Filter*

IT TRAINING GROTE : Analysis Grid © [T Tl

IT TRAINING GRCTE : Analysis Grid !

a

Timestamp TimeElapsed

12.16.2812 @7:41:35.7112843 a

MessageNumber

[+] &% 1676



