ISA BPA 7 - Installation und Ueberblick

Neuerungen (http://blogs.technet.com/isablog/archive/2009/05/06/announcing-the-
availability-of-isa-tmg-best-practices-analyzer-version-7.aspx)

v New Checks — We have added 15 new IsaBPA rules, and are collecting almost all
ISA/TMG properties as well as environmental properties (all in all we collect around
1500 settings). These settings are compared against ~235 rules. The focus on this
release was targeting Configuration Storage Server and Active Directory
authentication issues. This new suite joins Hardware, OS, Authentication, OWA, SSL
Certificates; Site-to-site VPN with IPsec, WPLB, logging, NLB related issues and 3rd
party software suites that were introduced in previous versions of IsaBPA.

v Enhanced IsaBPA viewer - We have enhanced the IsaBPA configuration viewer, so it is
now possible for Microsoft support engineers and the technically savvy ISA/TMG
engineer to view the server configuration from the BPA report itself.

v New IDP scenarios — The ISA Data Packager was enhanced to gather both IAG data as
well as the ISA/TMG Firewall Client data. We also support data collection from
Forefront TMG Medium Business Edition and above, and collect Configuration
Change Tracking data.

v BPA2Visio enhancement — The BPA2Visio visualization tool now includes BPA
warnings and errors on the pictorial representation of the deployment in question,
next to the violating links. Each node in the diagram contains now more data.

v More documentation — The IsaBPA help file has been augmented to over 130 pages.
You can easily find information about how to operate IsaBPA, information about
specific checks, and how to fix issues that IsaBPA has detected.

v Bug fixes — We fixed several bugs and issues that were discovered in previous versions.

Installation

i Microsoft ISA Server Best Practices Analyzer Tool x|

Welcome to the Microsoft ISA
Server Best Practices Analyzer
Tool Setup Wizard

The Setup Wizard will install Microsoft ISA Server Best
Practices Analyzer Tool on your computer, Click Next to
continue or Cancel to exit the Setup Wizard,

< Back: I MNext = I Cancel



http://technet.microsoft.com/en-us/forefront/edgesecurity/bb687299.aspx
https://blogs.technet.com/isablog/archive/2008/09/16/announcing-forefront-threat-management-gateway-medium-business-edition.aspx

Lizenbestimmungen akzeptieren

Automatic Updates

i Microsoft ISA Server Best Practices Analyzer Tool Setup

Automatic updates

Microsoft ISA Server Best Practices Analyzer Tool automatic update option

Microsoft [SA Server Best Practices Analyzer Tool containg live update mechanism.,
Please choose whether you would like the Microsoft ISA Server Best Practices
Analyzer Tool to look for new updates everytime it starts. This option can be modified
in the 'Updates and customer feedback screen.

Would you like to look for new Microsoft ISA Server Best Practices Analyzer Tool
updates every time the application starts?

< Back MNext = Cancel

Customer Experience Programm

i@ Microsoft ISA Server Best Practices Analyzer Tool Setup

Customer Experience Improvement Plan

Please help us imprave the next Microsoft ISA Server Best Practices Analyz. ..

The Customer Experience Improvement Program is designed to improve the quality,
reliability and performance of Microsoft software and services. Think of it as your
chance to help design the next version of Microsoft ISA Server Best Practices
Analyzer Tool and to help us improve our services,

The program collects information about computer hardware and how you use
Microsoft ISA Server Best Practices Analyzer Tool without interrupting you. This helps
Microsoft identify which Microseft ISA Server Best Practices Analyzer Tool features to
improve. Mo information collected is used to identify or contact you. You can stop
participating in this program at any time by dicking Help|Customer Feedbacdk Options.
For more information visit http:/fwww. microsoft. com/productsfceip.

= Participate in the Microsoft ISA Server Best Practices Analyzer Tool
Customer Experience Improvement Program. (Recommended)

£~ Ido not want to participate in the program at this time.

< Back I MNext = I Cancel

Feuer frei

Installation erfolgreich und starten




Pruefen auf Updates

Microsoft ISA Server Best Practices Analyzer Tool

[] Select 2 Best Practices
FCan bo view

[ Wiew a repart

[ Start BRAZVisio
[] Scheduls a scan
See also

] The IS4 Server Best
Practices Analyzer Help

[ &bout the 1S4 Server Best
Practices Analyzer

[ Send us your feedback

[ Updstes and Custarer
Feedback

ISA Server Best Practi

Analyzer Tool

~=10] x|

8 Windows Server System

] welcome
[] Start a scan

Checking for Updates...

Please wait while we check for updates.

0%

Estimated time to complete: 0 minutes, 54 seconds

The ISA Server Best Practices Analyzer is connecting to hitps://www microsoft com/isaserver/code./IsaBP A/2 5/en to check for updates. There may be updates to the
tool, or there may be updates to the configuration file. The configuration file contains all the properties that this tool retrieves and all of the rules it uses to analyze those
properties. The corfiguration file is updated frequently and can be downloaded, installed, and used without restarting the tool. f @ newer version of the tool is found, you will
need to update and restart the tool

Cancel this check
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Neuer Scan

crosoft ISA Server Best Practices Analyzer Tool

Microsoft ISA Server Best Practices Analyzer Tool
___________________________________________________________________________________|

[ Welcome
[ Start ascan

[ Select a Best Practices
sCAN b view

[ Wiew a repart

[ Start BRAZVizio
O Schedule a scan
See also

[ The IS4 Server Best
Practices Analyzer Help

[ About the |54 Server Best
Practices &nalyzer

[ Send us pour feedback

[ Updates and Customer
Feedback.

”Mnduws Server System

Welcome to the ISA Server Best Practices Analyzer

This tool examines the I1SA Server computer. During the scan, configuration information is gathered and analyzed from several sources for example, WMI, registry, I1SA
Server configuration), and verified for comectness

When the gathering and analysis process is complete, 3 report is generated, listing found issues, amanged by severity. For each issue, the tool provides a detailed
description of the problem and how it can be fixed.

“You can begin a new scan, or view an existing scan report.

ﬂ] Select options for a new scan

BJ Select a Best Practices scan to view

®2009 Microsoft Corporation. Al rights reserved.




Microsoft ISA Server Best Practices Analyzer Tool

[ Weloome
[ Start ascan

[ Select a Best Practices
scan ko view

[] Wiew a repart

[ Start BPa2Visio
[] Schedule a scan
See also

[] TheSA Server Best
Practices Analyzer Help

[0 Abaut the 154 Server Best
Practices Analyzer

[ Send us your isedback

[ Updates and Customer
Feedback

E' Microsoft 1SA Server Best Practices Analyzer Tool

Start a Scan

Enterthe scan label:

|W|e geht es meinem TMG Server?]

Scantype

Start scanning

S Windows Server System

D2009 Microsoft Carporation. All rights reserved.

Fertig

E' Microsoft 15A Server Best Practices Analyzer Tool

Microsoft ISA Server Best Practices Analyzer Tool

[ Select a Best Practices
scan o view

-] View a report

[ Start BP&2isio
[ Schedule a scan
See also

[ TheISA Server Best
Practices Analyzer Help

[ About the 154 Server Best
Practices dnalpzer

[ 5Send us vour feedback.

[ Updates and Custamer
Feedback

=101

Scanning Completed
Scanning has completed successfully.

Yiews a report of this Best Practices scan

Scanning summary:

42 Windews Server Systerm

[ Welcome
[ Start a scan

Total: 4 completed

| Hardware

[ 154 Configuration

154 Installation

ﬂ Operating System

& Complated
& Camplated
& Campleted

& Caompleted

©2009 Microsoft Corparation. &l rights reserved




Schauen wir uns das Ergebnis mal an:

na ja, ist halt eine virtuelle Testmaschine :-(

E' Microsoft 15A Server Best Practices Analyzer Tool

Microsoft ISA Server Best Practices Analyzer Tool 8 indows Server System
e

[ Welcome
[ Start a scan

View Best Practices Report

[ Select a Best Prach Wie geht es meinem TMG Server_
elect a best Frachices

scan to view Select Reportt Type @ 2] Ust Reports % Tree Reports (5] Other Reports
[ ‘iew a report
Has this tool been helpful? © Yes {7 MNo
[ Start BP&2visio
[ Schedule a scan Crtical lssues A lssuss | informationl ke |
See also Alllssues  (11ems)
[ The ISA Server Best =§ Piintrepot (&) Esportreport - Find Amangs by Class -

Practices Analyzer Help

[] &bout the IS4 Server Best !‘3 154 Server cannot connect to the specified Configuration Starage Server.
Practices Analyzer

[-] Send us pour feedback
[ Updates and Customer a The Access to Configuration Storage server is blocked emar alert was signalked 4 times
Feedback

) Only the Default policy nils is used

(@) The Log Delstion Failure encr alett was signsled 1 times

a The secure channel to the primary domain controller cannat be verified

@ The secure channel to the tusted domain contraller cannat be verified

&\ The IP Spoofing waming alert was signaled 1 times

I\ The Malware Inspection Defiritions Not Loaded When Defintions Folder is Mot Defined war

1\ The VPN Connection Request Policy Updated waming aleit was signaled 1 times

I\ DINS search order is blank

B\ 154 Server is wunning on a virtual server

©2003 Microsaft Corporation. All rights reserved.

BPA2VISIO ..

braucht weiterhin auf dem TMG ein Visio, oder besser wegen der reduzierten
Angriffsflaeche, ein Visio auf einer Arbeitsmaschine

Visio 2003 and Visio 2007 could not be found on the local computer.
Verify that Visio is correctly installed.

Mote that it is possible to run BPAZVisio on a computer other than the
computer an which the ISA Server Best Practices Analyzer report was
created.

Mare information can be found in the ISA Server Best Practices Analyzer
Help file.

|




Anzeige des Reports in Visio (BPA2VISIO)

B BPAZYisio

m. Welcome

&2 Load a report

Microsoft |ISA Server BPAZ2Visio Tool

@) Help
1 Send us your feedback

i) About

Welcome to the BPA2Visio tool.

This tool creates a Yizio (o) network, diagam bagzed on pour zettings.
Select one of the following options:
Create a diagram for this computer

Load an exizting report

B BPazvisio

&2 wWelcome

&3 Load a report

Microsoft ISA Server BPA2Visio Tool

@) Help
1 Send us your feedback

i) About

Load an existing report

Click. on Browse to zelect a file

C:\temphiza, mml

Generate Diagram

Brovse




Nicht schoen, aber selten

——{- External {192.9.200.0-192.9.200.255} |

T

1 Roles: CSS_ISA EE DNS 1
A Ne— a

192.9.200.2

Imortieren von fertigen Reports

E’ Microsoft 15A Server Best Practices Analyzer Tool

Microsoft ISA Server Best Practices Analyzer Tool 2 Windiows Server Systerm

I —

Wl - -

B Wekeme Select a Best Practices Scan to View

[ Start ascan

[ Select a Best Fragtices (3) Import scan
sean ko view

[ View a report The ISA Server Best Practices Analyzer Scans

[ Stat BPAZVisio

[ Schedule a scan Total number: 1 scans avaiable

See also

[ The 154 Semver Best B wie geht ex meinem TMG Server_

Practices Analyzer Help

[ About the 154 Server Best
Practices Analyzer

[ Send us your feedhack

[ Updates and Customer
Feedback

®2009 Microsoft Corporation. Al rights reserved,



ISA Server Data Packager

E Microsoft ISA Server ISA Data Packager

Microsoft ISA Server |SA Data Packager A Windows Server Systerm
'

[ wel
I Welcome to the ISA Server Data Packager
See also
[ The IS4 Server Data This tool can create a package of 1SA Server diagnostic information that can assist in troubleshooting 1SA Server related issues

Packager Help

[ About the 154 Server Data
Packager

[ Send us your feedback

Choose a data collection scenario from the following list

s Collect static corfiguration information

" Collect data using one of the following repro scenarios:

Basic Repro and Siatic Configuration
Web Proxy and Web Pubiishing
N

Firewall Policy

Configuration Storage Server
ISA Administration

General

Firewall Cliert

Custom

Scenario description:

Collects static configuration information, including 1SA Best Practices Analyzer and ISAInfo ;I
reports, ISA Server events in the Application and System event logs. an ISA Server
Performance Monitor snapshot, and recent ISA Server Log records.

[

5 e Load custom configuration

©2003 Microsoft Corporation. &ll rights reserved.

Summary

E' Microsoft ISA Server I5A Data Packager ==

b Aberemnlr
Microsoft ISA Server |SA Data Packager B Windows Server System
__________________________________________________________________________________________________|

[ welcome
Summary
See also
[ The IS4 Server Data The 15A Data Packager tool will callect the following information when you dlick Start data collection
Packager Help
[ Abaut the 1S4 Server Data Scenario: Static Configuration Information
Packager
[J Send us your feedback Static Options

" Include ISA Server Best Practices Analyzer report
" Include 15Ainfa report

3 Collect MSDE Error logs

/ Include System and Application evert logs
/ Perform free disk space check

" Collect Performance Monitor snapshat

" Callect Change Tracking

o/ Collect ISA Server log entries

¥ Collect 1S4 Server Tracing data

¥ Collect Dakley log file

¥ Callect Netlagon log file

Repro Options

X Collect Network Moritor traces of all network adapters

Package storage folder- CWsers\administrator EX2003\Deskiop

Modify Dptions

Back Start data collection

©2009 Microsoft Corporation. Al rights reserved

Options



E

£ Microsoft 15A Server ISA Data Packager

Microsoft ISA Server |SA Data Packager

[ Welzame -
Options
See also
[ The 1S4 Server Data Select the options below to specify the data that you would like the ISA Data Packagertool to collect.
Packager Help
[J About the 154 Server Data Scenanio:  Static Configuration Information
Packager
[ Send us pour feednack [V ISABPA [¥ Peromm free disk space check ¥ Change Tracking
[V 15AIrfa [~ WSDE Emor Logs
[¥ Evert logs [V Peformance Monitor snapshot

[~ Activate repro mode for section below

T Metwork braces W Bulfer capture size [MB)
[¥ 154 Serverlog files Logging averides

[ 15A Server Tracing Advanced

[~ Oakley logs

I~ MetLogon logging

Package storage folder [C:Users acminisrator, EX2003 Desktop Browse Folder

[~ Data collection timeout period 180 minutes

Load custam configuration Save custom corfiguration

Back Shart data collsction

8% Windeonws Server Systern

©2009 Microzoft Corparation. Al rights reserved

Daten sammeln

E' Microsoft ISA Server ISA Data Packager

Microsoft ISA Server |SA Data Packager

1 Weloome .
Collecting Data
See also
[J The I5& Server Data Flease wait while the I5A Data Packager collects the data
Packager Help
[0 About the 155 Server Data Scenario:  Stalic Configuration Information
Packager

[ Send us your feedback

Status Collecting data.

Back Open Explorer at data location

Looking for IsaPackage*.cab files on the desktop...... Done!!! ;I
Although the Change Tracking logs option was selected, the current version of the ISA Data
Packager does not support thias feature and the logs are disabled.
Generating event viewer files..... \

|

=101 x|

2 Windows Server System
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