ISA Server Toolkit von Redline Software

Die Firma Redline Software stellt ein Toolkit fuer die erweiterte ISA Server
Verwaltung zur Verfuegung.

Das Toolkit kann kostenlos von der Webseite des Anbieters heruntergeladen werden.
http://www.redline-software.com/pub/tkSetup.exe

Installation

=101

YWelcome to the |15A Server Toolkit
1.3 Setup Wizard

This wizard will guide vou through the installation of 154
Server Toolkt 1.3,

It is recommended that vou clase all other applications
before skarting Setup, This will make it possible b0 update
relevant swstem files without having to reboot your
compukter,

Click. Mext to conkinue,

Mext = Cancel

Was soll installiert werden?


http://www.redline-software.com/pub/tkSetup.exe

i

Choose Components
Choose which Features of ISA Server Toolkit 1.3 wou wank o install. L

Check the companents yau want ko inskall and uncheck the companents you don't wank ko
install. Click Mext to continue,

Select components ko install: er Toolkit -

EI Standalone Applications

E Config Viewer

keywords Finder

MDF Yigwer

--[#] Pascal Script Studio LI

e T
— Descripkion

Space required: 39.2MB Fosition Your mouse aver & companent o see jts
descripkion,

Red Line Software htkp:fiwe Redine-Software. com

< Back I Mext = I Zancel

Das ISA Server Toolkit benoetigt natuerlich einige Komponenten von ISA Server ©

=E

Setup Scenanos
Select the scenario that best describes this installation, =

One or several components vou chose For install requires preinstalled Firewall services
or Management Console, Select the install scenario or return ko the previous page and
unselect components that requires 154 Server(Forefront TMGE) components,

' Install all components

“hoaose this apkian if wou wank ko inskall all components of the appication on the
standalone server or on the array member, Bath Firewall services and Management
Zonsole must be installed on the computer

£~ Install server components only
hoose this option if wou wank to inskall server components only on the array
member, Firewall services must be installed on the computer

{” Install Management Console component
hoaose this opkian if wou wank ko inskall only Management Console companents of
the application. Management Consale must be inskalled on the compuker

Red Line Software hekp i Redine-Software. com

< Back I Mext = I Zancel

Fuer das Tool ,Client Hostname Resolver® muss ein Account angegeben werden,
welcher fuer die User Aufloesung zustaendig ist.



Il

Account Credentials
Specify the credentials for accessing 154 ServeriForefront TMG) configuration, &

Client Host Mame Resalver requires access ko 1546 Server(Farefront TME)
Configuration and must be installed under an account with priveleges that are
sufficient For accessing IS4 Server(Forefront THMG) Configuration.

—Account credentials

ser name: I administrakor

Password: qunu

If the user belongs ko a domain, specify the domain name here.
Otherwise, leave this field empty.

Domain: [ 154, DOM|

Fed/Line Software htbpisss, Redline-Safbware, com

< Back I Mexk = I Zancel

Nett, ich muss zustimmen, dass der ISA Server Firewall Dienst waehrend der
Installation neu gestartet wird.

i

Confirm Restart
Canfirm Microsoft Firewall Service restart, =

Setup will restart Microsoft Firewall Service during installation process

¥ 1 understand and agres:

Red|Line Software httmfissy, Redline-Saftware, com

< Back I Mext = I Cancel

Installationspfad angeben



Firewalldienst stoppt

SWINDOWS' System32hnet.exe
The Microsoft—Firewall service iz stopping..

.. und ab gehts

@154 Server Toolkit 1.3 Setup

Inztalling

=101

Please wait while 154 Server Toolkit 1.3 is being installed.

Registering: C:\Program Files\Red Line SoftwarelISA Server ToolkithtkSnapin, dil

Extract: license.rtf... 100% :l
Extract: help.chm... 100%

Extract: th.url

Created uninstaller: Ci\Program FilesiFed Line Softwarel 158 Server ToalkitiUninstall,. ..
Create folder: CiDocuments and Settingst all UsersiStart MenuiProgramsiRed Line 5. ..
Create shortcuk: ChDocuments and Settingsiall UsersiSkart MenuiProgramsiRed Line. ..
Create shorkcut: ChDocuments and Settingsiall UsershStart Menu\ProgramsiRed Line. ..
Create shorkcut: CHDocuments and Settingsiall UsershStart Mend\ProgramsiRed Line. ..
Create shortouk: ChDocuments and Settingsiall UsersiSkart MenuiProgramsiRed Line. ..
Cutput Folder: C\Program Files\Red Line SoftwareiI5a Server Toolkit

Extract: tkSnapIn.dil,.. 100%

Registering: C:\Program Files\Red Line Software\ISA Server Toolkit\tk3Snapin, dil j

Red Line Software GEtp: (i, Redline-Software, com

= Back I Zlose I Zancel |

Es geht wieder bergauf ...




The Microsoft-Firewall service is starting......cece.-o

Die Tools
MDF Viewer

.. dient zum angucken der ISA Webproxy und Firewall-Logdateien

MDF Yiewer - [ rogram Files'Mi ! ! L | | =R
| Database windows  Help =R
DeaEnNEdas| o4l

-

E|server Name  [*]|DateiTime [+]|Pratocal [+]|Source IP [+]|Saurce Por[*]|Destination I? [+ ]|Destination P+ ||Original Client IR [*]|Saurce Metwar

SERVER 11/8/2008 12:00:42 AM UDP 192,168.10.127 138 192,168.10.255 138 192,168.10,127 |Extern

SERNER 11/5/2008 12:00:42 AM LGP 192,168,10,127 135 192,168,10,255 135 192,168,10,127 |Extern

SERVER. 11/5/2008 12:00:42 AM uoP 192,165,103 138 192,165,10,255 135 192,165,10.3 |Extern

SERVER. 11/5/2008 12:00:42 AM UDP 192,165.10.127 135 192,165.10.255 135 192,165.10,127 |Extern

SERVER. 11/5/2008 12:00:42 AM UDP 192,165.10.127 135 192,165.10.255 135 192,165.10,127 |Extern

SERVER 11/8/2008 12:00:44 AM uoP 192,168.10.3 137 192,168.10.255 137 192,168.10.3 |Extern

SERVER 11/8/2008 12:00:44 AM UDP 192,168.10.3 137 192,168.10.255 137 192,168.10.3 |Extern

SERVER 11/8/2008 12:00:44 AM UoP 192,168.10.3 137 192,168.10.255 137 192,148.10.3 |Extern

SERVER. 11/8{2008 12:00:44 AM LoP 192,165,103 137 192,165,10,255 137 192,165,10.3 |Extern

SERVER. 11/5/2008 12:00:44 AM UDP 192,165.10.3 137 192,165.10.255 137 192,165.10.3 |Extern

SERVER. 11/5/2008 12:00:44 AM UDP 192,165.10.3 137 192,165.10.255 137 192,165.10.3 |Extern

SERVER 11/8/2008 12:00:44 AM uoP 192,168.10.3 137 192,168.10.255 137 192,168.10.3 |Extern

SERVER 11/8/2008 12:00:44 AM UDP 192,168.10.3 137 192,168.10.255 137 192,168.10.3 |Extern

SERVER 11/8/2008 12:00:44 AM UoP 192,168.10.3 137 192,168.10.255 137 192,148.10.3 |Extern

SERVER. 11/8{2008 12:00:44 AM LoP 192,165,103 137 192,165,10,255 137 192,165,10.3 |Extern

SERVER. 11/5/2008 12:00:44 AM UDP 192,165.10.3 135 192,165.10.255 135 192,165.10.3 |Extern

SERVER. 11/5/2008 12:00:44 AM UDP 192,165.10.3 135 192,165.10.255 135 192,165.10.3 |Extern

SERVER 11/5/2008 12:00:46 AM uoP 192,168.10.3 137 192,168.10.255 137 192,168.10.3 |Extern

SERVER 11/8/2008 12:00:46 AM UDP 192,168.10.3 137 192,168.10.255 137 192,168.10.3 |Extern

SERVER 11/a/2008 12 46 Ak UoP 192,168.10.3 137 192,168.10.255 137 192,148.10.3 |Extern
MESERVER,
1]

Config Viewer

.. Offline angucken einer ISA Server Konfiguration. Absolut genial fuer Consultants
wie mir, die im Jahr bis zu einem Dutzend oder mehr Firewall Installationen
vornehmen.

1) ISA Export erstellen



= - 0 - -
Export-Assistent

|

£ Microsoft ,
; Internet Security &
Acceleration Server 2006

server wird nach C\temp' ISAKonfig.xml exporkiert

Definitionen werden expartiert...

Fertigstellen des Assistenten

Der Export-assistent wurde erfolgreich mit Folgenden
Einstellungen abgeschlossen:

| |

I

beenden.

0K | | Waon | I:i_stener | Bis
ausgehend... =4 Rauml ) Extern
ausgehend. .. —b.Lokaler Host (g Extern
inaldignste) =% Inbern @ Extern
helokaler Host (@ Extern
Klicken Sie auf "Fertig stellen”, um den Assistenten zu 1 < Lokaler Host (@ Extern

et Datenverkehr ';—J_l';, Alls Metzwerk., . ‘;—3, Alle hetzwe

< Back,

Finish Cancel

2) Im Config Viewer importieren und geniessen

-lalx
File ‘Wiew Help
DE& @]
Configuration | Abtribute | Walue |
= Arrays Arrays il ----- POP-Eindringversuchs-Erkennungsfilter
Bl server server
Bl Servers Servers
Bl server server
B Proxy-Cache-Directories Proxy-Cache-Di...
Lo C
Installed Application Filt... Installed Applic...
- SMTP-Filter SMTP-Filter
- S0CKS Y4-Filker SOCKS Y4-Filker
- DNS-Filker DNS-Filter 4 | ¥
- \webproxyfilter WebprosyFilter <Fped:Ref StorageMame="{AAD43301-6857-4E30-AD1-3A1EEF765C12}" StorageType="1"> =]
- PRTP-Filker PPTP-Filter <fpea:Mame db:di="string" =POP-Eindringversuchs-Erkennungsfilter </fpcd:Mame =
- FTP-z2ugriffsfiter FTP-Zugriffsfiter <fpciRefClass dr:de="string" =msFPCProxyPlugin</fpct: RefClass >

- MM3-Filker

MM 3-Filker
POP-Eindring

R.TSP-Filker
- PMM-Filter PHM-Filker
- RPC-Filker RPC-Filker
- H.323-Filker H.323-Filker

[} Installed Web Filters
- Response Maodifier

Installed Web Fi...
Response Madifier

- Radius-Authentifizierun...  Radius-Authentifiz,..

- Config Backup Config Backup

- Formularbasierter Authe..,  Formularbasierter ...

- Headers Modifier Headers Modifier

- Client Host Mame Resolver  Client Host Mame ... LI

Neue Webfilter

<ffpc4:Ref =

vl

Die ISA Toolbox installierte eine Reihen von zusaetzlichen Webfiltern in ISA Server
(deswegen muss der Firewalldienst auch neu gestartet werden).

Zu den Webfiltern gehoeren:



Linkibersetzungsfilker Akbiviert die Linkibersetzung Fir werdffentlichte W WEr, Eingehende Webanforde. .

29 551 Decoder Decrypts outgoing HTTPS requests and exposes them to Web Proxy as normal HTTP traffic  Ausgehende Webanford...
210 Advanced Wweb Routing Rules Redirects web braffic to warious destinations according ko well configurable routing rules Ausgehende Webanford. ..
a1 URL Mormalizer Convverts IP addresses of visited Web sites into their bext representation Ausgehende Webanford. ..
212 Client User Name Resolver  Automatically corwerts client logins o a Full names using Active Directary Ausgehende Webanford. ..
213 Client Host Mame Resolver  Automatically conwerts client IP addresses to host names Ausgehende Webanford. ..
214  Headers Modifier Modifies request and response headers according to well configurable rules Beide

115 Response Modifier Searches HTTP response for specified substrings and replaces them with another ones Ausgehende Webanford. ..
216  Config Backup Automatically creates configuration backups Ausgehende Webanford. ..

SSL Decoder
Ausgehende HTTPS Inspection. ISA terminiert in einem Forward Proxy Szenario die

HTTPS Verbindung und ersetzt diese durch eine HTTP-Verbindung, inspiziert den
Traffic und leitet die Anfrage dann erneut verschluesselt weiter.

Eigenschaften von SSL Decoder ed B

Aligemein  Parameters |.ﬁ.l:n:|ut |

— Wark Scenario

551 Decoder work scenario. Application can be easily configured For
working in a single server configuration or in any variations of
malki-array environements,

— Rook Certificate
551 Decader acks like Certificate Autharity, This means that it issues
surrogate cerkificates for each outgoing client request, As a resulk,
wou will need to generate a root cerificatelor provide file with the
exisking certificate) which will be used For signing all issued
certificates,

|

Sekkings

— White Lists
Select Domain Mames sets, IF requested host will be found in one of

these sets, it will be skipped from 35L decoding process,
Settings |

— Additional Settings

Additional optional parameters which allows wou bo tune up the 5501
decoding process,

Setkings

!

k. Cancel | Apply |

Verschiedene Moeglichkeiten



5L Decoder Work Scenario

— SCenarios

{+ Do nothing {Scenario 1)
Application is disabled
{" Decrypt and Encrypt (Scenario 2)

Decryption and encryplion operations wil be executed on one server,
The scenario is recommended in case of use of Standard Edition or when
wou want to enable S50 kraffic decryplion only on onefusually Edge) IS4
Server in chain.

{" Decrypt outgoing HTTPS requests{Scenario 3)

The scenario should be used on a downstream server closest o LAN
UsEers,

Application will decrypt HTTPS requests coming From client and expose
them ko Web Proxy back as normal HTTP requests, After proccessing by
this part of the application, HTTPS traffic between this machine and wour
upstreann server(if any) will be unencrypted, Make: yau musk ta enable
"Scenario 4" on an upstream server, Otherwise, clients may see the
"Host not Found" error message in their browsers,

i~ Encrypt previously decrypted requests{Scenario 4)

The scenario should be used on an upstream server closest to the
Inkternet,

application will encrypt requests which were previously decrypted by a
downstream server with "Scenario 3" enabled. after encryption, the
application Farwards HTTPS requests ta the Inkernet, retrieves
requested objects, decrypt and send them back to Web Procey as
unencrypted HTTP response. As a result, entire HTTPS kraffic Flows
through IS4 Servers chain as visible and unencrypted HTTP kraffic,

Hirk | (o] 4 I Cancel

Root CA Zertifikat erstellen



Root Certificate Settings

— Cerkificate Status

Not Installed

WIEW, . | Bachum, .. | [elete

— Steps to Install Rook Cerificate

Generake Mew Rook Certificate

OR
Load Existing Rook Certificate From File |

Warning: selected File musk contain certificate private key

Install Foat Certificate |

Expart Certificate (Optional) |

Mate: private key wil not be exported, In order Ba anmit
SaEL warning im clients’ browsers, wou will need ta expark
and install certificate on all computers where Web Promxs
clients are used, See decurmentation for mare details,

(4 Zancel Apply

Konfigurieren von Whitelisten




White Lists

— URL Sets

[ Erlaubte Webseiten

— Darmain MNarne Seks

O Doménennamensatz Fiir Microsaft Update
O Durch Systemrichtlinie zugelassene Sites
O Microsoft-Fehlerberichterstattungs-Sices

84

Cancel

Modifikation des Logfile Verhaltens




Additional Settings |

— Setkings
[ Modify Web Proxy log Files

Curing decryptionfencryption, the application initiakes secondary oubgoing
connections, As a result, when you'll analyze your log files you may see
that all these connections was initiated From local IP address of wour 154
Server compuker,

If this option enabled, application will modify YWeb Procey log files and all
secondary connections which were initiated by the application, will seems
likze if Ehey was initiated by client, which is initially created the HTTPS
connection, This opkion is recommended,

[~ Enable conmection errors logging

If option is enabled, the application will log detailed information of each
exception occured during the decrvption/encryption or communicakion
processes,

It's recommended to enable this option only iF vou have permanent
problems with reaching one of wour HTTPS sites,

Moke: Most errars that will be logged are normal and should not be kreated
as application issues,

Ok, I Cancel

Advanced Web Routing Rule

Genial: Anfragen basierend anhand bestimmter Kriterien zu unterschiedlichsten
Hosts weiterleiten.



Advanced Web Routing Rule x|

— Properties
[ Enabled

Fule name: I

— Redirect requests that match these conditions
Field Condition Yalue

Define the criteria used to Filker the data:

Logic Field Condition Yalue

I.ﬁ.ND j ICIient Agent j IEquaIs j I j
Load | Save | I{jl Clear | Remove | [pdate | add ko Lisk I

— Redirect request to

Hosk narme ar IP address I

Park =0 *

Ik Cancel

Client User Name Resolver

Konvertiert Firewall Client Logins zu Active Directory Benutzernamen fuer eine
bessere Uebersicht. Habe ich noch nicht getestet, klingt aber einfach und sinnvoll ©




Eigenschaften von Client User Name Resolver

Header Modifier

Kann automatisiert HTTP Header modifizieren. Braucht man nur in speziellen
Szenarien?! — Erst mal ungetestet.



e Eigenschaften von Headers Modifi ﬂﬂl

Hligemein  Parameters |.-’-'«bu:|ut |

ity &
Server 2006
Order I Enabled I Name I Applies To I I
shmen | Add Rule x|
Wehﬁlter p Enabled

—_— Fule name: I —
Authentifizierun Forde
: . =1 |
Applies to; Raw request headers J e
Raw request headers || e
Execube actions if tH Processed request headers Farc
rse headers T
— Actions response hes R, | [forc
Ackion I Header Mame I Header Yalue I I forc
Forc
forc
add... edc 0y F L
Forc
Add. . Edit.., Delets | Farc
QK I Cancel -
154 Seever (Farafrank T I I :I Mirrazaft Trkernsl Sacri IIBD_&‘ Add Dula | =l s

Mein Liebling

Config Backup

Klar kann man auch das VB Script nehmen und per Taskplaner ausfuehren, welches
wir im ISA 2006 Handbuch beschreiben, aber diese Loesung finde ich auch sehr

elegant und sie funktioniert auch!

Und das geniale hier: Man kann festlegen, wieviele Backup Sets behalten werden.
Bei ,unserem® Script wird die alte Backup-Datei immer ueberschrieben.



igenschaften von Config Backup

Specihied older must have Full Control (Read +
Yrite) permissions for “Nebwork Service™ account




