ISA Server 2006 EE Workgroup Szenario
CSSinstallieren

DNS Dienst

MNetworking Services x|

To add or remaove a companent, click the check box. & shaded box means that only part
aof the component will be installed. To zee what's included in a component, click Details.

oL

| Dyrarnic Host Canfiguration Pratocal [DHCP) 0.0 KB

O Internet Authentication Service 0.0mMBE

[l Femote Acceszs Quarantine Service 01 we

O] B RPC over HTTP Prosy 0,0 MB

| Simple TCP/IP Services OOME =

| Windnws Internet Mame Service MAINS] 0.3 MBE ;I

Description: Setz up a DMS zerver that answers querny and update requests for DNS
hanes.

Total dizk space required: 6.0 kB Dietails |

Space available on dizk: 1258049 MEB —

] I Cancel |

Neue FLZ anlegen

s, dnsmgmt - [DNS' I5A-C55" Forward Lookup Zones',DM2.local]

'_gq File Action Yiew Window Help

- OE xEDBR|2DEEs

] ,%.. DH3 DMZ.local 2 record(s)
=] 15a-css
: ) Mame Type Daka
[#]- Event Viewer e
EI Forward Lookup Zones (same as parent Folder) Start of Authority (SOA) [1], isa-css., hostmaster .
o (same as parent Folder) Mame Server (W3) isa-css.
-0 Rev

CA Dienste installieren



Windows Components Wizard

CA Type
Select the type of Ch vou want to et up.

= Enterprize root L4
£ Enterprize subordinate L

" Stand-alone subaordinate C4,

D ezcription of CA type
The mozt buzted T ina CA hierarchy.

Toinstall an enterprize Ch, Active Directon iz required; pou must alzo be a member of
the Enterprize Admins group.

[T Usze custam settings to generate the key pair and CA certificate

< Back I Met » I Cancel Help |

Mist Webenrollment vergessen

Microsoft Certificate Services x|

Inkernet Information Services (I15) is not installed on this computer, Certificate Services
[} Wb Enrollment Suppark will be unavailable until 115 is installed,

IIS nachinstallieren



Configuring Components
Setup iz making the configuration changes pou requested.

= L Pleasze wait while Setup configures the components. This may take
i ) zeveral minutes, depending on the comporents selected.

{ '.') Please inzert the Compact Disc labeled "Service Pack 2
m!;-f’ CD-ROM" into your CO-ROM dive [D:] and then click.

ak. Canicel

ou can alzo click OFK i vou want files to be copied
from an alternate location, such az a floppy dizk or a
nietwork, server.

Cancel

Webkomponenten nachinstallieren

WWINDOWS' system 32 cmd.exe

Microsoft Windows [Version 5.2.37981
CC» Copyright 1785-2883 Microsoft Corp.

C:sDocuments and Settingsz“Administratoricertutil —vroot
lleb Uirtual Root Created

Enabled Active Server Pages C(ASP>

File Share Created

CertUtil: —vroot command completed successfully.

C:~Documents and Settings“~Administrator’

DNS Suffix auf CSS und ISA Array Knoten konfigurieren



Advanced TCP/IP Settings d |

1P Settings DMS | wins | options |

DS server addresses, in order of use:

192.9,200,23

|5
e

add. ., Edit. .. Remove

The Following three settings are applied ta all connections with TCPJIP
enabled, For resolution of ungualified names:

& append primary and connection specific DMS suffixes
¥ append parent suffixes of the primary DMS suffix
" append these DS suffixes (in arder):

|5
3

add... | Edit. .. | Remove |

DMS suffix Far this connection: I DMZ. lacal

¥ Reqister this connection's addresses in DS
[ Use this connection's DMS suffiz in DMS registration

(0] 4 I Cancel

DNS Eintraege fuer CSS und ISA erstellen

= dnsmgmt - [DNS',ISA-CSSForward Lookup Zones'DMZ.local]

,E,' Bile Action Wiew Window Help

«» | AEFRPR|2®| 6 EHH

A DMzlocal 4 rex
= 15a-css
=1-_0 Forward Laokup Zones LI Type Dzt
@ DMz local (same as parent folder) Skart of Authority (SOA) [1], isa-css,, hostmaster,
D Reverse Lookup Zones (same as parent folder) Mame Server (NS) isa-css,
@ Event Viewer BA-CS5 Host (4) 192.9.200.23
Z] 158221 Host (4) 192,9.200.24

CA Reguest Handling auf Automatisches Ausstellen aendern



Properties : 2=

Fequest Handling

The windows default policy module controls how this C& should handle
certificate requests by default,

Do the following when a certificate request iz received:

" Set the certificate request status to pending. The administrator must
explcitly izzue the certificate.

¥ Fallow the settings in the certificats template, if applicable.
Otherwize, automatically izzue the certificate. :

] I Cancel Apply

Zertifikat auf den FQDN des CSS ausstellen

Export Moeglichkeit geben, Schluessel als exportiebra markieren



(:?Micrusuﬂ: Certificate Services - Windows Internet Explorer

@—\;—; L ] IE, http:/fisa-cssfcertsry foertrgma. asp j |E| |E| I Birng

File Edit Wiew Fawvorites Tools  Help

{:f Favorites | {55 E Suggesked Sites - € | Free Hotmail € | Web Slice Gallery -

E Microsoft Certificate Services

i - B - & & v page

Stores the certificate in the local computer store
instead of in the user's certificate store. Does not
install the root CA's cerfificate. You must be an
administrator to generate or use a key in the local
machine store.

Additional Options:

Request Format: & CMC € PKCS10

Hash Algorithm: ISHA—1 'I

Only used fo sign request.

™ Save request to afile

Attributes: -
] 3

Friendly Mame: |ISA-CSS.DMZ.LOCAL

Da isses



2=

—:1 Certificate Information

This certificate is intended for the following purpose(s):
+Ensures the identity of a remoke compuker

Issued to: I5A-C55,.0ME.LOCAL
Issued by: DMZCA

¥alid from 04.06.2010 to 04.06,2011

@ ¥ou hawe a private key that corresponds ta this certificate,

Issuer statement: |

Zertifikat als .PFX exportieren, wird spaeter am CSS gebraucht

DMZCA Zertiifkat exportieren und auf den ISA Notes importieren

Completing the Certificate Export
Wizard

Yo have successfully completed the Cerkificate Expaork
wizard,

You have specified the Following settings:

File Mame Cikem
Export Keys Yes
Include all certificates in the certification path Mo
File Format Persan

Certificate Expord x|

The export was successiul,

|3

< Back Finish Cancel




Auf dem CSS und allen ISA Knoten einen IDENTISCHEN lokalen User mit Admin
Rechten anlegen, der von ISA als Service Account verwendet wird. Kennwort nicht
ablaufen lassen

2 x

Lzer namme: ||5-¢"-|:th

Eull name: I
D escription: I
Pazsward: I--------
Lonfirm password: I'l""- e

™| User must change password at nest logon

W Uszer cannot change passward

¥ Paszword never expires
[T Account is dizabled

| Create I Cloze

ISA CSS installieren

i'é'a Microsoft ISA Server 2006 - Installation Wizard |

Setup Scenarios

Select the scenario that best describes this installation,

" Install ISA Server services
The campuker will be an 154 Server array member running IS4 Server services,

The computer will store the configuration used by ISA Server arrays, 154 Server array
computers will connect ko this server ko retrieve the configuration,
{" Install both ISA Server services and Configuration Storage server

The computer will be an ISA Server array member and used ko store the enterprise
configuration,

" Install ISA Server Management
The computer will be used to remaokely manage the IS4 Server enterprise,

< Back. I Mexk = I Cancel




Neues ISA Enterprise erstellen
Enterprise Namen vergeben
Workgroup Deployment — Cert angeben

i Microsoft 1SA Server 2006 - Installation Wizard x|

Enterprise Deployment En¥ironment

are wour 154 Server enterprise computers deploved in a single domain or across trusked
domains?

" I am deploving in & single domain or in domains with trust relationships

Select this option if all your IS& Server computers and Configuration Storage servers are
in the same damain ar in domains with trust relationships.,

¥ T am deploving in a workgroup or in domains without trust: relationships

Select this option if wour ISA Server computers and Configuration Skorage servers reside in
a workgroup of across domains thak do naot have trust relationships, IF wou select this
opkion, a server cerkificate must be installed on this computer,

Server certificate: |C:'l,temp'l,ISP--CSS.|:lFx Browse, .. |

Certificate password: I********l

@ This setting may be modified after Setup, For details, see the Installation Guide,

= Back I Mext = I Zancel |

Installation

Nach Einlegen der CD von Windows Server 2003 R2 wird AD/AM installiert, welches
der CSS benoetigt

iz Microsoft ISA Server 2006 - Installation Wizar o [ 3

Installing Microsoft ISA Server 2006

The program Features ywou selected are being installed.

Please wait while the Installation \Wizard installs Microsoft 156 Server 2006 |
This may take sewveral minutes,

Skatus:

Installing Configuration Storage server. .,

< Back Mext =




ISA 2006 SP1 auf CSS installieren

i'-.% Microsoft ISA Server 2006 Service Pack 1- Installation ¥izar ﬂ

Welcome to the Update for Microsoft ISA

Server 2006 Service Pack 1
Microsoft .
Internet Security &

Acceleration Server 2006 . . :
The Installation Wizard will install the Update For Microsoft 154

Server 2006 on wour computer. To continue, click Mext,

Cancel |

ISA CSS Account auf Array und Enterprise Ebene berechtigen

= Back

Il Administration Delegation |

Group or User:

| 15A-C33\ISACheF Browse. .. |

Role:

rise Administrator

240 Server Enker

Role Description
Has Full conkral aver the enterprise and all array configurations, and
permissions to assign all roles ko ather users and groups.,

Ik Zancel




DNS Namen angeben und entsprechende DNS Eintraege erstellen (fuer die VIP des
ISA EE Array NLB)

=] 154-eel Hast (&) 192.9,200.24

158-0MZ-Array Hosk (4] 192,9,200, 222

System Policy Rule Zugriff fuer die ISA Nodes auf den CSS geben

=~

Gystem Policy Editor 2%

Configuration Groups Gereral  From |

Windows Netwu:urkinu;;l
Microsoft Error Repo This rule applies ko kraffic Fram these sources:

HTTP Connectivity w
3 Loagging
Remote Logging {Hel

54 array Servers Add

j-_JE']EntEn:urise Femote Management Compukers
& Edit. ..

Remote Logging (50 4 Managed IS4 Server Computers =

£3 Remote Maonitaring fﬂ. Remoke Management Computers
Remote Performance f_{gRepIicate Configuration Storage servers

Microsoft Operations =h=Lacal Host
SMTP
23 Configuration Storage S
Remote Configuratio
# Local Configuration & Exceptions:
Replicate Configurat add. ..
5 Inkra-array Cormmunicati =
Array Member Comrr Edit. ..
5 VYarious
Scheduled Download Remoye
Allowed Sites

Eemove

10!

i

—
-

| oI

(a4 I Cancel |




2l x|

Array Servers Properkies

General I
| Marne: Array Servers
o |
=
Computers, address ranges and subnets included in this computer
set:
E= | IP fddresses
é, ISA-EEL 192.9,200.24
Edit. .. Delete
Description Predefined computer set of all the [SA Server
{optional): compukers in this array,
Scope: Array
Ik Zancel apply

ISA 2006 auf ISA EE Array Mitgliedern installieren

i'é'a Microsoft ISA Server 2006 - Installation Wizard

Setup Scenarios

Select the scenario that best describes this installation,

* Install IS4 Server services:
The computer will be an 154 Server array member running IS4 Server services.,

" Install Configuration Storage server
The computer will store the configuration used by ISA Server arrays. ISA Server array

computers will connect to this server bo retrieve the configuration,
{" Install both ISA Server services and Configuration Storage server

The computer will be an ISA Server array member and used ko store the enterprise
configuration,

" Install ISA Server Management

The computer will be used to remakely manage the ISA Server enterprise,

< Back I Mexk = I Zancel




CSS auswaehlen

i'é'a Microsoft ISA Server 2006 - Installation ¥izard |

Locate Configuration Storage Server

Specify the Configuration Storage server and the credentials for connecting ko
the server,

Configuration Storage server (bype the FQDMN):

IISF'.-CSS.DMZ.LOCF'.L Browse, .. |

— Conneckion Credentials

£~ Connect using the credentials of the logged on user

f* Connect using khis accounk:

User narme: IIS.ﬁ.CheF

Password: I********l

< Back I Mexk > I Zancel |

Neues Array erstellen

i'g‘ Microsoft ISA Server 2006 - Installation Wizard X

Array Membership

Select the array membership For this IS4 Server computer,

i= Lreate a new array:

Create a new array and add this IS4 Server computer to that array, To create
an array, wou must have ISA Server Enterprise Administrator privileges,

8 Join an existing array

Add this IS4 Server computer to an existing ISA Server array, To join an existing
array, you must have 156 Server Array Adminiskrakor privileges,

< Back I Mext = I Zancel




| 3¢

{iZ Microsoft 1SA Server 2006 - Installation Wizard

Create Mew Array

Erter a name, descripkion and DM name for the new array.

Array name: [158-DMZ-Array

Descripkion: |

Enter the DMS name used by Firewall Clients and Web dients when connecting bo
khis IS8 Server array,

Array DS name: [15A-DMZ-Array.DMZ.LOCAL|

< Back I Blext = I Zancel

DNS Eintrag erstellen fuer die NLB VIP der ISA Array Knoten

=] 154-C55 Hast (&) 192.,9,200,23

Host (4]
Z] 158-221 Hast (4 192.9.200.24

Auth. ueber SSL

i Microsoft ISA Server 2006 - Installation Wizard x|

Configuration Storage Server Authentication Options
Select how the 154 Server computer will authenticate to the Configuration Storage server.

" wWindows authentication

This IS4 Server compuker and the Configuration Storage server it will connect to reside in
the same domain or in trusted domains, The connection will be encrypted (signed and

sealed),

% athentication over S5L encrypted channek

This IS4 Server computer and the Configuration Storage server it will connect to do nok
reside in trusted domains, or either computer is park of a warkgroup, This computer musk
krust the Certificate Authoriby (CAY which issued the server certificate to the
Configuration Skorage server,

¥ |lse an existing trusted rook CA& certificate

" Install a krusted rook CA certificate

| Browse, .. |

@Fnr details about installing certificates, see the Installation Guide.

< Back I hext = I Cancel |

Interne IP-Bereiche angeben



Enterprise Policy auswaehlen

i'él Microsoft ISA Server 2006 - Installation Wizard

Select Enterprise Policy

Enterprise policies dektermine the array traffic that is allowed.,

Select the enterprise policy that will be applied ko the array.,

Enterprise palicy: Dt ault Policy

anly palicy available during Setup, You can create and apply a different

@ If no enterprise policies have been created, the default enterprise policy is the
enterprise policy after Setup completes,

< Back. I Mexk = I Cancel

Installieren
SP1 installieren

Danach ist das Array auf Zertauth eingestellt



SA-DMZ-Array Properties 21x]

General I Folicy Settings
Intra-drray Credentials | Azzign Roles Cuztomer Feedback,
Configuration Storage | Publizhed Configuration Starage

Specify the Configuration Starage server used to store the aray
configuration. Yhen the specified server iz unavailable, the altermate zerver
will be uzed.

Configuration Starage server [enter the FQDM]:

Iisa-css.dmz.lncal Browsze. .

Alternate Configuration Storage server [optional):

1§

I Browsze. ..

Check the Configuration Storage zerver for updates even:

I'IE geconds j I

Select the authentication pe uzed for connections between 154 Server
and the Configuration Storage server:

I.-’-'-.uthentiu:atiu:un over 551 encrypted channel Select... |

® . Toszave these settings, thiz computer must be able ta connect to
.,__1) the zpecified Configuration Storage servers.

k. I Cancel Sy

Authentifizierung auf dedizierten Account umstellen




ISA-DMZ-Array Properties id P

; General I Paolicy Settings
Configuration Storage I Publizhed Configuration Storage
Intra-Array Credentials I Mzzign Foles Custarer Feadback
Specify which credentialz an aray member should use when (T—
A perfarming intra-array communication: &
e
{~ Authenticate using the computer account of the array memnber Al
i & computer account can only be uged when array =
\""«) members belong to an Active Directany domain. ﬁf
{*  Authenticate uzing this account [for warkgroup configuration only]: R
G
I Set Account... I
G‘
Set Account 2=
I1ze the following accoumnt: g
User IISJE«EHEF
Password: I""""
Caonfirm pazzword: I“"'“"“'

()% I Cancel

Array Auth. auf Zertifikate umstellen



ISA-DMZ-Array Properties 7| x|

Intra-trray Credentialz I Aazzign Roles I Customer Feedback I
aeneral I Pualicy Settingz
Caonfiguration Starage | Published Canfiguration Storage

Specify the Configuration Storage server uzed to store the arayp
caonfiguration. *When the zpecified server i unavailable, the alternate server
will be used.

Configuration Starage server [enter the FODMN]:

Iisa-css Browse. ..

Alternate Configuration Storage server [optional];

I Browse. .. |
Check the Configuration Starage server for updates eveny:

I'IE seconds j I

Select the authentication type used for connectionz bebween [Sh Server
and the Configuration Storage server:

IWindDws authentication

® . Toszave these settings, thiz computer muzt be able to connect to
\_l) the zpecified Configuration Storage servers.

k. Cancel Spply |

Wenn man von Windows auf SSL Auth umstellt, kann folgende Meldung kommen:
OK, Fehlermeldung, weil der Name des Certs auf den FQDN ausgestellt ist, im CSS
aber der NetBIOS Name eingetragen ist, also aendern



21|

| | EI | I1SA-DMZ-Array Pr

+ and Acc Intra-&uray Credentials I Azzign Roles I Cusztorer Feedback.
General I Palicy Settings I
Configuration Storage | Published Configuration Storage

Specify the Configuration Storage zerver uzed to store the aray
(I5A-DIM: configuration. When the specified zerver iz unavailable, the alternate server

will be uzed.
3 Mebwark:

ng Configuration Starage server [enter the FRDOM]:

|isa-css Browsze... |

Microsoft Internet Security and Acceleration Server 200

not be werified. To apply the configuration to 134 Server computers, a certificate named

t) Authentication over SSL encrypted channel with the Configuration Storage server could
isa-css musk First be installed on the Configuration Storage server.

Zancel Help |

and the Configuration Storage server:
— =1 Cn
I.-’-'«uthenhc:atmn over 551 enciypted channel Select... |

i) To zave these zettings, this computer muszt be able to connect to Polic
S

the specified Configuration Storage servers.

Syst
0k | Cancel | Apply | 4 Ed

CSS Access fuer die ISA EE Array Nodes erlauben

E

]

System Policy Editor

Configuration Groups General From |

Terminal Server ;I
Web Management This rule applies to traffic from these sources:
ICMP (Ping)

=5 Diagnostic Services
IZMP

f‘;ﬂ Enterprise Remote Management Cormputers
. . 5-5 Managed IS4 Server Computers
::;232?; I‘I;I?rtou:oRr:an .jg, Remote Management Computers
HTTP Connectivity =) Replicate Configuration Storage servers
3 Logging =thalacal Host
Remote Logging (Mel
Femote Logging (50
=4 Remoke Monitaring
Rermote Performance Exceptions:
Microsoft Operations add.,..
SMTR
24 Canfiguration Storage S Edit. .,
Remote Configuration™
& Local Configuration £ Remoye
Replicate Configurat

ﬁ Intra—arrar Zormmunicati 'l
A 3

Edit...

Remove

I

i

oK I Cancel |




Intraarray NIC und Namen angeben

isa-ee1 Properties d |

General | CARP  Communicakion |

— Inktra-Array Communicakion
Il=e this IP address for communication bebween array members:

192.9.200.24 j

—Remote Communication

Specify the computer name or IP address used ko get monitoring and
other server specific information For this ISA Server when remaotely
managing khe array,

™ lse the full computer name:

I isa-eal

¥ Use this IP address or computer nare!

I isa-ee1 . dmz. locall

Help about array communications

| Ik I Cancel apply




