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Agenda

Ueberblick ueber die Forefront Produktpalette
EinfUhrung in Forefront UAG Konzepte
Einsatzgebiete

Unterschied Forefront UAG zu IAG
Systemvoraussetzungen

Einschraenkungen von UAG im Zusammenspiel mit TMG
Forefront UAG Installation

UAG Update 1 Neuerungen

UAG und TMG Best Practice Analyzer

TMG Grundlagen / Neuerungen
Zusammenspiel UAG mit TMG und Windows
UAG Grundkonfiguration

Zertifikatgrundlagen / Einsatzgebiete
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Agenda

Authentifizierung und Autorisierung

Bereitstellung einer Remotezugriffsloesung fuer:
Exchange (Outlook Web App)
Remote Desktop Services

UAG Endpoint Security

Forefront UAG Direct Access

NAP Integration

Hochverfuegbarkeit und Skalierbarkeit

Monitoring und Troubleshooting

Backup und Recovery

Spezielle Konfigurationen

Migration von IAG zu UAG
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Zunehmende Herausforderungen
fur die Sicherheitsumgebung

P
Gefahrlichere Fragmentierung von
Bedrohungen Sicherheitstechnologie

* Fortgeschrittenerer * Zu viele Einzelprodukte

* Anwendungsorientierter « Ddrftige Interoperabilitat

« Haufiger * Fehlende Integration

+ Auf Profit abzielend * Fehleranféllige Verwendung
\.
L&k

Schwierige Verwaltung
und Bereitstellung

* Mehrere Konsolen

* Ereignis-Reporting und
-analyse unkoordiniert

* Hohe Kosten und Komplexitat




Die Microsoft-Initiativen zur IT-Sicherheit

-
Security Development Lifecycle
Definiertes Vorgehen

Sicheres Design bereitstellen und
Risiken frihzeitig reduzieren
Microsoft Security Intellig

€nce Report

Volume 6
July through December 2905

Security Intelligence Report

[

Halbjahrlich erscheinender Report des )'
Microsoft Malware Protection Teams |)
|

)

|

[

www.microsoft.com/sir
Engagement in Standardisierung, Strafverfolgung |
und Endanwender-Sensibilisierung und -Schutz \u%,,
www.microsoft.de/mse

Eingebaute Sicherheitsfunktionalitaten
Etwa bei Windows 7, Windows Server 2008 R2, Microsoft Office, SharePoint
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Because it'’s everybody's /1 business

Was ist Microsoft Forefront? > Fashont |

—

Eine umfassende Familie von
Sicherheitsprodukten flr die

Offentliche Verwaltung und Unternehmen,

die durch enge Integration und vereinfachte
Verwaltung einen grofReren Schutz ermdoglichen.
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Microsoft vereint branchenfihrende,

durchgangige und effiziente
Sicherheitstechnologien.
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Hosted Services

Mierosoft: ) o
Internet Security &
@ Whale Acceleration Sc;?lver zooe!Ed g
&7 Con?'rﬁunications L
- /QO A Microsoft Subsidial llesziie )
- @f% il Forefront Y
lSecurity for. Exchange Server S_erve_r a/-,age
e front Applications Meng Ser..
Security for Office Communications Server Vice
Forefront _ o7
Security for SharePoint: N @ ‘@ ‘v@'
Microsoft® @ é@& Cllent and
Forefront < Server OS

Client Security

. Windows Vista:
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#» Windows

» Windows
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:
_ Active Directory.

=orefront:

Microsoft:

System Center




Das bisherige Forefront
|dentitats- und Sicherheitsangebot

Weitere Losungen:

* Identity Management
* Rights Management
* NAP ...

. Microso lind
¢ Forefront
Online Security for Exchange

.
N
N
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Realitaet und (nahe) Zukunft

H2

Righis Management Se~vices
Fadarsion Senvices




Unser Ansatz: ey B
Business Ready Security 27 Forefront |

—

Sicherheits- und
|dentitats-Losungen
bilden eine
untrennbare Einheit.

|dentitat
~ HANDHABBAR

@ INTEGRIERT y

. Venyaltund |
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Forefront Protection Suite — Architektur sxsosstom-

F& Em;rgfmnt' ‘
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( Vereinheitlichte Verwaltung | Ausfiuhrliches Reporting | Unternehmensweite Analyse )

Forefront Protection Manager
(zentrale Verwaltungkonsole)

(t/”

Security Assessment Sharing (SAS)

EINGESTELLT |

Server-OS anwendungen (Edge)
UJ >
.
~ “Eorefront

\ Online Protection for Exchange ‘ ‘ ‘




Forefront Protection Suite:
Sicherheitstechnologien

Because it’s mryl:mlr’:l business

o, Micromofr

2 Forefront

Verwaltungkonsole: Forefront Proteqdii@asader. LT MA 2Q1Q

Informationssammlung & Teilung

Microsoft®

4 Forefront
Endpoint Protection 2010

Antivirus
Antispyware

Host-Firewall

Vulnerability-Assessment
& Remediation

NAP-Integration

Host-Audit
Log-Analysis

Endpoint-Protection

Koordinierte GegenmalRnahmen

Microsoft’

# Forefront
Protection 2010
for Exchange Server

Exchange-Protection

Content-Filtering

Advanced Anti-Spam

Microsoft®

4 Forefront

Protection 2010
for SharePoint*

SharePoint-Protection

Content-Filtering

Messaging & Collaboration
Server Protection

Untersuchung & Reporting

Microsoft*

Forefront
Threat Management Gateway

Web-Filtering

Application-Layer Security.

HTTPS-Inspection

Firewall

ite-to-Site & Remote
Access VPN

Intrusion-Prevention

~ Edge-Protection

__lenu:e it's mrybndqum




Forefront Protection Manager
Zentrale Administration und umfangreiches Reporting

Computers Summary

' 4

b = =

s Endgerate

Gesamt-

sicherheitsreport
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lmmirsmbodﬂlm




Forefront Protection Suite
Integration in die Infrastruktur

Microsoft
Update

"' Microsoft*
# System Cente
Operations Manag

-
E _
i
Microsoft*

2 $0Lse

(oder alternative

Reports& Analyse

Access
Protectic
(NAP)

I Kern-Infrastruktur I




Die Starke mehrerer Engines nutzbar machen

Forefront Server Protection
beinhaltet und nutzt
fanf Antivirus-Engines
fuhrender Hersteller

Microsoft

KA{PIR|KY 3

(i)

authentium

i sk e il

NORMAN

Jeder Scan-Job bel Forefront
Server Protection kann bis zu funf |
Engines gleichzeitig verwenden

v Eliminiert den
Single Point of

Interne Messaging und Failure
Collaboration Server

v Minimiert mogliches - @"
Verwundbarkeits- @
zeitfenster

Because it's mryhlﬂfixhlﬂmn



Forefront: Der Multi-Scan-Engine-Vortell

- Schnelle Reaktion
auf neue
Bedrohungen

- Engines bieten
gegenseites
“Backup”

- Vortelil durch
Unterschiedlichkeit
der AV-Engines
und Heuristiken

Weniger als 5 Stunden

5 bis 24 Stunden

Mehr als 24 Stunden

Reaktionszeit! (in Stunden) ‘Single-Engine’ Lésung

Number NETIE] Engines

1161.83

| 01/09 |  bumsitwdex | o000 | 29 | 1087 | 5398

| 01/09 | confickeritwsdl. | o000 | 000 | 11355 |
| 01/09 |  koobfaceitwi8ex | 000 | 36065 |

01/09 |  momibotitw2ex. | 000 [ 000 | 000 |

1050.18
982.05
873.23

| 01/09 | sbotitwsOex. | 000 [ 000 |
| 01/09 | sbotitws9ex. | 000 | 94640 | 000 | 000 |
[ 02/09 f 0 egentditwodec | 0 o000 [ o000 | 20417 | 72300 |
[ 02/09 | autoruniitwsgOex | 000 | 34137 | 91760 | 33667 |
| 02/09 | autorunitwS8Sex. | 000 | 60293 |

02/09 | autorunitws9dex. | 000 | 70405

42.40
522.60

autoit itwd0ex. | 000 |

02/09
02/09
02/09
02/09
02/09
03/09
03/09
03/09
03/09

7.42
32.18

1101.62
16.88
667.85

03/09

03/09
945.95 653.03
| 03/09 | onlinegames itwéStex. | 000 | 000 | 14548 55.47
[ 03/09 | gbotitwasex | o000 [ 75728 | 000 | 000

16.88
79.05

** 0.00 denotes proactive detection
1 Source: AV-Test.org 2009 (www.av-test.org)
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Die Forefront Roadmap — Business Ready Security

Management

Sicherheits- und

Zugriffslosungen

Aktuelles Portfolio

" Management Consoles

[ %Eg?ﬂefront

b, Microsoft*

November 2009

~ Client Security

bitte beachten: Anderungen vorbehalten

Forefront
L " Security for SharePoint
-
f? Windows Server 2008 ] ff Windows Server-2008 ]
Active Directory" Rights Management Services Active Directory" Rights Management Services
. .
( < ( Mu:mwft‘
T JaEE
\ curity for Exchange Server A | [r——p
4 Dot 4 -—-.._\
icros Microsaft*
Internet Security ~ Forefront
| Acceleration Server 2006 Threat Management Gateway
( Microsoft*
Forefront

[ E% Forefront ]
Protection Manager
EINGESTELLT MAI 2010
[ }* Forefront: ]
e

e

Forefront ]

Endpoint Protection 2010

Because it's everybody &I]! business



TMG 2010

s

Client Protection
HTTP Anti-virus/spyware

Subscription

URL Filtering _
HTTPS forward inspection Services
E-mail AV/AS
IPS
Management Vulnerability Signatures
EMS

Behavior-based detection

Scenario Wizards Automated responses

Enhanced reporting
Integrated Diagnostigs

Core/Deployment
Appliance
Scalable Logging
64-bit
Windows Server 2008

Remote Acce
VPN/NAP
SSTP

P traversal (SIP)
Enhanced NAT

ISP Failover

Policy re-evaluation

)=
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Microsoft Forefront TMG - NIS

/ ) 4

Y2

» Signature
MMPC Development
~ Response
Vulnerability Team @
Discovered Ep l

-

Not Fully
Updated
Computers

|

I

Signature NIS Signature

\ Testing /

2k
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MG versus UAG

( Application Intelligence and Publishing

( End Point Security ‘-
( SSL Tunneling ‘

( Information Leakage Prevention ‘ -
( Robust Authentication Support (KCD, ADES, OTP) ‘
( Product Certifica

e — 1

( NAP Integration
( Terminal Services
( Array Manageme
( Enhanced Manag
( Enhanced Mobile

{ New and Customizable USEH POl
( wizard Driven Configuraiion
{ Globalization (RTL LangUages) M

\@/ I
= (== /g .
m/; jdefiniert| Because it's eve business
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» Optimale Performance

Erkennung der Exchange-
Rolle

» AV-Stamping

>

Bias-Einstellung

Maximale Sicherheit

>

>

>

Intelligentes Hintergrund-
Scannen

Scan-On Scanner Update-
Scanning

Proaktives Scanning
Echte Dateifiliterung

Premium-AntiSpam fur
Exchange

Forefront Security for Exchange Server

Internet

Edge
Transport

Exchange Site 1 Hub
Transport

Exchange Site 2

Mailbox Server

Because it's mryhﬁf:Ih.lﬂlm



Forefront Security for OCS

» SIP-Nachrichtenstrom wird
durch FSOCS geroutet

-

Quarantine

» Geprufte Nachrichten und
Filetransfers werden gestempelt a
und durch OCS weitergeleitet | ~J Hionao
» Infizierte Dateien werden blockiert A
und/oder in Quaranténe gestellt o S
X

» Benachrichtigung wird an den
Administrator gesendet

i :Ef/\gfimj Because it's mryhndfilhudnen



Forefront Security SharePoint Server

» Virenschutz fur die Dokumenten- soL
Bibliothek 'I E_gcument
Iorar
» Echtzeitschutz beim Up-und :
Download von Dokumenten in die ‘ Document

SQL-Datenbank
» Manuelle und zeitgesteuerte Scans

» Durchsetzen von inhaltlichen
Richtlinien

» Dateifilter kbnnen auf Basis von
Dateinamen, Dateiendung und
Dateityp angewendet werden

» Filterung nach ungewollten Inhalten
Ist auch innerhalb von Dokumenten
moglich

SharePoint

&k
%
ienz=

=)
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Forefront Server Security Management Console

* Zentrale Verwaltungskonsole

* Bereitstellung und Konfiguration von

Forefront/Antigen Security for Exchange
und SharePoint Server

* Automatisiert die Aktualisierungen
Im gesamten Netzwerk

* Ermaglicht umfangreiches

Reporting und Festlegung
von Outbreak Alerts

’ Erweiterungen mit SP1 SharePoint Server
erwartet (Multiserverbetrieb)
S2p

Effizienz=:

Exchange Server
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Microsoft®

Forefront
= = = "Update Client Security

— W

-~~~ Microsoft

Management Reporting and

Server Alerting Server

i/ Microsoft: ]
ag Windgc . / \
Active Directory

(OR ALTE FNATE SYSTEM) ]'

A Wi

1Ly Updvnfte e

= Desktops, Laptops and Server Operating Systems
1 Running Microsoft Forefront Client Security secause s evorjboayi LN




Forefront Client Security

Anti-Malware-Schutz der Client- und Server-Betriebssysteme

Einheitlicher [ QEine Ldsung fur Viren- und Spyware-Schutz
1) hung des Systemzustands
= \lz4 | Uberwachung des Sy
- Eigene Research- & Response-Zentren

DR
-

r einfache, zentrale Verwaltung
| ‘fund Richtlinien-Verteilung
1 bestehende Infrastrukturen

it bietet kompletten Uberblick
raftige Berichte (z.B. téglich per Email)

Uberblick &
Kontrolle

= ¢ /\:: Because it's merIm
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Forefront UAG

Windows
Server 2008 R2 | L

Server 2008 R2
Windows 7

Windows
Servor 2008 R2

Windows
Sorver 2003
Legacy
Application
Server
ff Windows Server 2008 =2 NonWiadits
DirectAccess Server o
+
IPv4 &
Ve, Microsofte |
< Forefront
Unified Access Gateway




Forefront UAG

1998 2006 2010

ﬁ

Whale RTM: 23.12.2009

Communications

Whale o.Gag  Microsoft — Microsoft
p ga&:‘?a?gtﬂmpp ication Forefront Unified
Access Gateway 2010
» Application Firewall » Application Intelligence = 64 Bit
» AirGap-Technologie  |SA-Integration » Direct Access
* SSL VPN » Network Connector * Integrierte HA
* KCD » TMG-Integration
* ADFS * NAP

Because it's mryhlﬂfixh;lm




Forefront UAG im Ueberblick

SSL VPN
Direct Access
Remote App Publishing
Portalloesungen
Hochverfuegbarkeit
NLB und Arrays
Endpoint Access Policies
Forefront UAG, NPS, NAP
Application Optimizer fuer ...
Sharepoint
Exchange
CRM uvm.

:ii

NFE
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Forefront UAG im Ueberblick

/)

: *Exchange E/)
«CRM

B : > i s *SharePoint

g L;e x“"°b"e o=t : = +lIS based |

@) Geg \“ I Z 'IBM, SAP,

¢
Home / Friend/ *, Oracle

Kiosk L |
TS

=" AD, ADFS,
_ RADIUS, LDAP....

10
LJ

Authentication
End-point health detection
Enterprise Readiness
Edge Ready

Employees Managed Machines Information Leakage Prevention
Internet / home / hotel / other company ~ Non-Windows

Business Partners /| «

Sub - Contractors .

Data Center /
Corporate Network

=)= !
ttens €2 definet Because it's eve business
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UAG Placement

.
N

Z NS
fizienz= WEYZdefinert|

TCP destination port 443 inbound
and
TCP source port 443 outbound

UDP destination port 3544 inbound
and
UDP source port 3544 outbound

All IPv4 and IPVG traffic to
and from the Forefront

IP Protocol 41 Inbound
and Outbound

Because it's mryltﬂqum



UAG Placement

Mo firewall in front of the UAG Mo firewall behind the UAG
DirectAccess Server — no fillering DireclAccess sarver — no
available or required filtering available or reguirad

IPv4 Internet

Because it's everybody &I]! business



UAG Placement

TCP destination port 443 inbound
and
TCP source port 443 outbound

UDP destination port 3544 inbound
and
UDP source port 3544 outhound

A—-

IPv4 Internet

H

IP Protocol 41 Inbound
aind Outhound

NE2

Z N ﬁ
Effenz MgV defniert| Because it's eve business
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Einschraenkungen von UAG im Zusammenspiel
mit TMG

* Forefront TMG is installed automatically during Forefront UAG
Setup, and removed automatically if Forefront UAG is uninstalled.
Installing and uninstalling only Forefront TMG Iis not supported

* (YES) Forefront TMG as a forward proxy for outbound Internet
access

* (YES) Forefront TMG application publishing, except for the
publishing scenarios listed in the Supported Forefront TMG
configurations section that follows

 (NOT) Forefront TMG as a site-to-site VPN

 (NOT) Forefront TMG as an intrusion protection system

* (NOT) Forefront TMG as a network perimeter firewall. Forefront
TMG running on Forefront UAG is only intended to protect the
Forefront UAG local host server

* (YES) Publishing Forefront TMG via Forefront UAG

Support boundaries
http://technet.microsoft.com/en-us/library/ee522953.aspx

N=2
:\\g\%?}ii
Em.// \5/\;\ Because it's ever business
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Supported Configuration TMG und UAG

« Monitoring with the Forefront TMG Management
console.
 Limiting users, groups, sources and destinations on
Forefront TMG system policy rules, with the purpose of
enabling access to corporate servers and remote
management to and from the Forefront UAG local host
server.
* You can publish the following applications via Forefront
TMG:
Exchange SMTP/SMTPS
Exchange POP3/POP3S
Exchange IMAP/IMAPS
Office Communications Server (OCS)

N=12
= /=T .
a2 G- definert] Because it's every business



Forefront UAG Architektur

SCOM MP Tracing & Logging

W

Management Ul

Session Manager User Manager
Manager

Web Application Publishing
TSG/

DirectAccess Server | Internal

HRaS AN AL
=y
a5

Direct Access

Windows NLB

Windows Server

Because it's mrybndrui! business



Forefront UAG Systemanforderungen

2,66 Ghz Dual Core Prozessor oder
schneller

4 GB RAM

30 GB HD freier Platz

2 Netzwerkkarten (3 empfohlen fuer
Intraarray Traffic)

Windows Server 2008 R2

—orefront TMG wird waehrend der UAG
nstallation installiert

nstallation als Child Partition in Hyper-V
ISt supported

Because it's mryhlﬂfixhlsimn



Forefront UAG Installation

Windows Server 2008 R2
Alle Windows Patches
UAG

UAG Update 1
Folgende NLB Updates
KB977342
KB980674

KB980374 (wenn nicht TMG SP1)
TMG SP1

UAG ,Getting Started Wizard”
UAG Array bauen
NLB aktivieren

Ne=
Bk
\;j/‘\
o

B
=
ffizienz =
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Forefront UAG Update 1

Uy&

‘ NI
iy

Remote Desktop access from Windows Vista and Windows XP: Client
endpoints running Windows Vista and Windows XP can now access
RemoteApps and Remote Desktops published through Forefront UAG
Support for Microsoft SharePoint Server 2010

Forefront UAG now supports the Office Forms Based Authentication
protocol

Forefront UAG now supports the use of site cookies for non-alternate
access mapping applications, in addition to domain cookies.

Forefront UAG now supports CustomUpdate files up to 1.5 GB in size.
Changes in Group Policy Object (GPO) provisioning for DirectAccess
clients: Update 1 fixes an issue that caused the export script that creates
GPO objects to fail, and an issue that caused the GPO to be applied to
all authenticated users in the domain (including computer accounts),
instead of to DirectAccess clients only.

Forefront UAG help - A new help file (UAG_Help.chm) is provided for
Forefront UAG Update 1. To update the help file on the Forefront UAG
server, download the UAG_Help.chm file and save it in the ...\Microsoft
Forefront Unified Access Gateway\common\help folder

Because it's mryhlﬂfixhlsinen



UAG und TMG Best Practice Analyzer

Microsoft Forefront Unified Access Gateway (UAG) 2010
Best Practices Analyzer Tool
http://www.microsoft.com/downloads/details.aspx?FamilylD
=d24994ef-8670-4324-957a-
805d35f1244e&displayLang=en

Microsoft Forefront Threat Management Gateway Best
Practices Analyzer Tool
http://www.microsoft.com/downloads/details.aspx?displaylan
g=en&FamilylD=8aa01cb0-da96-46d9-a50a-b245e47e6b8b

- -


http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=d24994ef-8670-4324-957a-805d35f1244e&displayLang=en
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8aa01cb0-da96-46d9-a50a-b245e47e6b8b

Zertifikatgrundlagen

Anwendungsbereiche

Verschluesselung von Webseiten mittels SSL
Verschluesselung von Daten Uber einen IPSec-VPN-
Tunnel

Authentifizierung von Benutzern und Geraeten
Smartcard-Anmeldung

Netzwerkzugriffssteuerung mit 802.1x
Verschlisselung von Dateien auf Datentraegern  mit
ERES

Signierung von Dateien und Softwarecode

Gesicherte E-Mail-Kommunikation mit S/MIME

Because it's mryhlﬂfixhlsimn



Was ist eine PKI?

Als Public-Key-Infrastruktur (PKI, engl.: public key
Infrastructure) bezeichnet man in der Kryptologie
und Kryptografie ein System, welches es ermdoglicht,
digitale Zertifikate auszustellen, zu verteilen und zu
prufen. Die innerhalb einer PKI ausgestellten
Zertifikate sind meist auf Personen oder Maschinen
festgelegt und werden zur Absicherung
computergestutzter Kommunikation verwendet.

Quelle: http://de.wikipedia.org/wiki/PKI

=

N = 2
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Bestandteile einer PKI

Wesentliche Bestandteile einer (minimalen) PKI sind:

Diqgitale Zertifikate:

Digital signierte elektronische Daten, die sich zum Nachweis der
Echtheit von Objekten verwenden lassen.

Certification Authority:

Organisation, welche die Bereitstellung von Zertifikaten dbernimmt.
Reqistration Authority:

Organisation, bei der Personen und Maschinen Zertifikate
beantragen konnen.

Certificate Revocation Lists:

(Sperrliste) Listen mit zurickgezogenen, abgelaufenen und fur
ungultig erklarten Zertifikaten.

Verzeichnisdienst:

Ein durchsuchbares Verzeichnis welches ausgestellte Zertifikate
enthalt, meist ein LDAP-Server, seltener ein X.500-Server.
Validierungsdienst:

Ein Dienst, der die Uberprufung von Zertifikaten in Echtzeit
ermoglicht.

=
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Zertifikatgrundlagen

Subordinate
CAs

Schiliissel Beschreibung
FCKS #12 Privater Informationsaustausch
PFX Frivater Informationsaustausch
P12 Privater Infortnationsaustausch
PCES #7 syntaxstandard leyptografizcher Meldungen
FVE syntazstandard kryptografischer Meldungen
waT Wlicrosoft sereller Zertifikatsspeicher
(CEE DEE-kodiert-bmar 3509 o BootCA
Base-64-codiert-2 209 s IntermediateCA
PF3 Privater Informationsaustansch PCE S #12 s IssungCh
CEL Certfication Eevocation List B
FIC Digitale ID-Dater
Find PCES #7 MIME-Machricht Root CA Root CA
FT7E PCES #7 Zertifikat
FiE PCES #7 Zignatur =

Y

Y

Intermediate

Intermediate

CAA CAB
| v
[ ¥
Issuing Issuing
CA A1 CA BA1
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Zertifikatgrundlagen

Zertifizierungsstelle
Stellt die Basisfunktionen einer Zertifizierungsstelle zur Verfigung.
Zertifizierungsstellen-Webregistrierung
Dieser Rollendienst stellt eine Weboberflache zur Verfigung, tber die Zertifikate von der
Zertifizierungsstelle beantragt werden kdnnen.
Online-Responder
Ueber diesen Rollendienst wird die Funktion der Online-Prifung von Zertifikaten mit dem Protokoll
OCSP bereit gestellt
Reqistrierungsdienst fur Netzwerkgeréate
Netzwerkkomponenten, wie zum Beispiel eine Cisco ASA 5505, kdnnen Uber diesen Rollendienst
direkt ein Zertifikat von der Zertifizierungsstelle anfordern. Notwendig ist dieser Rollendienst vor
allen, wenn die Netzwerkkomponenten nur tGiber eine Kommandozeile (CLI) konfiguriert werden
konnen. Fur diesen Rollendienst ist die Enterprise Edition von Windows Server 2008 notwendig.
Webdienst fur Zertifikatsregistrierung
Dieser Rollendienst ermdglicht es Benutzern und Computern die nicht Mitglied der Doméane sind
oder sich derzeit in einem anderen Netzwerk befinden trotzdem Zertifikate zu beantragen
beziehungsweise zu erneuern. Dieser Rollendienst erfordert zusatzlich den Rollendienst Webdienst
flr Zertifikatsregistrierungsrichtlinie.
Webdienst fur Zertifikatsregistrierungsrichtlinie
Uber diesen Rollendienst werden die Richtlinien zur Beantragung oder Erneuerung von Zertifikaten
fir Benutzer und Computer die nicht Mitglied der Domane sind oder die sich aktuell in einem
anderen Netzwerk befinden vergeben. Dieser Rollendienst erfordert zusatzlich den Rollendienst
Webdienst flr Zertifikatsregistrierung.

Because it'smryhtﬂy’hxhulnen
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Zertifikatgrundlagen

Zertifkattypen
Normal (Single)
- webmail.trainer.de
Wildcard (*.domain.tld)
- * trainer.de
SAN (Ein Zertifikat mit mehreren alternativen
Namen (CN = Common Name))
- webmail.trainer.de
- owa.trainer.de
- UAG.trainer.intern
- autodiscover.trainer.intern
- autodiscover.trainer.de

=

=
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Forefront UAG Auth. Support

Active Directory
LDAP

TACACS
RADIUS

RSA

KCD

FBA

Smart Card
Certificates

5 71 g e

Because it's mryhlﬂfixhlsimn



UAG Endpoint Security

Installation bei Portal Aufruf (Online)
Offlinekomponente verfuegbar
Keine ActiveX Install Permission (aber Admin User)
Installation File fuer Non Admin User (Inst. Durch Admin)
Endpoint Session Cleanup
Endpoint detection
SSL Application Tunneling
Socket Forwarding
SSL Network Tunneling (Network Connector)
SSL Network Tunneling (SSTP)
Endpoint Quarantine Enforcement
Clients
Mac OS 10.4+, Linux 32 Bit (RPM), Iphone 3.0
Windows Mobile 5+, Diverse Nokia
Windows XP-Windows 7 (Vista+7 = 64 Bit
Windows Server 2008 R2
Verschiedene Sprachen (DE, EN, FR, IT usw.)
Browser
Internet Explorer (6+), Firefox (3+), Safari (3.2+)
i;jy Quelle http://technet.microsoft.com/en-us/library/dd920232.aspx 0
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UAG Endpoint Security

Endpoint Component Manager component
Downloads, installs, manages, and removes all the endpoint components.
ActiveX and Java Applet.
Endpoint Session Cleanup component
Bereinigt alle lokal gespeicherten Daten (Coockies, Applikationsdaten,
Offline Folder etc.)
Endpoint Detection
Stellt das NAP Enforcement und Compliance sicher
SSL Application Tunneling component
ActiveX and Java Applet. The Java applet provides SSL tunneling
functionality only, and does not enable any of the other feature that are
enabled by the endpoint components, such as client endpoint detection,
Endpoint Session Cleanup, Socket Forwarding, or SSL Network Tunneling
Socket Forwarding component
Application aware (Allow and Block Lists)
Winsock2 Layered Service Provider (LSP) and Name Service Provider
(NSP).
SSL Network Tunneling component
SSL Tunneling (UAG Network Connector (32 Bit OS) oder SSTP (64 Bit)
Socket Forwarding Helper component

2 Used for support purposes.
Em/z Because it's mryhndfixhusinen
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UAG Portalloesungen

& Microsoft Forefront Unified Access G y - Portal - Windows I Explorer
@O - |g, https://webmail trainer.de/uniquesig2fddad5c56b5fb9eb0d011060ecl44ed/uniquesigd/SecureApp ~ 5 |‘f| X | |)O Bing

[= & =3
p Kl

7z Favoriten | 95 €| Vorgeschlagene Sites v @& Web Slice-Katalog ~
| & ~ > =3 @ ~ Seite v Sicherheit v Extras = @v

| /€& Microsoft Forefront Unified Access Gateway - Por... |

-\{3} Portal fiir den Anwendungs- und Netzwerkzugriff
| 84 | Anwend fiiren b ' | == akivitat | [=" 00:59:48 H' Abmeld
ﬁ | @E% | wendung ausfiihren ;:e@ @ = Vi | |:| _ Abmelden
& || startseite P suchanwendung Sortieren nach: MName -
[ Startseite
Gy Fle Access ﬁ File Access N OutlookWebApp
: Outlook Web App
|2—| OutookiebApp Explore Your Files
G,: TS-Access
G,: Verbindungs-Manag
!—-Iu TS-Access !—-I. Verbindungs-Manager-Verwaltungskit
]
Apps %
 Portal — Applications
Public host name: Iwebmail.trainer.de Port:|443 Application Name | Application Type |
& Portal Portal
_ e Q;] R.ernoteApp R_emotenpp
[ Fil= Access File Access %
HTTPS Port: = 443 - .;] TS-Access Remote Desktop (User defi...
@ OutlookwebApp Microsoft Exchange Server ...
% Use integrated MLE
virwalP: | 212 . 212 . 10 . 111 x| Addl ¥
] 3
™ Use non-integrated NLB
Array Member i I
UAG (Jocal) EEE Add... | Edit... I Remave |
UAG2 *.*.*.*
Limit applications to the following subnets:
subnet Address | subnet Mask [
 Initial Internal Application
Initial application : | portal j
Add... | Edit. .. I Remove |

¥ | sz portal frame

Because it's everybody &I]! business




Remote Desktop Services Publishing

RemoteApp
- Import TSPUB File vom RD Session Host

RemoteDesktop

- UAG fungiert als RD Gateway
TS Client Tunneling
TS Web Client Tunneling

Connect | | User Name | Connected | Connect
lllllllllllllllllllllll 03.07.2010 11:18:50 00:
| | IC]
-
[ Administratol m
@) RD Gateway Use
Domain: trainer.intern User
This user is connected to the following resource:
i I Target Computer I col I Target
trainer-dc. .trainer.intern  RDP 3389 12
I | | Because it's mryhlﬂfixhlilmn




Exchange Publishing

Application Properties (Microsoft Exchange =l
=1 General w Exchange Services |w Web Sewergl w WEbLI_'I il O |]'l.| tll}l}kWEhﬂ.D[}

Outlook'Web App

Web Cliert Mail Services:

¥ Outlook Web Access

™ Outlook Anywhere (RPC/HTTP(S))

[ Exchange ActiveSync

s . -

Application Properties (Mic ft Excc Z xftlook ‘Web App - Windows Internet Explorer EI@

£ Genersl | @ Exchange Services @ Web Senrers | @ wieb 4 »|p“"“’Ehma"'“i”e“de’°“"a' ~ @ [4]x|[£ sing P -]
enera ange Jenvices

Vorgeschlagene Sites « Web Slice-Katalog ~
€| Vorg g =

Addresstype: %) [R/Host € Subnet € Regular expression utlook Web App o~ v | d=h v Seitev Sichetheitv Bxtrasv (@~
Addresses: trainer-dc trainer intem
yApp
Inbox (0 Items Options [l @ -
Paths: Jowal ﬂ * BdNew v X v Move T Fiter = View ~ & “Y \kJ _ 2 Expand All | Newest
Jexchange/ o .y i .
Sexchweb/ LI
Arrange by: Date - Meweston Top ~
| " HTTP Port: I There are no items to show in this view.

& HTTPS Port: |443

™ Add the default port to the host

Public: host name: Iwebmail trainer.de

& Internet | Geschiitrter Modus: Inaktiv fy v W100% v

) Help oK | Cancel
Because it's eve business




File Access

Application Properties (Local Drive Mapping)

El General @ Server Settings | f Endpoint Policy Sd'tingsl __JLI_"I

(L. Server NetBIOS Name:  [TRAINER-DC — EA
1 Share Name: Isuﬁwa,-e ‘g; (Der Computer erfllk nicht die
_ — Sicherheitsrichtliniznanforderungen dieser
Drive Letter: I_L, anwendung.) [Details]

[+ Start the application automatically at user logon

_F Application Properties (Local

[ a Generall @] Server Settings 4 Endpoit Policy Settings |__.] |

Access policy: I ﬂ Default Non Web Application Accj

Manage Policies and Expressions

x|

| Add Policy... |
| Edit Policy... |

Application Type
Portal
RemoteApp
File Access

" Applications

L1 Components 8 Application Properties (Local Drive Mapping) x|
= Windows Expressions
Any Antivirus (Windows) Categon Endpoi " = il cl Setti = N
int Policy Settings =% Client Settings Portal Link | &
Any Personal Firewall (Windows) -f po = 9 . “ _I_I
Ary WMI Antivirus (Windows)
gl : Any WMI Personal Firewall (Windows) Specify how the Socket Forwanding component is activated on client
Defautt Privileged Endpoint (Windows) Ay WM Anti Spyware (Windows) Arty_Art
Defautt Session Access (Windows) Corporate Machine {(Windows) {2398 Socket forwarding mode:
Defautt Web Application Access (Windows) Disable Citrix Client Printer Mapping (Winc ﬁed?&d " Disabled
Defautt Web Application Download (Windows) Enable SharePoint Integration with Office eGapCc =
Default Web Application Restricted Zone Access (V Endpoint Detection is Disabled (Windows ing) or C % Basic
Default Web Application Upload (Windows) Privileged Endpaint (Windows) Privilege
Microsoft CRM 4 Upload (Windows) Syqate Vitual Desktop Not Required (Wit " Bxtended
Microsoft CRM 4 Download (Windows) Symartec Morton Artivinus Up-To-Date S ™ VPN
Microsoft CRM 4 Enhanced Security (Windows) Aways
Microsoft OWA 2010 Download (Windows) I Never R == e IP add ports and pro -
© Help Microsoft OWA 2010 Upload (Windows) -5 Windows Variables I_ the Client E ble list :
SharePoint 2003 Admin Zones (Windows) & L anie
SharePoint 2003 Download (Windows) :
SharePoint 2003 Enhanced Securty (Windows) 1 | ol | Cliert Executable e | SHAZ Signature I
SharePoint 2003 Upload Checkin (Windows)
SharePoint 2007 Download (Windows) oK | Cancel |

Me: e Time
@ July 25, 2010 1¢ SharePoint 2007 Upload CheckIn (Windows)

@ July 25, 2010 1¢ SharePoint 2007 Enable Explorer View (Windows)

- Microsoft SharePoint 2010 Beta Download (Windows) LI Close
= r Because it's eve business




SSL VPN

SSL Network Tunneling Configuration x|

¥ Enable remote dient VPN access

:ﬁ] General |}? Protocols I IF Address hssignmentl

Maximum VPN dient connections: I 10 551 Network Tunneling Configuration x
55L Tunneling YPN Trunk ¥ Enable remote dient VPN access
Trunk: I Apps j .

=] General & Protocols | 1P Address Assignment

Select the protocols to use for SSL tunneling.

Public host name: I webmail, trainer.de

Server certificate: | EE B9 97 1E 28 80 45 CA B9 1C 8D
¥ Secure Socket Tunneling Protocol (SSTF)

SSTP encapsulates PPP trafficin an 551 tunnel on Windows operating
systems with SSTP suppaort.

[™ Point-to-Paint Tunneling Protocol (PPTF)

PFTP is a network protocol that encrypts IP traffic and encaps
an IP header. PFTF uses userdevel authentication via PPP,

S5L Network Tunneling Configuration x|

[V Enable remote dient VPN access

™ Layer Two Tunneling Protocol (L 2TP)/IPSec

=) General | ¢ Protocols 1P Address Assignment
LZTP/IPsec encrypts IP traffic and encapsulates itin an IP hez

Spedfy how IP addresses are allocated to remote VPN dient endpoints.

¢ Assign addresses from a static address pool

Array Member | Start Address | End Address I Add... |

UAG 192.168.5.1 192.168.5.25

UAGZ 192,168.5.25 192,168.5.50 Edit... |
Delete |

" Assign address using DHCP
This aption is not available in a multi-server array deployment,

CK | Cancel |
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SSL VPN

File Action View Help

&= 7 HE

@- MPS (Local)
El | ] RADIUS Clients and Servers
5 RADIUS Clients
3 Remote RADIUS Server G
Bl = Polices
| Connection Request Polici
— Network Policies
| Health Policies
_b Network Access Protection
B, Accounting
* Templates Management

Network Policies

* Network policies allow you to designate who is authorized to connect to the network and the circumstances under which they can or cannot connect.

| Status | Processing Orderl Access Type | Source

_gs Conn

Forefront TMG Default Policy Properties

Overview |Cond'rtion5 Constmirrtsl Seﬂingsl

Forefront TMG Defautt Policy]

Policy name:

Policy Name
| [ Forefrort TMG Default Policy Enabled 0
|4 Connections to Microsoft Routing and Remote Access server Enabled 999338

Grant Acce...
Deny Access

— Policy State

If enabled. MP5 evaluates this policy while peforming authorization. If disabled, NPS does not evaluate this ¢

Condit
I¥ Policy enabled

Canc
Day i —Access Permission

Unspecified
Unspecified

é Eigenschaften von UAG

Sicherhet | Netzwerk | Freigabe
VPN-Typ:
| Secure Socket Tunneling-Frotokall (SSTF) -

()

Erweiterte Einstellungen
Datenverschllsselung:

access. What is access permission?

i~ Narmrarcace Nae =
é Status von UAG

Allgemein Details

¢ Grant access. Grant access if the connection request matches this policy.

If conditions and constraints of the network policy match the connection request, the policy can either ai

Eigenschaft

Geratetyp
Authentifizierung
Komprimierung
PPP-Multilinkframing
Client-IPv4-Adresse
Server-IPv4-Adresse
MAP-5tatus
Urspriingliche Adresse
Zieladresse

Wert

WAN Miniport (S5TFP)
wpn

MS CHAP W2

(keing)

Inaktiv

192,1638.5.3
192,168.5.1

Micht MAP-f&hig
{Unbekannt)
{Unbekannt)

| Eforderich (Verbindung trennen, falls Server dies ablehrt) = |

Authentifizienung
(7)) Extensible-Authertication-Protokoll (EAP) verwenden

Eigenschaften

@ Folgende Protokolle zulassen

[] Unverschlisseltes Kennwort (PAP)
Challenge Handshake Authentication-Protokall (CHAF)
Microsoft CHAP, Version 2 (MS-CHAFP v2)

[ Automatisch eigenen Windows-Anmeldenamen und
Kennwort {und Domane, falls vorhanden) verwenden

[ ok

Because it's mrylnﬂfllhulmn
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SSL VPN

CRL Check ausschalten:

NoCertRevocationCheck

Registry: HKEY_ LOCAL_MACHINE\System\
CurrentControlSet\Services\Sstpsvc\Parameters

REG_DWORD: NoCertRevocationCheck

Wert: 1 Disable CRL Check, O Enable CRL Check

http://support.microsoft.com/kb/947054/en-us

Iz
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http://support.microsoft.com/kb/947054/en-us
http://support.microsoft.com/kb/947054/en-us
http://support.microsoft.com/kb/947054/en-us
http://support.microsoft.com/kb/947054/en-us

NAP in UAG

Installing an NPS
Configuring Forefront UAG as an NPS client
Vendor MS — NAP capable - PSK
Configuring NAP health policies
Configuring NAP network policies
Vendor 77, allow clients without negotiating an
auth...
Perform machine Health Policies only
NAP enforcement
Defining NPS servers in Forefront UAG
Source: http://technet.microsoft.com/en-
us/library/ee809068.aspx

=
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Monitoring und Troubleshooting

UAG Activation Monitor
- Array Sync
- Sync mit TMG Storage
- ProgramData\Microsoft\UAG\Logs - Monitor-
tmp*.log
Windows Eventlogs
UAG Logs
UAG Webmonitor
Forefront UAG Services
Perfmon

- mehr als Man(n) braucht
SCOM Management Pack

:ii
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UAG Webmonitor

/ * Microsoft Forefront Unified Access Gateway - Web Monitor - Windows Internet Explorer :
@T\:} w |g, http:/localhost: 50002/ j @ 2| X I Bing

{‘f Favorites | i.:‘s £ | Suggested Sites = & | Web Slice Gallery ~

I{él’«ﬂcroscft Forefront Unified Access Gateway - Web M... | | & T - [T
.b Web Monitor r/ Session Monitor - Current Status |
Unable to display chart.
8 current status JVM (Java Virtual Machine) is either not installed on your computer, or is not enabled.
Active Sessions Please make sure that the JVM is properly installed and enabled.
[y statistics -
ey
Application Monitor k!
] ]
& Trunk Name & Authenticated Sessions Unauthenticated Sessions | Total Sessions |
Q Current Status exchange (3) 7 1 - T S 1
Active Sessions All Trunks =2 1 {Z Session Details - Windows Internet Explorer ] 3]
[ statistics —
(Session Details
Q Current Status Lead User: trainer.intern\administrator Session ID: 3842D689-E4F5-4DBC-BBF6-4BB37DF17407
Active Sessions General | Applications JELVINRIIGWEILEY Parameters |
[ statistics
Forefront UAG endpoint components
E Current Status Endpoint Component Manager v (4.0.1152.100)
_ Endpoint Detection (ActiveX) v (4.0.1152.100)
A cantior SSL Application Tunneling (ActiveX) ¢ (4.0.1152.100)
Bt Socket Forwarding LSP: Notdetected NSP: Not detected
S5L Metwork Tunneling Client Mot detected Driver: Mot detected
Ii All Endpoint Session Cleanup (ActiveX) »* (4.0.1152.100)
f,l System
= _ Antivirus Compliant antivirus not detected
Security § § . .
E — Personal Firewall Win7 version: Not detected Not Running
o Operating System Windows 7 Professional 6.01.7600, 32-Bit-Version
{a' Application 5
Browser Version Internet Explorer 8
User Agent mozillaid.0 (compatible; msie 8.0, windows nt 6.1; trident’4.0; slcc2; .net
clr 2.0.50727; .net clr 3.5.30729; .net cIr 3.0.30729; media center pc 6.0)
Sun JRE Version Mot detected
Domain TRAINER
IP Address 21221210110
Certified Endpoint X
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UAG Activation Monitor

=T
gl UAG Aray Members | Severty | Message z
v TNG Sate Vakdating configuration settings
Waming Waming: The trunk “owa™ ganarated the following waming: The server ceficate TMG' does not
Waming Waming: The trunk “owa” generated the following waming: The server certficate TMG' does not i
Waming Waming: The trunk “owa™ generated the following waming: The server cefficate “TMG' does not
Waming Waming: Tha trunk “owa™ ganarated the following waming: The server cadificate TMG' does not i
RKate Satng activation
Debugong Locking the mutex [Global\FiterCigMutex_owa)
Information Corfiguring NLB settings
Information NLB sattings were corfigurad successfuly.
information Corfigunng SSL Network Tunneling (SSTP)
Information The SSL Network Turnelng (SSTFP) settings were configured successiully.
Information The Network Connector service was stopped successiully ) |
Iformation Activating Network Connector,
Sate Weting the configuration fles
Debuggng Witing the fie [C:\Program Fles\Microsoft Forefront Unfied Access Gateway'won'\corf\Repoder s
Debugging Weting the fils [C\Program Fles\Mcrosoft Forefront Unfied Accass Gateway'\von'\conf\Rapostory
Debugging Wrting the file {C:\Program Fles'\Mcrosoft Foeefront Unfied Access Gateway'\von'\corf \Role xomi]
Debuggng Witing the machine [TMG] [152.5.200.37] to the High Avaisbity fie
Debugoing Wirting the file IC:\Program Fles\Mcrosoft Forefront Unfied Access Gateway'\won'\Montor\HA xmi]
State Corfigunng Web stes.
Debugong Creating deactory [C:\Program Fles'\Mcrosoft Forefront Unffied Access Gateway'\won'\conf\Web Sty
Information Weting the ste ‘owa’ corfiguration
Debuggng The file [C\Program Flas\Microsoft Forefront Unfled Access Gateway'\von'\conf\WebStes'\owa'\o
Debuggng The fie [C-\Program Flles \Microscft Forefront Unffied Access Gateway'\ven'\conf\WebStes'\owa'\o
Debugong The fila [C\Program Fles\Microsoft Forefrort Undied Access Gateway'\von'\tunks _corfig\UAG \ow
Debugong The fie [C:\Program Flles\Mcrosoft Forefront Unfied Access Gateway\von'\intemal Ste'\corf owa?
Dedugong The file [C\Program Files\Microsolt Forefrort Unfied Access Gateway'\von'\intemal Ste'\corf \owal
Debugong The file [C\Program Fles\Mcrosolt Forefront Unfied Access Gateway'\von\IntemalSte'\corowal
Debugong The file [C\Program Files\Microsoft Forefrort Unfied Access Gateway'\von'corf\WebStes'owa'\o
Debugong The fie [C\Program Fles\Microsoft Forefront Undled Access Gateway'\von'\conf\WebStes'\owa'\o
Debuggng The fie [C\Program Flles \Microsclt Forefront Unfied Access Gateway'\von'corf\WebStes'\owa'o
i =T e e T _.'_/3

—— T——
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UAG Debugging

Built in Tracing

Delete ForeFront UAG.bin from ..\windows\debug folder
Navigate to
\Programfiles\MicrosoftForefrontUnifiedAccessGateway\com
mon\bin\tracing

Open LaunchHta.vbs

Under Group, select the component named DA ENG,

DA MGMT, DANLB_ CFG, check all 4 checkboxes, click on
the Button Go.

Close the HTA file, reproduce the issue, file will be
generated under windows\debug file will be named
Forefront. UAG.bin

Forefront UAG Tracing Symbol File:
http://www.microsoft.com/downloads/details.aspx?displaylan
g=en&FamilylD=fc052e67-2a04-4058-b326-9d92aa6/b2c4

N=
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UAG Debugging

[N Release Bits Tracing 12|

UAG Release Bits Tracing

‘ o FrrorPNarnano r:unchoise Trace format search path:

O O O r O | Browse |
| IGENERAL o | = | m| =] =
o= (@ [ [r [ [T ||Formatas: [Text| Viewer |
|'_|ASFILTER | [ | H ||- | r | B Trace File to Format
|—|F'.W | v | r ||- | L] | L] * Use |C:\Winduws\debug\FDrefant_UAG.bin
| CERTMAPPER o | s | w| =] = C{Erlze”t
" ICONFIGMGR _SERVICE o w|w|w|[w] * Sel |
[ CONFIGURATION_GENERAL | m  ®|m| ®E]|
[ CONFIG_DATA_LAYER o | = | m| m| m
|+ CORE_BASE o | s | m| m| = Tracing configuration file:
| CVCORE o | 8 | m| =] = | Browse |
I+ CompMar_BASE | m  m| =] = Load | Save |
- DAENG o | = | =] 5| B —
' DANLB CFG 7l O m | m I ET console colors
EEA_MGTWT I v I - II_ I - I - ILightYeIIij oanray j
- DNSALG_BASE o | m | m| m| =
| DSLIB | 5 | = =] =
+ Detector_BASE o | = | m| =] =
| GLOBLIB o | 8 | m| =] =
| IISWRAPPER o | m | m| m| =
| INTERNALSITE o | w | m| m| m
+ IPC_BASE o | = | m| =] =
+ LSP_BASE o | 8 | m| =] =
FMONITORMGR_SERVICEBASE | F | I [r [ [ ¢
+ NSP_BASE o | = | = =] =
TR a1 1 trw arm— e [— [ - [— [ = -
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IPVo

« Vergrol3erung des Adressraums von 2x32 (= 4,3
Milliarden = 4,3-109) bel IPv4 auf 2x128 (= 340
Sextillionen = 3,4:1038)

* Vereinfachung und Verbesserung des
Protokollrahmens (Kopfdaten)

« zustandslose automatische Konfiguration von IPv6-
Adressen

« Mobile IP sowie Vereinfachung von Umnummerierung
und Multthoming

* Implementierung von IPsec innerhalb des IPv6-
Standards

« Unterstitzung von Netztechniken wie Quality of
Service und Multicast

N=12
\&f}/
£V

~\SE
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Unterschiede IPv4 zu IPv6

Quell- und
Zieladressen
IPsec-Unterstiitzung

ARP

Internet Group
Management Protocol

ICMP-Routererkennung

Broadcastadressen

Konfiguration

Ressourceneintrage

IPv4
32 Bits (4 Bytes) lang

Qptional

Broadcast-ARP-Anforderungsframes
IGsen die IPv4-Adresse in die
Verbindungsschichtadresse auf

Verwaltet die Gruppenmit-
gliedschaft fir lokale Subnetze

Bestimmt die IPv4-Adresse
des Standardgateways

Sendet Datenverkehr an alle
Knoten in einem Subnetz

Manuell oder durch DHCP
konfiguriert

Verwendet A-Ressourceneintrédge in
DNS zum Zuordnen von Hosthamen
zu IPv4-Adressen

Quelle: Microsoft MOC Course 6742A

IPvG
128 Bits (16 Bytes) lang

Erforderlich

ARP-Anforderungsframes werden
durch Multicast-Nachbaranfragen-
achrichten ersetzt

IGMP wurde durch MLD-Nachrichten
ersetzt.

Wurde durch ICMPy6-Routeranfrage-
und Routerankiindigungsnachrichten
ersetzt

Verwendet eine Multicastadresse mit
verbindungslokalem Bereich fiir alle
Knoten statt einer IPvG-
Broadcastadresse

Keine manuelle Konfiguration oder
DHCP erforderlich

Verwendet AAAA-Ressourceneintrage
in DNS zum Zuordnen von
Hosthamen zu IPv6-Adressen
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|IPv6 Adressierung

- ., -~ =,

'( Adresssyntax: f Nullauslassung:

Einige Adresstypen konnen eine
128-Bit-Adresse im Binarformat: Vielzahl von Nullen enthalten

001000000000000100001101101 110000000
0000000000000010111100111011
000000101010101000000000111111111111
1110001010001001110001011010

* Eine zusammenhangende
Sequenz von 16-Bit-Blocken,
die auf O festgelegt sind, kann

128-Bit-Adresse unterteiltin mit einem doppelten Doppel-
16-Bit-Einheiten: punkt ..::* verkiirzt werden

0000000000000000 0010111100111011
0000001010101010 0000000011111111
1111111000101000 1001110001011010

* Verbindungslokal:
| FES0:0:0:0: 2AAFF:FEQA:ACAZ ‘

‘ 0010000000000001 0000110110111000

. ) . . + Kann verkiirzt werden zu:
Die einzelnen 16-Bit-Blocke

konvertiertin HEX (base 16): | FEBOu2AAFFIFEOAIACA2 |

| Z2001:0DB8:0000:2F3B:02AA:00FF:FEZ28:9C5A | I CheEE
- .

Weitere Vereinfachung durch | FF02:0:0:0:0:0:0:2 |
Entfernen fithrender Nullen:

+ Kann verkiirzt werden zu:

‘ 2001:0B8: i 2F3B: 2AAFFIFEZ8:9C5A | ‘ FFOZ2::2 |
L\ B2 I N J

A b -

Because it's mryhuiy‘sIbusim:s
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IPVv6 Praefixe

Bindrwert fiir Hexadezimalwert Teil des
Formatprafix  fiir Formatpréafix Adressraums

Reserviert 0000 0000 - 1/256

Zuweisung

Reserviert flr 0000 001

NSAP-Zuweisung - 1/128

Aggregierbare globale 001

Unicastadressen 2 oder 3 1/8
Verbindungslokale

Unicastadressen 11111110 10 FES 1/1024
Standortlokale

Unicastadressen 11111110 11 FECO 1/1024
Multicastadressen 1111 1111 FF 1/256

Quelle: Microsoft MOC Course 6742A
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IPv6 zu IPv4 Tunneling

Durch IPvé6-iiber-IPv4-

Tunneling kann IPvé6
uber ein IPv4-Netzwerk

kommunizieren
IPv6-Paket I-l
IPVG- Erweiterung D‘?;?;ﬁglrg?:t
Header sheader Protokollschicht
rvs: | eowene. | Cgtencinher
Header Header rungsheader | o o4 kollschicht

<

Quelle: Microsoft MOC Course 6742A

IPv4-Paket IrI
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unnelblick

. Reine IPv4-Infrastruktur .
IPv6-fahige IPv6-tahige
Infrastruktur Infrastruktur
Router-zu- r— -
- |
Router P /’l \\L—’-\ J
IPV6- IPv6-
Knoten IPv6 /1IPv4-Router IPv6 /IPv4-Router Knoten
.
IPvo-fahige
Knoten A Infrastruktur  Knoten B
Host-zu-Router ——
oder 5. w
1 \
Router-zu-Host Emy \“’- N’
IPv6 /TPv4 T
IPv6 /IPv4-Router
.
Reine IPv4-Infrastruktur
Host-zu-Host Jx
S R
IPv6/IPv4- IPvH /IPv4-
Knoten Knoten

Quelle: Microsoft MOC Course 6742A

Because it's mryhlﬂfixhlslnen



IPVo

ISATAP — stands for the Intrasite Automatic Tunnel Addressing Protocol.
The UAG DA server will set itself up automatically as an ISATAP router and
provide your IPv6 aware hosts IPv6 addresses and routing information.
ISATAP capable hosts include Windows Vista and above and Windows
Server 2008 and above.

6to4 — is a IPv6 transition technology that the DA clients and UAG DA
server can use to connect the DA client to the UAG DA server over the
IPv4 Internet. 6to4 is used when the DA client is assigned a public IP
address. The IPv6 packets are encapsulated in a IPv4 header and send
over the 6to4 tunnel adapter to the DA server.

Teredo — is another IPv6 transition technology that enables the DA client to
connect to the DA server over the IPv4 Internet. In this case, Teredo is
used when the DA client is located behind a NAT device (either a NAT
router or a NAT firewall) and the device allows outbound UDP port 3544. If
the DA client has a private IP address and outbound access to UDP 3544,
then the DA client uses Teredo to encapsulate the IPv6 messages from the
DA client to the UAG DA server in an IPv4 header to send over the IPv4

Internet.
Because it's mryhlﬂfixhlsinen




IPVo

IP-HTTPS - is yet another IPv6 transition technology that allows the DA client to
connect to the UAG DA server over the IPv4 Internet. IP-HTTPS is a “last ditch”
method to encapsulate the IPv6 packets in an IPv4 header. When the client is
assigned a private IP address, and the NAT device or firewall is configured to
allow only HTTP/HTTPS outbound, then the DA client falls back to IP-HTTPS.

NAT64/DNS64 — NAT64/DNS64 (pronounced NAT 6 to 4/DNS 6 to 4).
NAT64/DNS64 accepts the connections from the DA client, automatically
creates a IPv6 address for the name requested by the client, and then does a
“NAT” kind of protocol transformation so that the IPv6 communication from the
DA client is forwarded to the IPv4 only server on the network using IPv4.

http://blogs.technet.com/b/tomshinder/archive/2010/03/12/uag-directaccess-
don-t-fear-the-reaper-or-ipv6.aspx
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unneltechniken

Tunneling-

technologie Verwendung

e Lokale Intranets
o Automatische Konfiguration auf Host

ISATAP o Ermdglicht IPv6-Knoten die Kommunikation
Uber ein IPv4-Subnetz

o StandardmaBig aktiviert

e IPv6-zu-IPv6-Netzwerke Uber das IPv4-Internet
6tod o Automatische Konfiguration auf Host
o StandardmaBig aktiviert

e IPv6-zu-IPve6 iliber IPv4-NAT

eredie o StandardmaBig deaktiviert

PortProxy vereinfacht die Kommunikation zwischen Knoten
oder Anwendungen, die nicht lGiber ein gemeinsames
Internetschichtenprotokoll (IPv4 oder IPv6) eine Verbindung
herstellen knnen

Quelle: Microsoft MOC Course 6742A
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Direct Access

DirectAccess

'Technical Details

Internet

NA? S NS

Soves

|
HO

Osta Conier o S
Cadcd Sz

Redefine enterprise network edze to insulate the
datacenter and business critical resources
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DirectAccess

: Ea IPv4 Devi :
IPv6 Devices It V3 EEVICES 1 by4 via 6to4 oder

-5 NAT-PT
M
in
T on v e o P NP .—:..I.-.-..-.-r

( Remote-Verwaltung
von DirectAccess

IT desktop .,
management = -

HL/& é: Native IPv6

(-..,wnth IPSec

AD Group Policy,

NAP, software & o’ va6 Transition Clients
updates Services
Direkter Zugriff auf
IPv6-basierte Intranet- piectAccess Internet
Resourcen Server L\/\/ s,
Supports variety of

IPSec-Verschlusselung und o ote network  Windowe 7
Authentifizierung protocols Client

Microsoft o1\ et
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Direct Access — Split Tunneling

Internet

DirecMccess
client

W |ntranet traffic
el Internet traffic

Internet servers

Z N ﬁ
Effien: =G U-defnien| Because it's eve business



Direct Access

System Requirements

« DirectAccess server running
Windows Server 2008 R2 along with
network adaptors for the Internet
and the Intranet.

+ DirectAccess clients running
Windows 7.

« At least one domain controller and
Domain Name System (DNS) server
running Windows Server 2008 or
Windows Server 2008 R2.

* A public key infrastructure (PKI) to
issue computer certificates, smart
card certificates, and, for NAP, health
certificates. For more information, see
http://www.microsoft.com/pki.

« IPsec policies to specify protection
for traffic. For more information, see
http://www.microsoft.com/ipsec.

« IPv6 transition technologies available
for use on the DirectAccess server:
ISATAP Teredo, and 6to4.

« NAT-PT device to provide access
to IPvd-only resources for
DirectAccess clients.

Features List

» Always-on connectivity that requires
no end-user steps to access corpnet.

* Remote management, updating,
and health maintenance of remote
computers even when the end user is
not logged on.

» Granular policy controls for
authorized access to corpnet
resources and servers.

» Tight integration with policy-based
network access approach.

» Support for multifactor authentication
such as smart cards.

+ IPsec authentication and encryption.

» Support for non IPsec and non-IPv6
environments (e.g., using IPv6-over-
IPv4 tunneling with 6to4 or Teredo).

Because it's mryhtﬂy’ixhlsimn
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DirectAccess - Anforderungen

Joined to an Active Directory domain

Running Windows Server 2008 R2

Have at least two physical network adapters installed

Have at least two consecutive publicly addressable static IPv4
addresses that are externally resolvable through the Internet DNS
Running Windows 7 Ultimate oder Enterprise

NRPT

Active Directory — ISATAP GlobalQueryBlocklistDisabled

OU fuer User/ DA Client, GG/UG fuer DA-Access, DA Client Member)
Windows 2008 / R2 Domain controller

Public key infrastructure (PKI)

Webservercertificate Public Name bound on first public IPv4 address

All SSL certificates must have a certificate revocation list (CRL) that is
reachable from a publicly resolvable fully qualified domain name (FQDN)
IPsec policies

IPv6 and IPv4 transition technologies — IPv6 and the transition
technologies ISATAP, Teredo, and 6to4

STEP BY STEP GUIDE: http://technet.microsoft.com/en-
us/hbrary/ee861169 aspx S
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CRL CA Pfad + Publish with TMG

1.0n the CA computer, click Start, point to Administrative Tools, and then click
Certification Authority.

2.In the console tree, right-click the name of the CA, and then click Properties.
3.Click the Extensions tab, and then click Add.

4.In Location, type the URL or UNC path for the CRL distribution point. For
example, type http://crl.contoso.com/crid/.

5.In Variable, click <CAName>, and then click Insert.

6.In Variable, click <CRLNameSuffix>, and then click Insert.

7.In Variable, click <DeltaCRLAllowed>, and then click Insert.

8.In Location, type .crl at the end of the Location string, and then click OK.
9.Select Include in CRLs. Clients use this to find Delta CRL locations. and
Include in the CDP extension of issued certificates, and then click OK

10. New IIS Virtual directory that points to the
c:\windows\system32\certsrv\certenroll directory

11. Allow Directory Browsing

12. Allow HTTP or HTTPS access

13. Publish the CRL Directory with TMG

Uy&

()
N
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CRL CA Pfad

X o) =
NN
= e
= &=
Sovi
Effzienz = WEYZ definiert

Alternativ:

Nur fuer Testumgebungen zu empfehlen:

CA properties

Extension tab

Specify locations for which users can obtain a certificate
revocation list,

Check all locations of the CRL Distribution Point (CDP)
Authority Information Access (AlA), and verify that Publish
CRLs to this location or Publish Delta CRLs to this location
IS not selected

Because it's mryhlﬂfixhlsinen



DirectAccess — Group Policies

UAG DirectAccess: AppServer {GUID} — these GPO settings
are applied to machines that you include in the application
servers groups, which are called out at the end of the UAG DA
configuration wizard. These policies enable end to end IPsec
protection between the DA client and the destination server.

UAG DirectAccess: Client {GUID} — these GPO settings are
applied to the DA clients. DA clients are assigned to a security
group that you create when you configure the DA solution for
your organization. There is no “built in” DA clients security group,
you need to create this yourself.

UAG DirectAccess: DaServer {GUID} — these GPO settings are
applied to the UAG DA servers themselves. If you have a single
UAG DA server, then these settings will be applied to that server.
If you have an array of UAG DA servers, then the GPO settings
will be applied to each of the servers in the UAG DA server array.

=
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NRP

E Gruppenrichtlinienverwaltungs-Editor - |5’

Datei  Aktion  Ansicht  ?

e |20 HE

=[ UAG DirectAccess: Client{3431980sef3c-de den in der __
= recthceess: Clent eeticftecl | Richtinientabelle fir

[ i Computerkonfiguration die DNSSEC  DMS-Einstellungen fir den Direktzugnff |
= [ ] Richtlinien Mamensauflasung ~ ) e .

[ softwareeinstelungen {Name Resalution I DNS-Einstellungen fur den Direktzugrff in dieser Reqgel aldiviersn

5 [ Wwindows-Einstellungen Policy Table, NRFT) DMS-Einstellungen fir den Direktzugriff
= N T gefundenen
|| Namensaufiisungsrichtiinie Richtinieninformatio DM5-Server 2002:d4d4 a04: ddd4:a04 il
| Skripts (Start/Herunterfahrer nen. {optional):

= % S@merheitseinsbellungen il

jﬂ Kortorichtlinien N ; |
= Lokale Richtlinien Hinzufigen... Bearbeiten... Entfemen
&} Ereignisprotokoll Webproxgy
[ Eingeschrankte Gruppen {optional):
[, Systemdienste ™ Verwenden Sie diesen Webpraoxy: I
g Registrierung
& Dateicystem ] Standardwebprogy verwenden
iﬁ Richtlinien fir Kabelnetzw |Psec:
=[] Windows-Firewall mit erw ™ IPsec fiir die Kommunikation zwischen dem DNS-Client und dem DNS-Server verwenden

=] ﬁ' Windows-Firewall mit
Eingehende Rege
Ausgehende Reg
E‘l_. Verhindungssiche
;‘] Metzwerklisten-Manager Aktualisiersn Erstellen | Loschen |
Sl Drahtlosnetzwerkrichtlinie
|71 Richtinien fiir ffentliche
|7 Richtinien fiir Softwareei
7 Netzwerkzugriffsschutz
] Anwendungssteuerungsri Richtlinientabelle fir die Namensauflosung

Verschlisselunagstyp: Il{eine Werschlisselung (nur Integritat) j

Erwetterte globale Richtlinieneinstellungen |

F FHFEFEEEE

% :f;ﬁﬁeﬁz:‘u:ﬂﬂ;' Namespace | Zertfi. | DNSSEC (0. | DNSSEC (I | DNSSEC (I.. | Direktzugtff ... | Direktzugnff .. | Direktzugrif ... | Direktzugdf . |
Jy Richtiinienbasierter Qos .tlE.Iﬂer.II'TtEﬂ"! DC=|r1 2002:d4d4:. .. Naln
] Administrative Yorlagen: Vom zen trainer-dc trai... | DC=in... Nein
] Einstellungen
B ®, Benutzerkonfiguration
[ ] Richtlinien
(7 Einstellungen Regell6schen | Regel bearbsiten |

Anwenden | Apbrechen |
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NRP

Erweiterte globale Richtlinieneinstellungen konfigurieren El

Mit diesen Einstellungen wird bestimmt, wie auf dem DNS-Client vorgegangen wird, wenn dieser sich physilcalisch
innerhalb oder auberhalb des Untemehmensnetzwerks befindet.

MNetzwerkadressen-Abhangigheit

¥ Roamingoptionen korfigurieren
Mit der Metzwerc-ID (Metwords [0, NID) bestimmen, wann die Direldzugnffseinstellungen

@ verwendet werden sollen (empfohlen)

" In NRTP immer die Direktzugriffssinstellungen verwenden
£ In MRTF rie die Direltzugriffeeinstellungen verwenden

Abfragefehler

WV Abfragefehleroptionen korfiguraren

r LLMMR (Link-Local Multicast Mame Resolution) und
MetBIOS nur verwenden, wenn der Name nicht in DMNS vorhanden ist (am sichersten)

Immer LLMMR {Link-Local Multicast Mame Resolution)
™ und MetBIOS verwenden, wenn der Mame nicht in DNS vorhanden ist oder wenn die DNS-Server

in einem privaten Metzwer: nicht emeichbar sind (malig sicher)

Fir jede At wvon Namensauflosungsfehlem immer LLMMNR (Link-Local Multicast Mame Resolution)
und MetBIOS verwenden (@m wenigsten sicher)

e

Abfrageauflasung

¥ Abfrageaufisungsoptionen korfiqurieren
£ Nur |PvE-fdressen fir Mamen auflasen (empfohlen)
% Sowohl IPv4- als auch |PvE-Adressen fir Mamen auflézen (empfohlen)

QK I Abbrechen
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NAT64 und DNS64

DirectAccess client sends a DNS name query to Forefront UAG DirectAccess server
Because DirectAccess clients have only IPv6 connectivity to the Forefront
UAG, the DNS name query is an IPv6 AAAA request.
When the DNS64 gets the name query request, it sends two DNS name queries, an
IPv4 query (A) and an IPv6 query (AAAA), to the corporate DNS configured on the
Forefront UAG DirectAccess server.
The DNS64 gets a response from the corporate DNS, and decides which address to
return to the DirectAccess client.
When the DNS64 receives an IPv6 address (AAAA record) response from
the corporate DNS, the application server has IPv6 connectivity, and the
IPv6 address is returned to the DirectAccess client.
When the DNS64 receives an IPv4 address (A record), the NAT64 acts as
a bridge for the traffic. The generated IPv6 address is sent to the
DirectAccess client.
The DirectAccess client now has an IPv6 address for the application server. Traffic is
sent directly to the Forefront UAG DirectAccess server's NAT64
When the NAT64 receives the packet, it extracts from the IPv6 packet the IPv4
address associated with the destination IPv6 address, and transmits the data with an
IPv4 header to the application server

\.W

=

N 5’;\?}/ =

S
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DNS64 — NAT64

DNS AAAA Query
for“x.contoso.com”

Client
Machine
NAT64 Prefix:
2a01:110:6:6:6:6::/96
Client
Machine
N2

Effizienz lil'—deﬁ niert|
SRy

IPv4 only
server

Hostname:

X.CONt0S0.COM 3 AAAA Query
IP:100.1.2.3 x.contoso,com'

; IPv4 only
NAT®64 Prefix:
2a01:110:6:6:6:6::/96 Hos:" el .
X co?:t‘cm com DNSAAAAQuery
1P:100.1.2.3 for“x.contoso.com

DNS AAAA Query ¢ 'ui' s
for“x.contoso.com” Server
l‘ Q DNS A Response
DNS AAAA Response IP: IP:100.1.2.3
Client 2201:110:6:6:6:6::100.1.2.355
Machine
IPv4 only
NAT64 Prefix: server
2a01:110:6:6:6:6::/96 P—
x.contoso.com
1P:100.1.2.3




DNS64 — NAT64

DNS
Send packet to: = Server
2a01:110:6:6:6:6::100.1.2.3

\¥

IPv4 only
NAT64 Prefix: W
2a01:110:6:6:6:6::/96 Hostname:
x.contoso.com
1P:100.1.2.3

Send packet to:
2201:110:6:6:6:6::100.1.2.3

NAT64 Prefix:
2a01:110:6:6:6:6::/96

DNS

IPv4 only
server

= Hostname:
x.contoso.com
IP:100.1.2.3
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Wie prueft ein Direct Access Client den
Netzwerkzugriff

1. HTTPS Anfrage an den internen FQDN des NLS Server
(im UAG DA Wizard angegeben und per GPO auf den
Client gebracht)

2. Wenn die URL nicht erreicht werden kann, ist der Client
nicht mit dem Intranet verbunden. Wenn die URL
erreichbar ist wird NRPT abgeschaltet (netsh namespace
show effectivepolicy)

3. Ist der DA Client im Internet / kein NAT: Verwendung von
6to4

4. Hinter NAT und UDP Zugriff ist moeglich: Verwendung
von Teredo

5. Hinter NAT, und UDP ist blockiert:

Verwendung eines HTTPS-Tunnel Uber Port 443 TCP

=
=S~ ) ﬁ
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IPv6 Transitionstechnologien pruefen

Command Description On client {C) or server (5)
ipconfig fall Displays all IP configuration data, and should include global IP address, C,=

Metsh interface teredo show state Displays the current state of Teredo. c,s

Metsh interface &6tod show state Displays the current state of &tog, C,S

Metsh interface isatap show state Displays the current state of ISATAP. 5

Metsh interface httpstunnel show interface Displays the current state of IP-HTTPS interface. This should not have a status of deactivated, C,s

Because it's mryhﬂiy‘sIbusirEB




DirectAccess Monitoring

25.07. 2010 18:56:20 212,212.10.120  212.212.10.111 443 HTTPS Initiate...
-
*I | LIJ
———
Initiated Connection UAG2 25.07.2010 18:56:20
Log type: Firewall service
Statws: The operation completed successfully. /€ systeminformationen - Windows Internet Explorer o & ==

Rule: [S'H'StEITI] Direct Access mode: Allow IPvE transition tEI:hI'IEIlDQiES traffic to Local Hos £ | https://webmail trainer.de/uniquesig2fddad5c56b5fb9eb)d011060ee144 €0/ uniquesig/InternalSite/SystemInformation.asg % | & |
Source: External (212,212, 10, 120:45243)
Destination: Local Host (212,212, 10, 111:443)
Protocok HTTPS Portal fir den Anwendungs- und Netzwerkzugriff
Additional information

-

75.07.2010 18:58:10  212.212.10.120 212.212.10.4 O v Of Forefront UAG-Endpunktkomponenten 88 v OF
Endpunktkomponenten-Manager " (4.0.1152.100)
1 I I Endpunkterkennung (ActiveX) " (4.0.1152.100)
S — SSL-Anwendungstunneling (ActiveX) " (4.0.1152.100)
H'] = Socketweiterleitung LSP: 3 NSP: X
II]ItIEItEd ED““ECtID“ L SSL-Metzwerktunneling Client: 3 Treiber: X
Log type: Firewall service Endpunktsitzungsbereinigung (ActiveX) ’ (4.0.1152.100)
Status: The DI:IEFEIﬁEII'I IZIIIIT||:I|E1:EE| SUEEESSﬁJ"y' Antivirensoftware Keine kompatible Antivirensoftware gefunden.
Rule: [System] Direct Access mode: Allow IPv6 transition technologies traffic to Local Hos Persanliche Firewall Win7 (Version nicht erkannt)
Source: External (212.212.10.120) Betriebssystem windows 7 Professional 6.01.7600, 32-Bit-Version
Destination: Local Host (212,212,10.4) Browsenversion Internet Explorar &
Protocol IPvE Over IPv4 Tunnel Benutzer-Agent Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1;
Additionial information 3530729, NET GLR 30 30726, Wedia Genter PG 6.
Sun JRE-Version Micht erkannt
Domane TRAINER
Zertifizierter Endpunkt x
Privilegierter Endpunkt X

Melden Sie sich zum Aktualisieren der Seite zundchst ab und dann erneut an.
© 2010 Microsoft Corporation. Alle Rechte vorbehalten. Nutzungsbedingungen.

&l Tnternet | Geschittrter Madus: Tnaktiv fa v ®HI100% -
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Hochverfuegbarkeit und Skalierbarkeit

Bis zu 50 Server in einem Array
Bis zu 8 Server im NLB Array
Windows Server 2008 R2 NLB
In virtualisierten Umgebungen (MAC Address Spoofing aktivieren)
VIP = Virtual IP Address
DIP = Dedicated IP Address
Array Manager
Array Verwaltung
NLB Einrichtung
Unicast
Multicast
Multicast IGMP
NLB fuer Trunks
UAG Verwaltung nur ueber Array Manager
Ueberwachung mit UAG Webmonitor oder TMG-
Verwaltungskonsole
Hotfix erforderlich: http://support.microsoft.com/kb/977342/de

=
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DirectAccess Step by Step

http://www.it-training-grote.de/download/FF-UAG-DA.pdf
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Hochverfuegbarkeit und Skalierbarkeit

IP configuration in a single

server deployment
Internet Internal
192.0.2.x 2001:db8::/48
10.%.%.%
Y
"y
182.0.2.30 \
192.02.31
-+ Q 10,0.0,.30
\.\ ) 20071 :db8::30

IPvE addres=es in dark red should
be used in cases where |IPvE is
deployed an the intermal network,

LIPS and ¥WIPs in an Autay

Internet Internal
192.0.2.x 2001:db8::/48
10.x.%.x
192.0.2.18 (DIP) R 10.0.0.18 (DIP
192.0.2.30 (VIP) e 20010848 {DI}F“}
1?‘2.112.3'1 VIF) A 10.0.0.30 (VIP)
2001:db8::30 (VIP)
S >

192.0.2.19 (DIP)
192.0.2.30 (VIF)
192.0.2.31 (VIF)
<

DA1 (Arday manager)

10.0.0.18 (DIP)
2001:db&::18 (DIP)

100.0.0.30 (VIP)
2001 ;dha;;:sﬂ (VIP}

P
o
N

DAZ {Anray member)
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Migration von IAG zu UAG

Keine autmatische Migration
Voraussetzung IAG 3.7 SP2
Manuell nachbauen:
Trunks and trunk settings
Authentication and authorization server settings
Client endpoint access policies
File Access configuration
Inspection rule sets
Custom update files (in the CustomUpdate folders)
Internal site customizations
Custom hook files (in the commin\bin\CustomHooks folder)
Endpoint component customizations
Predefined IP addresses and ports stored in the .smf files
(created in the Service Policy Manager console)
ISA Server rules or settings you created manually
Modified registry keys
Custom [IS settings
Source: http://technet.microsoft.com/en-us/library/ee921426.aspx
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Migration von IAG zu UAG

Ensure you have access to IAG 2007 servers and configuration
settings.

On a separate server, install Forefront UAG, according to
Instructions described in the Installation guide.

Recreate required configuration settings.

Update network adapter IP address settings

Update certification authority (CA) settings, and certificates

If you publishing Exchange 2003 or Exchange 2007 ActiveSync or
Outlook Web Access using IAG 2007 application trunks, recreate
the publishing configuration according to the instructions described
In Exchange services publishing solution guide.

Copy Internal site customizations, and custom updates

Ensure that custom EPD scripts and policies created for IAG 2007
SP2 are adapter for Windows Server 2008 R2 before deploying on
Forefront UAG.

Note that Forefront UAG endpoint components are compatible for
access to both Forefront UAG and IAG 2007 resources.
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Backup und Recovery von UAG

Forefront UAG Server Backup and Restore
Built-in log files
Forefront UAG export configuration files
Other vendor log files
Backing up the Forefront UAG DirectAccess configuration
Export in XML:
configmgrutil export filename.xml password comment

Import: UAG Konsole — File — Import —
Import von anderer UAG Maschine:

HKEY_ LOCAL MACHINE\Software\WhaleCom\e-
Gap\Configuration — REG_ DWORD
ImportFromOtherVersion, auf Wert = 1 setzen
Source: http://64.4.11.252/en-us/library/ff607447.aspx
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Lust auf Links?

Forefront Team Blog
http://blogs.technet.com/edgeaccessblog

Microsoft Forefront UAG
http://www.microsoft.com/forefront/prodinfo/roadmap/uag.ms
pX

Forefront UAG FAQ
http://www.microsoft.com/forefront/prodinfo/roadmap/uag-
fagq.mspx

Forefront UAG Systemanforderungen
http://technet.microsoft.com/en-us/library/dd903051.aspx
Forefront IAG/UAG Foren
http://social.technet.microsoft.com/Forums/de-
DE/forefrontedgeiag/threads
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Microsoft

Marc Grote

Microsoft Forefront

www.forefront.de

www.microsoft.com/forefront
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