Forefront Server Security Management Console

MS SQL Server 2005 Installation

' Microsoft SOL Server 2005 Setup EI

Installing Prerequisites

Installs software components required prior to installing SOL
Server.

SOL Server Component Update will install the following components ;[
required for SOL Server Setup:

= Microsoft SQL Native Client
Microsoft SQL Server 2005 Setup Support Files

Configuting components. .

-
I
[ rstall LCancel |
Komponentenauswahl
i';‘!r" Microsoft SOL Server 2005 Setup ﬂ

Components to Install
Select the components ko install or upgrade.

¥ SGL Server Database Services

I~ Create a 5QL Server Failover cluster

i

[ Create am Analysis Server Failover cluster
¥ Reporting Services
v Motification Services
v Inteqration Services

v Workstation components, Books Gnline and developrnent toals

For more options, click Advanced, Advanced |
Help | < Back | Mext = I Cancel |

Default Instance

Service Account (In Produmgebungen nie den Admin nehmen)



i'-.%l' Microsoft SQL Server 2005 Setup 5'
Service Account
Service accounts define which accounts ka login.
- J‘

[ Customize For each service account

Service!

= Use the built-in System account
* Use a domain user account
Usernanme:
Password:

Domain:

=

ILocaI syskem

Iadministrator

I********

Itrainer. inkern

r—Start services at the end of setup
¥ | 50 Server

v &nalysis Services

v Reporting Services
[~ sQL Browser

Help | < Back I Text = I Cancel
Windows Authentication
Default Configuration
Feuer frei
P Microsoft SOL Server 2005 Setup ll
Setup Progress
The selected components are being configured
> |
Product | Skatus -
(MsMLe Setup finished
@SQL Setup Suppart Files Configuring components. ..
(501 ative Client Setup finished
S0L WSS Writer |l
(@owcit Setup Finished
@SOL Server Backward-Compatibility Files  Setup finished
S0L Server Database Services
Analysis Services :I
—Status
== Back | ext == Cancel

SQL 2005 SP3 installieren



Microsoft SQL Server 2005 Service Pack 3 Setup

Installation Progress

Flease wait while the installation procesds.

Praduct | |hztance | Statuz -
Setup Support Files Success

Databasze Services MSSOLSERVER Feboot Required

[ Analysis Services MS5QLSERVER Success

Reporting Services |15420064F eportS erver Success

Motification Services Success

Integration Services Success

SOL Server Mative Client Reboot Required —
O Client Components It Pragress
OsolxMLd _ILI
4| | B

Installing Windows Installer file sglun_tools.mep

Copying new files

]

<< Black et = Canczel

MSMQ installieren

Application Server

I

To add or remove a component, click the check box. & shaded box means that only part
aof the component will be installed. To see what's included in a component, click Detailz.

Subcomponentz of Application Server:

% Application Server Console 0.0MB ;I
[ B ASPMET 0.0 ME
@ Enable network COM+ access 0.0MB
| @ Enable network DTC access 0.0 MB
% Intermet Infarmation Services [115] 274 MB
= Hueling _I

Deszcription:  Pravides guaranteed message delivery, efficient routing, security, and
tranzactional support

Total digk space reguired: 10.0 MB Dietails. . |

Space available on digh: 1196322 MB

0k I Cancel |

Trigger



Message [Queuing

I5¢

To add ar remove a companent, click the check box. A shaded box means that only part
of the component will be inztalled. To see what's included in a component, click Detailz.

Subzomponents of Mezzage Oueuing:

%.ﬂ\ctive Directory Integration 0.0MB ;I
< Comman 7.OMB
O g\ﬁ Downlesel Client Support 0.0 MB
[ #3 MSMO HTTP Suppart 0.0ME
[ = Rauting Suppart 0.0MB

1 0.0 MB
I

Description:  Associates the arrival of incoming meszages at a queue with functionality
in a COM compaonent or a stand-alone executable program

Total disk space required: 10.0 MB Details... |
Space avallable on disk: 119633.2 MB
Ok I Canicel |

FSMC Installation

Microsoft Forefront Server Secu Management Console Setu

Select a role for vour server;

Server Roles
' Standalone

 Primary

" Backup

F33MC needs a password to encrypt and transfer sensitive
data between Primary and Backup servers,

Password: I

Confirm Password: I

Impartant: You musk use the same password For bath wour
Primary Server and Backup Server.

Cancel

SQL Server Enterprise

crosoft Forefront Server Security Management Console Se

Select the bype of database installation For the Microsoft
Forefront Server Security Management Console.

™ Express

Use Microsoft: SCL 2005 Express on the FSSMC Server. &
dedicated server instance will be created for the sole use
af FSSMC.

Use an existing SQL server in your enterprise, Befare
proceeding with an Enterprise installation, make sure that
wour Database Administrator has created the FSSMC
databases and the login user. You will need this
information in & subsequent step.

Click Check Prerequisites ko have Setup verify that all needed
prerequisites are present, It will then continue with the
installation.

Check prerequisites I Cancel




Mit DB verbinden

Lt Server Secu Management Console Setup

Select the database authentication method, Then select a
server and enter the carresponding credentials.

% Use Windows Integrated (NT) Security
" Lse 50L authentication
—[ratabase Authentication

Server: | (local) j
Enter an MT Domain Kame {not a Fully Qualified Domain Mame)
MT Domain: I trainer
User: I administrakor
Passward: I A
Test Logon |
,WI Cancel
crosoft Forefront Server Security Managemen - |EI|1|

Welcome to the Microsoft
Forefront Server Security
Management Console
installation

Setup will now guide you through the installation of Microsaft
Farefrant Server Security Management Console.

< Back Cancel |

i‘é’- Microsoft Forefront Server Security Managemen o ] |

Install Microsoft Forefront Server Security Management Console

Flease wait while Microsoft Forefrank Server Security Management Console is
installed.

Status:

= Back [ext = | Cancel I




Installation abgeschlossen

refront Server Security Management

Installation complete

Setup has finished installing Microsoft Forefront Server
Security Management Consale on your compuker,

= Back Zance]
icrosoft Forefront Server Sec: Management Consoll dows Internet Explorer = o)
|aL http: {localhost [FSSMConsole/Def ault. aspx B || #2 || | &% Live Search o

Fle Edi Yew Favorites Tools Help

.7 Favorites | 95 B Suggested Sites + & Web Slice Gallery ~

(€ Micrasoft Forefrant Server Security Management Con..

‘ 0 - B) - () m - page - Safety - Took - @

Microsoft*

Forefront
Server Security Management Console

Welcome to Microsoft Forefront Server Security Management Console.

At a Glance...

+Ata Glance.

-New Servers
The following is a summary of what has happened in your enterprise in the last 24 hours

Administration Traffic Summary
+Users Messages Processed: 0 Files Processed: 0
-Servers
-Server Groups
- Giobal Configuration Virus Statistics Spam Statistics Filter Statistics
Skipped: 0 Skipped: 0 Skipped: 0
Job Mar =
“Packages Cleaned 0 Purged: 0 Purged 0
-Jobs Deleted™. 0 Identified: 0 Identified™ . 0
-Quarantine Wanager Blocked” 0 Total 0 Deleted™" 0
Purged*: 0 Blocked*: 0
Reports: 9
- Detection Total 0 Total 0
~SWTP Traffic
Engine and Signature
N Top 5 Viruses Most Active Servers (Based on Detections
Versions
“New Servers |virus Name [ count | [serer [ viuses ][ spam || Fitters
Alert Management:
- Alerts Note:
* indicates Forefront Security for SharePoint
Event Logs: ** indicates Forefront Security for Exchange Server
- Alert Logs -
“Hotification Logs
Help: Version: 10.5.1241.0

-Onling Help ‘Computer Name: 1ISA2006



Administratoren hinzufuegen

crosoft Forefront Server Sec Management Console ndows Internet Explorer = O] 5[
Domain:
Itrainer,\mem j
Users: Selected Users:
administrator trainer intern\marcimarc
arotem

Refresh | ﬂl Cancel

[T W local intranet Va v [ ® 0% -

Server hinzufuegen

Microsoft Forefront Server Security Management Console - dows Internet Explorer
@?} - |g, http:/flocahostiF35MConsole/ServerManagement AddMachine, aspx j @

Eile Edit ¥ew Favorites Tools  Help

. Favorites | 9 @] Suggested Sites @ | Weh Slice Gallery =

@Mi:msuft Forefront Serwver Security Management Con. .. | | & - E
Ecrosoﬂ:‘ f
Server Security Management Console IS e e
-Ata Glance Use this pane to add servers
-New Servers
Administration:
“Users Select Servers Server Names: H
-Servers
*Server Groups Select servers to add to the
- Global Cenfiguration Management Console

These servers mustthen
Job Management: have agents deployed in
-Packages order to be monitored =
-Jobs

- Quarantine Manager

Reports:
+ Detection
- SMTP Traffic
Engine and Signature
“Wersions
*New Servers Apply Groups Product Deployment Groups:
Alert Management: Add the selected senversto | Default x|
+Aleris one of more groups in order
to manage them as a single
Event Logs: unit.
-Alert Logs

- Notification Logs

Help:
- Online Help

4



Globale Konfiguration

Manage Global Configuration

Use this pane to configure global Microsoft Forefront Server Security Management Console seftings

SHTP Server.
SMTP Server

Select the SMTP server and From address to use for all SMTP messages originating from Microsoft Forefront Server Security Management Console From Address:

¥ Require SMTP Authenticatic

User Name:
s

Passwaord:

Test E-mail

Polling Interval (in minutes)
240

Statistics Polling

Select how often Microsoft Foerefront Server Security Management Consele should retrieve historical data from remote servers for reporting purpeses. Poll Now |

Download Konfiguration

Paolling Interval (in minutes)

statistics Polling 240

ielect how often Microsoft Forefront Server Security Management Console should retrieve historical data from remaote servers for reporting purposes Poll Now

Jownload Configuration Download Location
httpl | | microsoft. en

ielect your main signature download location.
Proxy Server.

Port

Prowy Username:

Proxy Password:




Update Package Konfiguration

@M\crosoft Forefront Server Security Management Con. .. | |

G- 8 -

Microsoft*

Forefront

Server Security Management Console

At a Glance... Use this pane to add packages
New Servers

Add Package

Administration:

Users Add Package Package Name:
Servers

Server Groups

Enter a package name and
Global Cenfiguration

file to upload to the server.
This package can then be

Job Management: scheduled for deployment
Packages throughout the enterprise.
Jobs File to upload:

Quarantine Manager

eports: I
Detection

Browse |

SMTP Traffic

Engine and Signature
Versions

New Servers

ilart Mananameant:

Create Scan Jobs

ﬂl Cancel |

osoft Forefront Server Security Management Console - Windows Internet Explorer

@; - IE http: ! flocalhost F35MConsolefManualScan JobModify . aspx

1|l x| 87 Live 5ea

Ele Edit Wiew Favorites Tools Help

fj Favorites | {é # | Suggested Sites ~ € | Web Slice Gallery =

fé Microsaoft Forefront Server Security Management Con... | |

fi- 8 -

Microsoft*

Forefront

Server Security Management Console

Manual Scan Job

-At & Glance Use this pane to specify manual scan job parameters.
-New Servers

Administration: Job Name |

-Users

-Servers

=Server Groups

+*Global Configuration
Manual Scan Job

Job Management: & ForeFront Security for Exchange Senver
-Packages Select the product type.
+Jobs © ForeFront Security for SharePoint

*Quarantine Manager
I

Reports: Antigen 9.0 for Exchange
-Detection

=SMTP Traffic
_Engine and Signature

Versions

-New Servers Schedule Job Schedule Optiens: ¥ Do not schedule

! Start Date 5/18/2010 i)
Alert Management: Select the date and time for

-Alerts the job to run.

Event Logs: Start Time: 12 = 00 =] AM =

-Alert Logs

- Notification Logs

Help:
= Online Help

MNext = | Cancel



Quarantaene Manager

Microsoft®
Forefront
Server Security Management Console

View Filter |
Surt:l Host 'I o Ascending & Descending
Administration:

+Users Sender
-Servers

= Server Groups Name*
- Global Configuration

-AtaGlance...
-New Servers

1 |

Job Management: -
-Packages Total Records: 0
-lobs Note: * for Exchange

= Quarantine Manager

Detection Reports

Microsoft®
Forefront
Server Security Management Console

-4t a Clance. . Selectthe report to run.
-New Servers
« Virus Detection Repaort
Administration: « Virus Detection Summary
~Users « Virus Action Repaort
:ix:ﬁ;mu « Virus Action Summary
pe « Top n Viruses Found

= Global Configuration

Job Management: « Spam Detection Report
-Packages « Spam Detection Summary
*Jobs « Spam Action Report
= Quarantine Manager . SpamAclion Summarv
RD:D:,:::H « Content Filter Report
- SMTP Traffic « Content Filter Summary
_Engine and Signature « File Filter Regor[
e » File Filter Summary

« Filter Action Report
Alert Management: « Filter Action Summary
-Alerts « Filter Statistics

Action Host Date/Time File Incident Message Name/Author

Quarantine Manager

Retrieve Data |

Sender Recipient
Address MName/Last
Address Modified By*

>
P 1% I

Select Detection Reports



Report Details

Forefront

Server Security Management Console Report Parameters
-Ata Glance. . Use this pane to specify parameters for the following report;
-Newr Servers

Detection - Spam Action Summary
Administration:
-Users

-Servers Select Products
-Server Groups ¥ Exchange / SMTP
-Global Configuration Select the products to be

included in the report.

Job Management:
-Packages

wJobe Start Date and Time  StartDate: |5_x1a_.rgg1g H

- Quarantine Manager

The time may be rounded to

Reports: the nearestinterval.

+Detection Start Time: |12 vl: Igg v"AM vl

-SMTP Traffic

_Engine and Signature

Versions =

‘e Servers Time Interval ' 1 Hour
1 Day

Alert Management: ie;sgthe time interval for the o~ 1 Week

“Alerts ' " 1 Manth
1 vear

Event Logs:

-Alert Logs

- Motification Logs
Select Servers

Help:
«Onling Help Selectthe servers to be
included in the report.

SMTP Traffic Report

Microsoft*

Forefront

Server Security Management Console Select SMTP Traffic Reports

-Ata Glance... Selectthe report to run.
=Mew Servers

« SMTP Messaqes Processed

Administration: « SMTP Messages Processed Summary
-Users « SMTP Bytes Processed
=Servers

« SMTP Bytes Processed Summary

-Server Groups
- Global Configuration

Job Management:

Alert Options

Microsoft®

Forefront

Server Security Management Console Manage Alerts
.At3 Glance... Use this pane to configure alerts for individual servers or groups of servers. To configure alerts, select
-New Servers the servers or groups of servers, and then select the type of alertto configure.

Administration: Virus Alerts | Spam Alerts | Filter Alerts | File Filter Alerts | Signature Update Alerts
-Users

* Servers
- Server Groups
- Global Configuration

Job Management:
-Packages

-Jobs

- Quarantine Manager



Alert Option Details

{E Microsoft Forefront Server Securicy Management Can. .. |

- Server Groups
- Global Configuration

Job Management:
-Packages

-lobs

- Quarantine Manager

Reports:
- Detection
- SMTP Traffic
Enging and Signature
"Versions
-New Servers

Alert Management:
-Alerts

hi - &

[ =endnotmcaton imno defeclions have Deen reponed1or infecte

messages in the past 0 minutes.

Suspected malfunction time (in minutes): |U

Administration: Enable Alerts
-lUsers
- Servers Selectthe alerts to monitor.

[~ Send notification if the number of detections reported for infected
messages in the past 0 minutes exceeds 0.

Detection Period (in minutes}:IU

Detection LeveI'IU
Detection Units:INUmherLI

Event Logs:
-Alert Logs
- Notification Logs

Qutbreak Settings

Specify when an outbreak
Help: peciy

- Online Help time that must pass with

detection levels below the
alert conditions setin the
Enable Alerts section.

ends. This is the amount of

Consider an outbreak to end in {(minutes):

—

E-mail Notification:

E-mail Destination

Alert Logs

'{é Microsoft Forefront Server Security Management Con.. .

E-mail Recipients:

Add

M-

Microsoft*

Forefront

Server Security Management Console

+Ata Glance...

Host N £
-New Servers ostiiame IA”

Administration:
+Uszers

- Servers

»Server Groups

- Global Configuration

Host Name

Job Management:
-Packages

+Jobs

- Quarantine Manager

Reports:

- Detection

- SMTP Traffic

,Engine and Signature Purge |
Versions

*New Servers

Alert Management:
- Alerts

Event Logs:

There are no entries in the Alertlog

Alert Logs

2=



Sonstiges

SQL Datenbanken, aha Sybari

icrosoft SOL Server Management Studio - |E| il

File Edit Wiew Tools ‘Window Community Help

Duewowey |0 B G B St Ed BERES

t - 1 x Object Explorer Details | - X
Connecl Ve T E o g 27T
= Lﬂ ISAZ006 (SOL Server 9.0.4053 - TRAIMER admini
= [ Databases - .
i Dt . | SybariEnterpriseManagerReports
[ Database Snapshats 15420064 Datsbases\SybariEnterpriselanagerReparts & Itemis)
|_J Reportserver
[J ReportServer TempDB
| ) SybariEnterpriseManager Name |
Il HiEd [ Database Diagrams
[ Security [ Tables
| Server Objects 3 Yisws
=3 ;EDII[EHDH . E@synonyms
L ana.gemen . [ Programmahility
[ Motification Services [ Service Broke
L% S0L Server Agent ervice Broker
[ Storage
[ Security
< i ©
Ready l y Help make Microsoft® SQL Server™ 2005 better! lzﬂ;

Server hinzufuegen



Domain:
Server Type:
Name:

Servers:

ﬂ:'Micrnsnft Forefront Server Security Management Console - Windows Tnk o ] o

|trainer.intern
[ Any

Lefled

Find Mow |

Selected Servers:

trainer-dc
uag

uag2
winTclient

[ = |
.

ﬂl Cancel |
[~

|D0ne

Deploy Agent

Microsoft®

Forefront

l_ l_ l_ l_ l_ l_ I‘ﬂ Local intranet

[#a - [®100% - 4

Server Security Management Console

=Ata Glance...
-Mew Servers

Administration:
=Uzers

-Servers

= Server Groups

- Global Configuration

Job Management:
-Packages

=lobs

= Quarantine Manager

Reports:
- Detection

Deploy Agent
Enter a username and password with administrative access to the selected servers. This password will

be usedto remotely access the server and install the agent software. You can use the same password
for all servers by selecting the "Use These Credentials for All" checkboxin the first row.

Server Name

Username® Password

¥ Use these credentials for all
Seners.

|iraineriadministratar [seseaces

isa2006.trainer.intern | |

* Enter the username in the format domainiusername or serveriusername.

Continue I Cancel |




{:_' Microsoft Forefront Server Security Management Console - Windo ] - |Elli|

=

Miereseft

Forefront

Server Security Management Console

Hostname Status Details

i5a2006 trainer.intern Copying files to remote share.

Close |
[

Done [T T T W Localintranst [V = [# 100 = &
Manuell

|‘1!f Microsoft Forefront Server Security Deployment Agent'1 — IElliI

Welcome to the Microsoft Forefront Server
Security Deployment Agent 10.5.1241.0 Setup W. ..

The ingtaller will guide vou through the steps required to install Microsoft Forefront Server Security
Deployment Agent 10.5.1:247.0 on pour computer.

WARMIMG: This computer program is protected by copyright law and international treaties.
Unauthaorized duplication or distribution of this program, or ahy portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent poszible under the law,

Cancel < Back




