Forefront UAG Array/NLB mit SP1 Release Candidate (RC)

Dieses Bilderbuch beschreibt die Einrichtung von Forefront UAG SP1 RC in einem
Array mit NLB Integration und des Umbaus der Portal- und DA-Loesung auf den HA-
Verbund.

Details zu UAG und UAG DA:
http://www.it-training-grote.de/download/FF-UAG-DA-SP1-RC.pdf
http://www.it-training-grote.de/download/FF-UAG-DA.pdf
http://www.it-training-grote.de/download/FF-UAG-nrw2010.pdf
http://www.it-training-grote.de/download/Forefront-UAG. pdf
http://www.it-training-grote.de/download/UAG-Array.pdf
http://www.it-training-grote.de/download/UAG-DA-T-mobile.pdf
http://www.it-training-grote.de/download/UAG-DA-Vodafone.pdf
http://www.it-training-grote.de/download/UAG-DA.pdf
http://www.it-training-grote.de/download/UAG-Updatel.pdf
http://www.it-training-grote.de/download/UAG.pdf
http://www.it-training-grote.de/download/UAG2010Beta.pdf

Zertifikate

Zertifikate muessen auf allen Array Managern mit Private Key verfuegbar sein, also
alle Zertifikate als .PFX von dem ersten UAG Server exportieren und auf den
anderen Array Membern importieren

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export

;_@_ﬁ wizard.

'5.-;';1? You have spedified the following settings:
File Mame C:Ytem
Export Keys Yes

Indude all certificates in the certification path Mo

File Format Certificate Export W x|

The export was successful,

< Back Finish Cancel
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http://www.it-training-grote.de/download/UAG-Update1.pdf
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Array erstellen

Array Management Wizard




Array Management Wizard




Array Management Wizard




Array Management Wizard




Array Management Wizard

Sekunden spaeter

This server has been configured successfully as the array
Manager.

Save configuration — Activate configuration



Array Management Wizard







Array Management Wizard

|

Joining the Array

‘fou have successfully completed the wizard, When you dick Finish, this
server connects to the array manager using the settings provided,

Configuration |

The server was successfully joined to the array. To complete
array configuration and manage array settings, dose and then
reopen the Forefront UAG on the array manager server.

[ o |

< Back Finish Cancel

Jetzt gibt es auch zwei Server im Array

Forefront Unified Access Gateway Activation Monitor

|#]Refresh 2] Options. ..

148 UAG Amay Members [ Severty | Message

v State Validating configuration settings.

v UAG2 State Starting activation.
Debugging Locking the mutex [Global*FitterCig Mutex_portal].
Informationi Corfiguring NLE settings.
Information NLE settings were corfigured successfully.
Information Configuring the firewsall.
Debugging Allowing outgoing TCP connection for trainer-dc trainerintem: 443",
Debugging Application "RemoteApp’ uses the localhost” address. No Forefront TMG nule will be added for this application.
Debugging Application ‘Remote Desktop Services’ uses the localhost' address. No Forefront TMG rule will be added for this application.
Debugging Application "MSTSC' uses the localhost” address. Mo Forefront TMG rule will be added for this application.
Debugging Application VPN’ uses the localhost’ address. No Forefront TMG rule will be added for this application.
Debugging Allowing outgoing TCP connection for trainer-dc:™.
Debugging Allowing incoming TCP connection for port:'50002".
Debugging Allowing outgoing TCP connection for "10.80.16.75:50002".
Debugging Alowing outgoing TCP connection for "212.212.10.111:50002".
Debugging Allowing outgoing TCP connection for “10.0.0.1:50002".
Debugging Allowing outgoing TCP connection for "212.212.10.112:50002".
Debugging Allowing outgoing TCP connection for "212.212.10.113:50002".
Debugging Adding Forefront TMG rule for S5L Network Tunneling (SSTP).
Information The firewall was configured successfully.
Information Configuring S5L Metwork Tunneling (SSTF).
Information The S5L Network Tunneling {SSTP) settings were corfigured successfully.
Information The Metwork Connector service was stopped successfully.
Information Activating Network Connectaor.
State Writing the corfiguration files.
Debugging Writing the file [C:\Program Files“Microsoft Forefront Unified Access Gateway'won'conf\Reporter xml].
Debugging Writing the file [C:“Program Files"\Microsoft Forefrort Unified Access Gateway'won'confRepository xml].
Debugging Writing the file [C:\Program Files Microsoft Forefront Unified Access Gateway'won'confRale xml].
Debugging Writing the machine [UAG] [10.80.16.79] to the High Availability file.
Debugging Writing the file [C:\Program Files Microsoft Forefront Unified Access Gateway'won \Monitor'HA xml].



In der TMG Konsole ist noch Rot angesagt

File Action View Help

= |

e FElHE R

=] Microsoft Forefront Threat Manageme
[l i@ Forefront TMG (UAG)
=1 pashboard
=| Monitoring
' Firewal Policy
Web Access Policy

< Forefront
Threat Management Gateway 2010

(1) Click here to learn about the Customer Experience Improvement Program.

Monitoring Forefront TMG (UAG)

Enterprise

i E-Mail Palicy
5;'P Intrusion Prevention System

Alerts ¥ Sessions YCcnnacﬁvity Verifiers YSeruioes y Configuration \

.3 Remote Access Policy (VPM)
= Networking
B system
j Logs & Reparts
¢+ Update Center
i Troubleshooting

Configuration Status

Configuration status monitors the version of the configuration used by the Microsoft Forefront TMG Firewall Service on
each array member and compares it to the version in the configuration store.

Server Status | Last Updated | Description |
@ UAG Synced  31.10.201009:14:31 Server configuration matches the stored configur. ..

&% uaGz Error Forefront TMG Management cannot establish a co...

Refresh

A Refresh Now

/ Tasks -

#] Automatic Refresh Rate:

IMedium - I

Kraeftig durchsyncen, Geduld haben und auch mal die TMG MMC neu starten.
Manchmal ist die Anzeige trotz Refresh Button nicht ehrlich ®

UAG Verwaltung kann auch nur noch ueber den Array Manager erfolgen

& Microsoft Forefront Unified Access Gateway Management
Help

File Wiew Admin  Messages

I 65

Array Management Wizard

Welcome to the Array Management Wizard

This wizard helps you to configure and manage arrays.

Use this wizard to:

1. Set a server as the array manager server
2. Add servers to the array
3. Manage array members:

- Update array manager settings

- Remove servers from the array

= Back I Next > I

Cancel




Array Management Wizard ﬂ

Step 2 - Select Array Manager

Select the array manager, and spedfy the credentials used to connect to it

Array manager (IP address or FQDM):

uag.trainer.intern Browse... |

~User credentials

Enter a user account that has administrator permissions on every array
member. It is recommended that you use an account with a long expiry
period,

Lser name: I administrator

Passward: I ITITTTTY

Darnain: I trainer.intern

Make sure that you have added this server to the list of array
members on the array manager.

< Back I Mext = I Cancel

Jetzt geht es ans Eingemachte — NLB

Vorher alle verfuegbaren Hotixe installieren — Mindestens KB977342!

Network Load Balancing

Define virtual IP addresses to configure Metwork Load Balandng (MLE).

Virtual TP | Interface Type | Subnet | address Type | 1nuse | Ad

Edit.,.

Remove

il

MLE mode: [Unicast j




Achtung: DA kann nur Unicast!!
http://technet.microsoft.com/en-us/library/ee191502.aspx#single

Configure Virtual IP Addresses _ x|

Select a network and define virtual IP addresses.

Metwork: IInternaI j

v 1Pv4

Virtual IP address: I 0 . 80 . 185 . 222

Subnet mask: | 255 . 255 . 252 . (|

i~ IPuG

Virtual IF address; I

Subnet prefix: I

QK I Cancel

Fuer dieses Beispiel benoetigen wir drei VIP am externen Interface. 2 VIP mit
aufeinanderfolgenden IP-Adressen fuer DirectAccess und eine oeffentliche IP fuer

das Portal

MNetwork Load Balancing

Define virtual IP addresses to configure Metwork Load Balancing (MLE).

Virtual IP | Interface Type | Subnet | Address Type | In Use

10.80.16.222 Internal 255.255.252.0 IPv4 Mo

212,212,10,222 External 255.255.255.0 IPva4 Mo

212,212,10,223 External 255.255.255.0 IPv4 Mo

212,212,10,224 External 255,255.255.0 IPva Mo
MLE mode: |Unicast j

Add...

Editi .,

Rermoyve

i3

Konfiguration speichern und aktivieren

Close

i



http://technet.microsoft.com/en-us/library/ee191502.aspx#single

Erste zaghafte NLB Versuche ©

File  Action View Help

o Al il ? o ERE

=

=5 Microsoft Forefront Threat Manageme
= '@ Forefront TMG (UAG)
Ef] pashboard
=] Monitoring
Firewall Policy
Web Access Policy
= E-Mail Policy
=£F' Intrusion Prevention System
[) Remote Access Policy (VPM)
=4 Networking
E[ﬂ System
AJ Logs & Reports
¢ Update Center
= Troubleshooting

< Forefront
Threat Management Gateway zo10

(i) Click here to learn about the Customer Experience Improvement Program.

|; Alerts Y Sessions YConnecﬁvity Verifiers Y Services ‘Cnnﬁguration \

Server ~ | service | status | service Uptime |

= % Reporting Services Group

EHUAG SO Server (ISARS) Running

% LIAG SQL Server Reporting Services (I... Running

% UAG Microsoft Forefront TMG Firewall  Running oLz
% UaG Microsoft Forefront TMG Job Sch... Running 01:12:33
% UAG Remote Access Service Running
B UAG Metwark Load Balancing Unavailable
% LAG SOL Server Express Running
% UaG Microsoft Forefront TMG Manage... Running
% UAGZ Microsoft Forefront TMG Firewall  Running 00:29:00
% UaG2 Microsoft Forefront TMG Job Sch... Running 00:29:43
% UAG2 Remote Access Service Running
_:3 UAGZ Metwork Load Balandng Unavailable
% UAG2 SOL Server Express Running
% UAGZ Microsoft Forefront TMG Manage... Running
Hmm, wird nicht gruener ®

"-% UAG Remote Access Service Running

"u% JAG Metwork Load Balancing Stopped

"u% UAG S0L Server Express Running

% JAG Microsoft Forefront TMG Managed Contral Running

% UaG2 Microsoft Forefront TMG Firewall Running

% AG2 Microsoft Forefront TMG Job Scheduler Running

"-% a2 Remote Access Service Running

¥ o UAG2 Metwork Load Balancing Stopped due to a VPN problem

ﬂj UAG2Z S0L Server Express Running



Warum?

= _f_\, MLE Stopped - VPN Static Address Pool I... 31.10.2010 09:45:47 Mew Metwork Load Balan... UAGZ

MLB Stopped - VPN Static Address Pool I... 31.10.2010 09:45:47 MNew Metwork Load Balan... UAGZ2
_:3 SYN Attadk 31.10.2010 09:45:26 MNew Security UAG2
Alert Information

Description: Network Load Balandng on the local computer will be stopped because the VPN Static Address Pool is empty.
Metwork Load Balanding will remain stopped untl at least one range of IP addresses is spedified in the VPN Address Assignment properties page.

Aha deshalb, also ausbessern

OK, der erste Server war schon drin und da bei einem Array kein DHCP verwendet
werden kann benoetigen wir zwei statische IP-Adressbereiche

551 Hetwork Tunneling Co

| %

¥ Enable remote dient VPN access

=l General I +F Protocols IP Address Assignment |33_', User Groups

Spedfy how IP addresses are allocated to remote WPM dient endpaoints.

¥ Assign addresses from a static address pool

Array Member | Start Address | End Address | Ad
UAG 172,16,10,100 172.16,10,140

Edit...

1}

Add IP Address x|

Array member: ILI.-!'.GE j oK I nced...
FrumIPaddress:I 172 . 16 . 10 . 141 Cancel |

To IP address: I 172 . 16 . 10 . 180

QK Cancel

Also nach Konfigsync die NLB Dienste nochmal starten



Danach ist alles schick

|; .lﬂ.Jn.=_'rts)/Svassjnz:unsy'l::u::nr1nvau::h"u.-'i‘r5.r Verifiers YEEW'K:ES ‘Eunﬁguraﬁun \

Server | service | status
= 'ﬁ) Reporting Services Group
WHUAG  5QL Server (ISARS) Running
% JAG SQL Server Reporting Services (ISARS) Running
% LAG Microsoft Forefront TMG Firewall Rurning
% LAG Microsoft Forefront TMG Job Scheduler Rurning
% UAG Remote Access Service Running
% LAG Metwork Load Balancing Rurining
% UAG SOL Server Express Running
% LAG Microsoft Forefront TMG Managed Control Rurning
% LaG2 Microsoft Forefront TMG Firewall Running
% LaG2 Microsoft Forefront TMG Job Scheduler Running
% LAG2 Remote Access Service Running
& uaGz Metwork Load Balancing Running
% UAG2 S0L Server Express Running
% LAG2 Microsoft Forefront TMG Managed Control Rurining




In der NLB Konsole von Windows gibt es noch das bekannte Connectivity Problem!

Fixen

X

New Protocol Definition Wizard

Primary Connection Information
Which port number, protocol, and direction are used for the primany connection?

Port Range | Protocol Type | Direction |
10000-11000 TCP Outbound

i}

Delete

For protocols used in access nules, protocol direction should be outbound.
For server publishing rules, protocaol direction should be inbound.

< Back | Next > Cancel

a1 we s e

BB array Servers B Array Servers g All Users

'qn NLEConsole

=0 NLEConsle & alow

NLB Konsole

42 Network Load Balancing Manager
File Cl i

Cluster corfiguration for all known NLB clusters

] te[;atlsgoogg;s ) Cluster name | Cluster |P address | Cluster |P subnet mask | Cluster mode |
H = |l .
H =5 Intemal 10.80.16.222 255 255.252.0 unicast
-3 External (212,212, 10,222 '.g
=58 Bxteral { ) 25 Btemal 21221210222 255.255.255.0 unicast

UAG(BAD)



Forefront UAG Web Monitor

(_f'_' Microsoft Forefront Unified Access Gateway - Web Monitor - Windows Internet Explorer

@ = [@] htip: /flocalhost: 50002/ =l [ &[]l x| [.2 8ing

.7 Favorites | 93 €| Suggested Sites ~ | Web Slice Gallery ~

? Microsaft Forefront Unified Access Gateway - Web M... | | '& v L
) Web Monitor ( Array Monitor
Fy

Session Monitor |I; "-Hod 2 @

Current Status | es (2) |

Active Sessions |se|ect an option to apply j Apply | #

Statisti izati
[ statistics Node Name Node IP NLB Status  Ymenronization
Status

Application Monitor r uac

Current Status
Active Sessions
[ statistics

User Monitor

Current Status
Active Sessions
[ statistics

DirectAccess Monitor

Current 5tatus
Active Sessions

Farm Monitor

Current 5tatus

Array Monitor

10.80.16.79 Converged Synched
r UAG2 10.0.0.2 Converged Synched

Portal auf integriertes NLB einstellen und DNS Records aktualisieren

" Microsoft Forefront Unified Access Gateway Management
File Wiew Admin Messages Help

O lg

=42 Forefront UAG
A&, HTTP Connections
f§ HTTPS Connections

r~ External Site Name w
Specify the name that dients type in the browser to access the site.

Application Type |
Portal
Microsoft Exchange Server ...
RemoteApp

[~ External Site Address Remote Desktop (User defi...

HTTPS Port: I = 443 - Remote Network Access @
¥ Use integrated NLB |

’7\ilud]P:|2].2.212.].0‘224;| Add

Public host name: Iwebma\l.ta\ner.de Port: | 443




DA Konfiguration aendern

Beim Aufruf des DA Knoten in der UAG MMC wird erkannt, das sich die

Konfiguration geaendert hat und man muss den DA Assistenten neu starten und die

IP-Adressne auf die BLB VIPs anpassen.

|3% UAG DirectAccess Server Configuration

UAG DirectAccess Server Configuration

Load Balancing
To set up the UAG DirectAccess server, assign IP addresses to the Internet-facing and internal networks.

IP-HTTPS Certificate -J
UAG DirectAccess Internal
IPsec Certificate Authentication . S nebwak
Internet-facing Internal
First Internet-facing IPv4 address: Intermal IPvd address used when [SATAP is

deployed on the UAG DirectAccess server:

|212.212.10.222 | 10.50.16.222
Second Internet-facing IPv4 address: Internal IPv6 address:
N2.21210.223 ﬂ

. ISATAP IPvE transition technologies will be enabled on the UAG DirectAccess server. Register the
i | DNS name "TSATAP" with "10.80.16.222, 10.80.16.79, 10.0.0.1" on the DNS in all domains to enable
' IPvb connectivity on these domains. In addition ensure that ISATAP is not blocked inthe Global

Query Block List on all DNS servers.

Learn more... < Back | Mext = I Finish |

Cancel |

Nicht vergessen, die Group Policies zu aktualisieren und entsprechende ISATAP
Eintraege im DNS vorzunehmen und den vorhandenen ISATAP Eintrag zu loesen.

Danach das uebliche speichern der UAG Konfig und Aktivierung der selbigen



Portalzugriff nach Aenderungen testen

ﬁ Microsoft Forefront Unified Access Gateway - Installieren und Erkennen - Windows Internet Explorer

G@ <[] hitps//webmail trainer.de/uniquesigi39256 d60509b87dBa2bSc16361c0517/uniquesig0/Intern ~ 4 [ymy] 42 | X | [[=] 8ing

57 Favariten | Y a Vorgeschlagene Sites = a Web Slice-Katalog +

Jg Microsoft Forefront Unified Access Gateway - Ins... ﬁ = - =3 @ v Seite v Sic

Netzwerkzugriff

Geritekompatibilitat wird iberprift...

@ 2010 Microsoft Corporation. Alle Rechte vorbehalten. Nutzungsbedingungen.

@ = |E https://webmail trainer.de/uniquesig439256d60599b87 d8a2b5c16361 c0517/uniquesigd/Secur ~ a k| “'f| X | |E Bing
7.7 Favoriten | - B Vorgeschlagene Sites v B Web Slice-Katalog +

Jg Microsoft Forefront Unified Access Gateway - An.. ‘& R = @ v Seitew &

Netzwerkzugriff
Anmelden
Benutzername: | marcimarc |
Kennwart: |........ |
Sprache: Deutsch (de-DE) -

Diese Site ist nur fir autorisierte Benutzer vorgesehen.
Wenn Probleme beim Zugriff auftreten, wenden Sie sich an den Siteadministrator.

@ 2010 Microsoft Corporation. Alle Rechte vorbehalten. Nutzungsbedingungen.




Prima, das Portal ist noch da

e Microsoft Forefront Unified Access Gateway - Portal - Windows Internet Explorer

[=l=]=]

o O = |E https://webmail trainer.de/uniquesigd39256d60599b87 dBa2b5c16361 <0517/ uniquesigl/SecurePorl v &4 |“f| X | |E Bing

£ |

5 Favoriten | 95 @] Vorgeschlagene Sites = @& Web Slice-Katalog

Je Microsoft Forefront Unified Access Gateway - Por... l I

ﬁ e - =3 @ ~ Seite v Sicherheit v Extras = ﬂv

(&) Portal fiir den Anwendungs- und Netzwerkzugriff

D 80 | merdngastiven > @D | () | =2 moveat | [

00:59:07 El'- Abmelden

@ Startseite P suchanwendung Sortieren nach: Name -
~[A Startseite owa
& mersc Bilook Web App
0] owa
g Paint
VPN
& wordpad f ?I'I Paint VPN
L%
?II' WordPad
L%

So erreichen Sie uns | © 2010 Microsoft Corparation. Alle Rechte vorbehalten, Mutzungsbedingungen.

Outlook Web App und der Rest geht auch noch!

@ Microsoft Forefront Unified Access Gateway - Portal - Windows Internet Explorer

O O @ |E https://webmail trainer.de/uniquesigd39256 d60599b87 dia?b5c16361 0517 /uniquesigl/SecurePor + 5 | s | X | |E Bing

7.7 Favoriten | 93 @] Vorgeschlagene Sites @ | Web Slice-Katalog

Je Microsoft Forefront Unified Acd & Ma 3 el

- &[4[ x][[Esn

@ - |ﬂ https://webmail trainer.de/owa/

(&) Portal fiir den A
@ | &% | Anwendung

{i' Favoriten | {5 g WVorgeschlagene Sites » E Web Slice-Katalog =

[

J & Marcimarc - Outlock Web App

@ 7 > = @ - Seite v Sicherheit v  Extras = @v

@ q Microsoft
Outlook' Web App
¥[J Startseite .
& sTsc Inbox (0 Items) Options (G @ -
E‘ OWA 4 E Favorites -Your password will expire in 9 days. Would you like to change itnow? Yes No
) i @ Inbox @New X v Mover Fiter ~ View ~ & pand Al | Mewest on Top
% U m Unread Mail
*,!_‘ WordPad @Sentlhems |_'-e.=':' Inbox r v| v

4 [ Marcmarc Arrange by: Date ~

@ Inbox
@ Drafts

E Sent Items

Q Motes

@ Junk E-vail
& Deleted Items
—

(=4 Mai
7 catendar
Contacts
|7 Tasks

MewestonTop ~

There are no items to show in this view,

t | Geschitzter Modus: Inaktiv

fa v H100%

Fertig




Zu guter letzt noch DA testen ©

Finish not swedish



