Forefront UAG mit DirectAccess

Implementierungsumgebung:

e Windows Server 2008 R2 englisch mit zwei Netzwerkkarten als Forefront UAG
Server paralell zu der TMG Enterprise Umgebung als Firewall. Der Forefront
UAG Server steht in der DMZ vor einer nicht Microsoft Firewall ®

e Windows 7 Ultimate oder Enterprise Client fuer DirectAccess Zugriff

e Windows Server 2008 R2 Enterprise CA

e Windows Server 2008 R2 Enterprise als NLS Server

Weitere Informationen:
http://www.isaserver.org/tutorials/Microsoft-Forefront-UAG-Overview-Microsoft-
Forefront-UAG.html

http://www.it-training-grote.de/download/Forefront-UAG. pdf
http://blogs.technet.com/b/tomshinder/archive/2010/08/03/how-to-configure-uag-to-
publish-your-private-certificate-revocation-list.aspx
http://technikblog.rachfahl.de/wp-content/uploads/2010/07/Direct-Access-Howto.pdf
http://technet.microsoft.com/en-us/library/ee861167.aspx
http://www.microsoft.com/downloads/details.aspx?FamilyID=9A87EFE8-E254-4473-
8A26-678ADEAG6D9E9&displaylang=en

Auf dem Forefront UAG Server

NIC benennen

( ;“; ;J |£—' = Control Panel ~ &l Contral Panel Tkems = Metwork Connections - - l‘a

File Edit “iew Tools Advanced Help

Crganize *  Disable this network device  Diagnose this connection  Rename this connection

‘:- INTERMAL
S Metwork

%7 Broadcom BCMS70SS Netktreme I1 G...

Netzwerkkarte Extern
NetBT kann am externen Interface deaktiviert werden!


http://www.isaserver.org/tutorials/Microsoft-Forefront-UAG-Overview-Microsoft-Forefront-UAG.html
http://www.isaserver.org/tutorials/Microsoft-Forefront-UAG-Overview-Microsoft-Forefront-UAG.html
http://www.it-training-grote.de/download/Forefront-UAG.pdf
http://blogs.technet.com/b/tomshinder/archive/2010/08/03/how-to-configure-uag-to-publish-your-private-certificate-revocation-list.aspx
http://blogs.technet.com/b/tomshinder/archive/2010/08/03/how-to-configure-uag-to-publish-your-private-certificate-revocation-list.aspx
http://technikblog.rachfahl.de/wp-content/uploads/2010/07/Direct-Access-Howto.pdf
http://technet.microsoft.com/en-us/library/ee861167.aspx
http://www.microsoft.com/downloads/details.aspx?FamilyID=9A87EFE8-E254-4473-8A26-678ADEA6D9E9&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=9A87EFE8-E254-4473-8A26-678ADEA6D9E9&displaylang=en

B EXTERNAL Properties
Metworking | Sharingl

Connect using:

l_:l‘ Broadcom BCMETOES Met<treme Il GigE [MDIS WED Clier

Thiz connection uzes the following iterms:

[ 9% Cligrit for Microsoft Nebworks

.@; (105 Packet Scheduler

<& |nternet Protocol Yersion B [TCP/APYE]

i |nternet Protocol Yersion 4 [TCP/IPwd)

& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

REREREO

Install... Uninztall Froperties

r— Description

Allows other computers to access resources on your computer
uzing a Microzoft network.

Ok | Cancel |

Bindungsreihenfolge — INTERNAL muss oben stehen

Advanced Settings
Adapters and Bindings | Provider Order |

Connections are listed in the order in which they are accessed by
hetwork services.

Conrections:

- EXTERMAL

|| [Remate Access connections]

[

Bindings for INTERMAL:

E File and Printer Sharing for Microzoft Metworks
i |nternet Protocol Yersion 4 [TCPAPw4]

W] 2. Intemet Protocol Wersion B [TCP/IPvE]
9 Client for Microsoft Nebworks
Internet Pratocol Wersion 4 [TCPAPwd]
i |ntermet Protocol Yergion B [TCR/PvE]

]

[ ok | cancel |
DNS Server GlobalqueryBlocklist ISATAP

Die GlobalQueryBlocklist muss von JEDEM DNS Server im LAN fuer ISATAP
entfernt werden.



gabeaufforderung

C:s2>dnzcemd spu-7 0 T sconfig Aglobalgqueryblocklist wpad
Registrierungseigenschaft globalgquerybhlocklist wurde zuriickgesetz=t._
Der Befehl wurde erfolgreich ausgefiihrt.

C:s>dnscmd sru-—w, .. ™2 sconfig ~globalgueryhlocklist wpad
Registrierungseigenschaft globalgqueryhlocklist wurde zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihet .

C:wrdnscmd spu-— sconfig <glohalgqueryhblocklist wpad

Registrierungseigenschaft globalgquervhlocklist wurde zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihet.

C:s2>dnzcmd spu-y - .. 50 Sconfig ~globalgueryblockliszt wpad
Registrierungseigenschaft globalgquerybhlocklist wurde zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihrt.

C:s>dnscemd syv-' | - -0 .1 sconfig sglobalgqueryhlocklist wpad
Registrierungseigenschaft globalgqueryhlocklist wurde zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihet.

C:xr»dnsemd spu— ~ ° 7. rsconfig ~globalgquervhlockliszt wpad
Registrierungseigenschaft globalgquervhlocklist wurde zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihet.

C:s>dnscmd spru— T - “ sconfig sglobalgueryblocklist wpad
Registrierungseigenschaft globalgquerybhlocklist wurde zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihrt.

C:s>dnscmd syv— - T--2 ™ sconfig Aglobalgueryhlocklist wpad
Registrierungseigenschaft globalgqueryhlocklist wurde zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihet.

C:wrdnscmd spu-! | -2 seonfig sglobalguervhlocklist wpad
Registrierungseigenschaft globalgquervhlocklist wurde zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihet.

C:s>dnscmd spru-— i....nT sconfig sglobalgueryblocklist wpad

Registrierungseigenschaft globalgquerybhlocklist wurde zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihrt.

C:s>dnscmd sru— ... ™7 sconfig sglobalgueryhlocklist wpad

Registrierungseigenschaft globalqueryhlocklist wurde zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihet.
C:wrdnscmd spu-— .. ™ seonfig ~globalguervhlocklist wpad

Registrierungseigenschaft globalgqueryhlocklist wurde =zuriickgesetzt.
Der Befehl wurde erfolgreich ausgefiihrt.

ISATAP Eintrag erstellen fuer interne IP des UAG Server

A Record ISATAP =10.80.20.29

Mame (bei Michtangabe wird tbergecrdneter Domanenname
werwendet):

| [SATAP

Yallqualifizierter Domanenname:

| ISATAP, oA,

IP-Adresse:
| 10,50,20,29]

[v Yerkniipften PTR-Eintrag erstellen

[ Authentifizierte Benukzer kiinnen DNS-Einkrage mit demselben
Besitzernamen aktualisieren

HDsthinzufﬂgenl Abbrechen ‘

Windows Firewallausnahmen fuer ICMPV6




GPO erstellen fuer DC und NLS Server

Anmerkung: Auf den Server kann die Firewall auch ausgeschaltet sein, auf den
DirectAccess Clients muss diese eingeschaltet sein, wegen der vom DirectAccess
Wizard erstellten Verbindungsrichtlinien!

Globale Windows Gruppe fuer DirectAccess Clients

Name = CG-DirectAccess

MNeues Objekt - Gruppe

" Erstellsn in: ITja em
. 2_. A= I G T Gruppen; Computergruppen

(GFUppEnnare:
I CG-Direct.ﬁ.ccess|

Gruppenname {Pra-Windows Z0000:
I Ca-DirectAccess

Gruppenbergich ———————— Gruppentyp
£~ Lokal {in Domane) * sicherheit
&+ clobal " verteilung
" Universal

QK I abbrechen |

Windows 7 Client (Ultimate oder Enterprise) Maschinen in die Gruppe aufnehmen

Modifizierung des CRL Verteilungspfad (CDP)

Es wird eine Windows Server 2008 R2 Enterprise CA verwendet

Name = SRV-XXX-PKI01.XXX.LOCAL

Fuer das Publishing der CRL ueber das separate TMG Array wird ein oeffentlicher
Hostname benoetigt:

Name = Legacy.xxxx.de = 217.x.xxx.214

Damit von der CA ausgestellte Zertifikate den CRL Distribution Point auf HTTP mit
dem externen Namen gesetzt bekommen, muss die CA gepatched werden. Das geht
mit CERTUTIL Befehlen und/oder diesem netten Script, was mir freundlicherweise
Carsten Zuege zur Verfuegung gestellt hat — Danke Carsten!. Der http-Pfad muss
ersetzt werden durch den oeffentlichen DNS-Namen. Der CRL Pfad wird spaeter von
Forefront TMG veroeffentlicht. Angepasst werden muss der CN fuer die AD
Konfigurationspartition und der http CRL Pfad.



Bl CA-PAST-Config - Editor (O] ]

Datei Bearbesten Format  Ansicht 7

ripeclare configuration NamingConText ;J
certutil -setreg Ca\DSConfigDN CN=Configuration,DC-all, 0C =g

r:pefine CRL Publication Intervals

certuti]l -setreg Ca\CRLPerijodunits 1

certutil -setreg cavCRLPeriod “weeks™

certutil -serreq cazCrLDEltareriodunits 1

certutil -setreg caszCrLDeltareriod “days”

Diapply the required COP Extension URLS

PALSE

certuti] -setreg CazCRLPublicationurLs “65:%wﬁndir%\sgstem32\carr5rv\certEnr011\%%

3XKERKD. cr 179 1dap: ///CN=XETERS , CN=%%2 ,CN=CDP ,CN=FUbTiC Key
services,CH=Services ,¥%6510N\n6: http:// t.defcertenrol]  aE3EE
s, crl”

PALISE

trAapply the required Ala Extension URLS

certutil -setreg CazCaCertPublicationurLs "l:®windirEssystem32hCertsrvhCertenrolTy,
Sonl _eEIERd . crthynd i ldap:///Ch=%ET ,Ch=ATA ,CH=Pub]iC Key Services,CN=Services,Exoxsll
W2 hetp: /e e certenrol AL _eEKRd . crt”

PAUSE

::enable all auditing events for the Enterprise Root-CA

certutil -setreg CasauditFilter 127

FAUSE

r:set validity perdiod for Issued Certificates

certutil -setreg cavwalidityreriodunits 5

certuti]l -setreg cavvalidityreriod “vears”

PAUSE

iirestart Certificate services

net sTop cCertsvc & net sStart Certsvo

[ -]

Anmerkung: Publish ueber Forefront UAG geht auch:
http://blogs.technet.com/b/tomshinder/archive/2010/08/03/how-to-configure-uag-to-
publish-your-private-certificate-revocation-list.aspx

Nach Aenderung

Eigenschaften von RootCA E3

Speicherung I Zertifikatverwaltungen | Reqiztriemngz-Agents I
[benwachung | Wiederherztellungz-Aoents I Sicherheit I
Allgemein | Richtlinienmaodul I Beendigungzmaodul Enweiterungen

Erweiterung auzwahlern:

Sperlisten-ertailungzpunkt j

Geben Sie Standorte an, von denen Benutzer eine Zertifik atzpenlizte
erhalten konnen.

C:vwindows'aystem32hCertS A CertE nollh< CaM amer <CRLM ameS uffis: <1
Idap: /4 Ch=¢ I:-'B.TrunatedN arney < CRLM ames uffiny CH=<ServerSharth a

amne

Hinzufiigen... | Entfernen |

™| Spenlisten an diesem @it verdffentichen

™| I alle Sperlisten einbezichen, Legt fest, wo dies bei manueller
Yeroffentichung im dctive Directon veraffentlicht werden zoll

[T I Spenlisten einbeziehen. Wird 2. Suche von Deltazpernlisten venvendet
™| In COP-Enweiterung des ausgestellten Zertifikats enbezichen
[T Deltaspenlisten an diesem Ot verdffentichen

[T | die |DP-Enweiterung auzgestelter CRLs einbezichen

QK | Abbrechen [l bermehmen Hilfe



http://blogs.technet.com/b/tomshinder/archive/2010/08/03/how-to-configure-uag-to-publish-your-private-certificate-revocation-list.aspx
http://blogs.technet.com/b/tomshinder/archive/2010/08/03/how-to-configure-uag-to-publish-your-private-certificate-revocation-list.aspx

CRL Pfad vor Modifizierung — Zu sehen in den Zertifikateigenschaften

= Consolel - [Console Root' Certificates {Local Computer) Trusted Root Certification Authorities',Certificates]
E File  Action Wiew Favorites  Window  Help | &=
e Hm 4o X0 = H
_| Consale Raat Issued To = | Issued B | Expire | Actions
B 5 Certificates (Local Com | [Z]class 3 Public Primary Certification. .. Class 3 Public Primary Certification ... 02,08
- Personal (CplClass 3 Public Primary Certification... Class 3 Public Primary Certification &..,  08.01
| Tr_USted ook Certi EalCopyright () 1997 Microsoft Carp.  Copyright (c) 1997 Microsoft Corp. 31.12
_ [ Certificates | [ 1cTE CyberTrust Global Roat GTE CyberTrust Global Roat 14.08
= Enterprise Trust _ﬁJMicrosoft Authenticodeltm) Root ... Microsoft Authenticode(tm) Roat Au,.. 01,01

1 Intermdedia‘t; EEFtil [SalMicrosoft Root Authority Mirrnenft Rank &othoribe a1 17 IMore Actions »
| Trusted Publishers SalMicrosoft Roat Certificats Il

~| Untrusted Certifice
| Third-Party Roat 4.9‘JNO LIABILITY ACCERTED
= ElRookca

| Trusted People

"General Detalls | Certfication Path |

FHEHEEEMEBNR

| Remote Deskkop —."JTha_"\fte Timestamping CA o [ =l

| Smatt Card Truste: | Sal¥erision Trust Network

“| Trusted Devices alverisign Trust Metwork [Field | e |:|
[i=]1ss0er RootCa, i local
I:l\-'alid fram Sanntag, 30, September 2007...
I:l\-'alid to Samstag, 30. September 2017...
DSubject RookCh, 9 local
|=|Public key RS54 (2045 Bits)
Key Usage Digital Signature, Certificate Si...
Subject Key Identifier clbodfbddc 16 dble 46 da ...

[1]CRL Distribution Point
Distribution Point Hame:
Full Mame:
URL=Idap//{CH=Ro0tCa, Ch=th-
pkin 1, CN=CDP, CH=PUblicT: 20K ey

EdltPropertles...l Copy to File... |

«| | ﬂ | Learn more ahout certificate details

|Trusted Root Certification Authorities store contains 12 certific.

] [
CRL Pfad in einem neu ausgestellten Zertifikat

Certificate Ed

"General  Detais |CertiFicatiu:un Path I

Show |::P.II:> j

Field | Yalue |ﬂ
E Application Policies [1]application Certificate Polic, ..
E Subject Kew Identifier 13a8deeacl3a7ediised. ..
E.ﬂuthoritv Key Identifier KeylD=cl b9 df bd 8c 18db 1...

ibution Poinks L Diskribution Points Distr, ..

157 Authority Information Access  [1]authority Info Access: Acc...
I: Thumbprint algarithm shal
I: Thumbprint SdfF 22d3 167765 5F 94 40 .,

|=]Friendly name AR 10 =

[1]CRL Distribution Paint
Distribution Poink Marne:
Full Mame:;
URL=Idap: /}'CN=RFookCA, CH=wrag -
PKIO1, CM=CDP, Ch=Public%:20Key%s
203ervices, CN=3ervices, CN=_Configuration, DC =k D" =local?
certificateRevocationListrbaserobjectClass=cRLDistributionPaint

URL=http: |/ ek . A= ccrtenroll/RootCa, crl

Edit Propetties. .. | Copy to File. .. |

Learn more about certificate details




CRL ueber Forefront TMG veroeffentlichen

i1 CA-CRL () Zulassen L gHTTP (A CA-CRL @] SRY-MPKIO. .. T Alle Benutzer
Parameter
Webserververoeffentlichung
Kein HTTPS

Pfad /certenroll/*

Keine Authentifizierung

Keine Authentifizierungsdelegation

Keine HTTP Komprimierung

Alle Benutzer

Zeitplan = Immer

Oeffentlicher Name der Name, welche als CDP in den CA Eigenschaften steht

Ueberpruefen

{_’5 Internet Explorer cannot display the webpage - Windows Internet Explorer

@\‘_‘/ - I& http:,l',l'mt.de,l'certenroll,l'RootCA.crl

File Edit Wiew Favaorites Tools  Help

i\?Favorites |§.§ TN Forefront Foren 5 MCSEEoard 20 XING & TV & |MCT @& | Banking

"_',é Internet Explorer cannot display the webpage | |
File Download 5'
| =
Do you want to open or save this file?
m MName: RookCa,crl
*
Ed Type: Cerkificate Revaocation List, 959 bytes
From: Moot . de
Open | Save | Cancel |
¥ Always ask before opening this type of file 0% of RootCA.cHl from”™ e — ||:||£|
l--"\ while files from the Intermet can be uzeful, some filez can potentially
@ harm pour cormputer. If pou do nat trust the source, do not open ar O
zave this file, What's the rigk?
Getting File Information:
RoobCA, ol From AN - 1=
[
Estimated time left:
Download to:
Tranzfer rate:

v Close this dialog bo when download completes

Hpen (I pen Falder | Cancel I

Testen der CRL

certutil -URL http://crl.domain.de/crld/ca.crl



B
Status | Type | Il I
1] | 2

; -~ ; — Retrieve
Timeout [zec) I'I 5 Mate: CRLz or certficates being downloaded -
are not exhaustively verfied. & CRL or cert Certs [from Al4)
may still be inconsistent or map nat have the ¥ CRLs [from COF)

proper extenzions ko allow for corect
werification, " OCSP [from Al

[No Selection Select Exit | Retrieve |

il ba Diowrload Ihttp:a"a"n:rl.dnmain.dex’crlda’ca.crl

™ Sign LDAF Traffic

Computerzertifikat fuer UAG Server

Interner DNS FQDN — SAN ist meines Erachtens nicht noetig. Steht aber so im UAG
Step by Step Guide von MS!

CN = SRV-xxx-xxx.xxx.LOCAL
SAN = SRV-xxx-xxx.xxx.LOCAL



7= Consolel - [Console Root' Certificates {Local Computer)',Personal’,Certificates]

@& Fle Action  View Favortes  Window  Help

CEYEEEIEE =

| Console Root Issued T +

I Issued B

| Expirz I Actions

= Certificates (Local Comr

=[] Certificate Enrollment

|

== I Certificate Enrollment Ol = u’

Request Certificates

HEHEEEMFBE

| in & certificate,

Subject of certificate

Subject name:

Type:

ICommon name ~ |

Yalue:

ol

Alternative name:

L Type:

fons |

| Yalue:

1] |
Personal store contains

Learn more about subject name

ou can request the Following bvpes of certificates. Select the certificates vou want ka request, and then click Enrall,
Bl Certificate Properties [ x|

"General Subject IExtensions I Private Key I Certification Autharity | Signature |

The subject of a certificate is the user or computer to which the certificate is issued, You can
enter information about the bypes of subject name and alternative name values that can be used

The user or computer that is receiving the certificate

Add = |
< Remove |

Add = |
< Remave |

CH=SRY - LOCAL -

LET: .. - ¢ o7 LLOCAL

OK

| Cancel | Apply |

Webserverzertifikat fuer UAG Server

CN = DirectAccess.xxx.de = A Record auf erste oeffentliche IP, welche auf dem
externen Interface des Forefront UAG Server gebunden ist!

SAN = DirectAccess.xxx.de

WICHTIG: Der CN, welcher hier verwendet wird, muss im Public DNS auf die erste
oeffentliche IP gebunden sein, welche am externen Interface des Microsoft Forefront

UAG Server verwendet wird.



7= Consolel - [Console Root'Certificates {Local Computer)iPersonal',Certificates]
File  Action ‘“iew Favorites  Window  Help | = |ﬁ'|1|
e 2 Rl )| = RERERN 7 e

| Console Root Issued To = | Issued B | Expirz | Actions

= ﬂ Certificates (Local Comr SR -, o = | RoaotCa

02,05 |
B I Certificate Enrollment M =] B3 N
~ ] Certificate Enrollment
h
3

=]
- ;
= Request Certificates
= ‘fou can request the Following types of certificates. Select the certificates you want to request, and then click Enroll,
= B Certificate Properties 3 | .
= _ @ 2
= i& Subject |General I Extensions I Private Key | Certification Authority I Signature I
= I The subject of a certificate is the user or computer to which the certificate is issued, You can s &)
= enter information about the types of subject name and alternative name values that can be used
in a certificate.
Subject of certificate
The user or computer that is receiving the certificate
Subject name:
Type: NGRSk i kit 3
B_Ornrnon name Add = | |
|| value: jhd
< Remaove
il -
1| e
Les Aleernative name:
e Type:
fows =
(— Yalue:
I Add = |
4 I I

0K I Cancel | Apply |

2 Public IPv4 Adressen auf dem externen Interface von
Forefront UAG

217 .x.xxx.212 = DirectAccess.xxx.de
217.X.xxx.213

ACHTUNG: http://technet.microsoft.com/en-us/library/ee844123(WS.10).aspx

NLS Server konfigurieren

Anhand des NLS Servers prueft der DirectAccess Client, ob er im LAN oder im
Internet steht. Der NLS Server muss ein Webserver (11S; Apache etc.) sein, auf dem
eine HTTPS-Bindung existiert und das Zertifikat von einer vertrauenswuerdigen
Zertifizeirungsstele ausgestellt ist, welcher der DirectAccess Client und der Forefront
UAG Server vertrauen.

XX XX XXX.LOCAL

Der NLS sollte hochverfuegbar gemacht werden, weil der DA Client anhand der
Verfuegbarkeit des NLS prueft, ob er im LAN oder im Internet steht.

Achtung: Der NLS wird von der NRPT ausgeschlossen und ist somit vom
DirectAccess Client, wenn dieser nicht mit dem LAN verbunden ist, nicht erreichbar
ist. Es muss also ein NLS verwendet werden, der nur im LAN erreichbar sein muss.



Sitebindungen H

Typ | Hostname | Fort | IP-&dresse | Bindunc Hinzufiigen. . .

http &0 #

net.bep g Bearbeiten, ..
k. pi *

net. pipe Enkfernen

nek.m... localho:

msmy... localhas purchsuchen

il

Schliefien

Forefront UAG Installation und Konfiguration

Die Installation erfolgt auf einem voll gepatchten Windows Server 2008 R2 mit zwei
Netzwerkkarten.

Forefront UAG Setup Wizard

1. Welcome

Si .
Y Installing Forefront UAG

Installing Forefront UAG may take some tirme. Please wait..
3. Select Location

Progress: Installing Foles and Features... 10%

4. Install I

5. Finish

= GBack et = Cancel




Server rebooten

Forefront UAG Setup Wizard

1. wWelcome

You have successfully completed
2, Sian the Forefront UAG Setup Wizard

Agreement

3. Select Location

The serser must be restarted .

4. Instal How do you want to proceed?
% Restart now
= Restart later

5. Finizh

= Back | Mext = I Cancel

Forefront UAG Update 1 installieren

{i Microsoft Forefront Unified Access Gateway Setup T =]

Please read the Microsoft Forefront Unified
Access Gateway License Agreement

WMICROSOFT SOFTWARE SUPPLEMENTAL j
LICENSE TERMS

UNIFIED ACCESS GATEWAY 2010 UP1 FOR
WICROSOFT UNIFIED ACCESS GATEWAY

Microsoft Corporation {or based on where you

live, one of its affiliates) licenses this

supplerment to you. If you are licensed to use
Microsoft Unified Access Gateway software (the
“software™), you may use this supplement, You
may not use it if you do not have a license for

tha enfhware Yo mav nea this sinnlamant with

[ 1 accept the terms in the License Agreement

Prink | Back Install Zancel




Systemrichtlinie konfigurieren fuer Remote Computer Zugriff

= Forefront TMG

File  Action View Help

B EFEEICICF EEEL 36

=3 Microsoft Forefront Threat Manageme A
= a Farefront TMG (SRY-Sls-U4G01) Vo FOrefront
B pashboard Threat Management Gateway 2010
<] Monitaring
Firewall Polic: 3
b fietess ::ohcy !! Apply Discard To save changes and update the configuration, dick Apply.
i E-Mail Policy ~
P Intrusion Prevention System All Firewall Polic: Too
) Remote Access Palicy {WPH)
e Metworking ‘555"05“' |»O| Examples
L Swstem - i Ll T T T
i-jJF Logs & Reports il 5ystem Policy Editor Fir
Update Center - E =
Configuration Groups
i Traubleshoating ¢ & General From | k.
{5 Network Services This rule applies to traffic from these sources: | =
DHCP Remote Management Computers Properties
DNS ]
TP General | 5
25 Authentication Services -
Active Directory H
RADIUS a Name
R4 SecurlD LT =
=
CRL Dowinload lg
25 Remote Management iZomputers, address ranges and subnets included in this computer f
% Microsoft Manageme set! F
Terminal Server | Name: | 1P addresses
eh Management & 10,80.16.78 10.30,16.75 o
1P (Ping) e T
25 Diagnostic Services émﬂm "
EM‘: etork Ry 10.50.20.25 g
indaws Metworking = - _
Wicroscft Error Repo =4 AdminClients 10.80.16,70 - 10.80.16.89
HTTP Connectivity w (2]
Logging < Add... I Edit... | Delete
4 > aE
B &
Description (Computers allowed to manage Forefront TMG
{optional): remotely y
[
14 I Cancel Apply e
£

Malware Inspection ausschalten

alware Inspection

Content Delivery I Storage I Drefinition L pdates | License Detailz I
General | Destination E xceptions I Source Exceptions I Inspection Settings
‘With malware inspection enabled, requested HTTP content

allowed by access rules is scanned For malware such as viruses
and spyware,

¥ Enable malware inspection

Malware inspection must also be enabled in the
applicable access rules.

Help about malware inspection

Initial Malware Inspection Definitions Download

‘When malware inspection is enabled, Forefront TMG auktomatically
downloads the engine and signatures used for malware inspection,
During the initial download malware inspection is nok applied. This may
take several minutes,

™ Block traffic in relevant rules until the download completes

QK I Cancel Apply




Logging/Alerting konfigurieren

WFP Filter Alerting Konflikt ausschalten

File Action Wiew Help
L ARl bolll 7 Bo RN
|53 Microsoft Forefrant Threat Manageme! R

= @ Fosrort G st | 7 FSrefront

=] Dashboard

pnito

2 Monitoring Threat ManagE Alert Definitions I
%, Firewall Polic - p
Weh Access:‘olicy L Apply | ﬂ I Alert I (EeliGe? il
5 E-Mail Palicy T —— &3 Update Center Required Service Mo...  Firewal Service —
% Intrusion Prevention System Alerts ol &) Upload New Corfiguration to Servic...  Other
% Remote Access Policy (VPR e 23 Upstream chaining credentials Firewal Service I
=% Metworking (i) URL Categorization Server Commun...  Firewal Service
[ system (1) Mabwars Inspect... ( A\ URL Categorization Server Paused Firewall Service
(4] Logs & Reports I\ URL Cateqorization Server Unavala,..  Firewall Service
~ Update Center M\ WPN Connection Failure Firewall Service
it Troubleshaating [ 1y PN Connection Request Policy Upd...  Firewall Service
A\ web Farm Servers Unavailable Firewall Service
% web Filter Cannot Process More Th..,  Firewall Service
_ﬂ ‘Wehb Filter Mok Registered Security
(i) web Proxy Filker Bind Socket Recov...  Firewall Service
@ WFP Sub-Layer Includes Unexpecte...  Security
A\ windows MLB Is Not Installed Network Load Bal,
_ﬂ Windows User-Based Palicy in Wark..,  Firewall Service
'(3 WMI Service Connection 'Was Lost Network Load Bal.
4| | 3

Remave | Refresh |

O I Cancel | Apply |

r
=4
=4
m
=

Interne Netzwerke am TMG des UAG eintragen, da der UAG nur Proxy in der DMZ
ist und die Netze hinter dem UAG ueber ein Forefront TMG Enterprise Array
erreichen muss.

Internal Properties B

Auto Discovery | Forefront TMG Client I ‘wieb Proxy I CARP I MLE I
General Addreszes | Domains I wieh Browser

IP address ranges included in thiz network:

Start Address | End Address | Add Adapter. .. I
10.80.0.0 10.80.7.255
10.8016.0 10.580.17.255 Edit... |
10.80.20.0 10.80.20.255
Femave |
Add Private |

Add Range... |

QK Cancel Apply




Statische Rouetn konfigurieren

=, Migrosoft

- Forefront
Threat Management Gateway 2010

Metwork

Enterpr

/Networks YNetwork Sets YNetwork Rules y Metwork Adapters YRouting‘Web Chaining \( I53P Redundancy \

Metwork Destination = | Metmask | GatewayiInterf. .. | IMetric I
Metwork Topology Routes
10.80.0.0 255.255.248.0 10.80.20.1 1]
10,80.16.0 299.2595.254.0 10.80.20.1 1]

UAG Getting Started Assistent

Network Configuration Wizard x

Define Network Adapters

Specify how netwark adapters are connected to your network, and
madify the netwark adapter settings.

| Adapter name | Internal | External | Unassigned |
EXTERMAL

TNTERNAL | v

55L Metwark Tunneling v

Adapter properties:

Adapter name: INTERMAL

IP DHCP enabled: Mo

IP address: 10,80,20,29

Subnet mask: 255,255,255.0

Defaulk gateway: 10.80,20.1

DNS DHCP enabled: Mo

DMNS serveris): 10.60.20.2,10.80,20.3
Skatic route: Mo

< Back I Mext = I Cancel

Routing Tasks

5] Create Metwork Topology
Foute

#] Refresh Now



Select Configuration

Specify whether this is a single Forefronk UAG server, or configure it a5 an array
member,

& Single server

" Array member

Forefront UAG array members musk belong to a domain.

< Back I Mext > I Cancel

Microsoft Update [ x|

Use Microsoft Update for Forefront UAG

Microsoft Update offers security and important updates For Windows and other Microsaft
software, including Forefronk UAG, Updates are delivered using your existing Windows
Update settings.

|._a.| ' Lise Microsoft Update when I check for updates (recommended)
N Thiz apéion does not change pour exitng Windows Lbdate seftigs.

|@ " 1 don't want to use Microsoft Update,
9

See the Microsoft Update FAG

Read our Privacy Statement

oK | Cancel |

£} Activate Configuration

¢ Activate Configuration

The system is being activated for the First time,
Enter a password and choose a directory to store the backup configuration Files,

Password: I . b

Confirm password: I ssssssssnsssl

Backups directary: IC:'l,ProgramData'l,MicrosoFt'l,UAG'l,AutoBackups Erowse. .. |

Cancel |

Konfiguration sichern und aktivieren



ﬁ Activate Configuration

£
Y G Activate Configuration

‘fou must activate the configuration to apply your changes,
If you select to back up the configuration, current settings {prior to activation) will be saved.

¥ | Back up configuration before performing this ackivation

Activation might take several minutes,

Ackivate = Cance!

DirectAccess Einrichtung

B Microsoft Forefront Unified Access Gateway Management [_[&]x]
File Wiew Admin Messages Help

R

E--«E} Forefront Unified Access
A Sy LAGDT

Je__, HTTP Connections

) HTTPS Connections

- b Directhccess

Forefront UAG DirectAccess Configuration

|- Infrastructure
| Servers

i
ot o,

Identify the Infrastructure
Servers (DMS, D,
Management) required by
DirectAccess clients,

' Y
{ Clients = DirectAccess Configure... |
et 5
8- Server
Select the security groups Configure connectivity and Tnternal
of client computers that security policies for the Metwork
will be enabled for LAG UAG Directbccess Server,
DirectAccess : :
configuration, = Appllcatlon
= Servers
Configure... | Configure... | :

\ y Select application servers
that require additional
authentication and
encryption,

Canfigure... |
Kl I»

H Owverview of DirectAccess

Dizable | Generate Policies |
Prerequisites for deploying LIAG DireckAccess

« | vl

Angabe der globalen Gruppe, welche alle zukuenftigen Direct Access Clients
enthaelt. Diese Gruppe wird vom UAG DA Assistenten verwendet, um ueber die
Sicherheitsfilterung eine erstellte Gruppenrichtlinie anzuwenden, welche fuer die DA-
Einstellungen verwendet wird.



AG DirectAccess Client Configuration

UAG DirectAccess Client Configuration

Selectthe security groups of dient computers that will be enabled for UAG DirectAocess configuration,

A CG-Directs

Add..,

Remaove |

Leatn more.., Finish I Cancel |

Angabe der ersten IP-Adresse, welche am externen Interface von Forefront UAG
gebunden ist, auf der auch das IP-HTTPS Zertifikat gebunden ist und der Publis
Hostname verweist.

Q-UAG DirectAccess Server Configuration

UAG DirectAccess Server Configuration

Connec

To setup the WAG Directdocess server, assign IP addresses to the Internet-facing and internal nebwoarks,
Managing DirectAccess Services

Authentication Options T

a UAG Directfccess Internal
Senver network
Internet-facing Internal
FirstInternet-facing IPv4 address: Internal IPv4 address usedwhen ISATAP s
deployed on the UAS Direcbiccess server
| 217l 212 =]
SecondInternet-facing IPv4 address: Internal IPvG address:
2175213 =]

ISATAPIPvE transition technologies will be enabled onthe UAG Directhccess server, Registerthe
i DS name "TSATAP" with "10.80.20.29" on the DNS in all domains to enable IPv6 connectivity on

these domains. In addition ensure that ISATAP s notblocked inthe Global Query Block Liston all
DNS servers.

Learn more... = Back | Mext = I Finish Cancel




Forefront UAG fungiert als NAT64 und DNS64 Gateway / Router.

QUAG DirectAccess Server Configuration E

UAG DirectAccess Server Configuration

Conneckivity

MATES and DNSE4 enable DirectAccess clients to access IPvd-only resources, and are required
by UAG Directdccess, You cah use eitherthe UAG DirectAccess NATED and DNSE4, or deplay
external MATG4 and D54

Authentication Options
selectwhether to use UAG DirectAccess MATES and D564
¥ Enable UAG Directhccess MATES

¥ Enable UAG Directhceess DNS64

Learn more. .. < Back | Next = I Finish | Canicel |

Auswahl der Root CA, welche alle Zertifikat fuer den NLS, UAG und DA Client
ausgestellt hat, sowie des IP-HTTPS Zertifikats, falls der DA Client nicht per 6to4
oder Teredo connecten kann.

QUAE DirectAccess Server Configuration E

UAG DirectAccess Server Configuration

Connectivity UAG Directhccess uses certificates to help secure the cannection between remate clients and
the internal netwark,

Managing DireckAccess Services

Browse and select a root or intermediate certificate that werifies certificates sent by DirectAccess clients.

(¥ Use root certificate € Use intermediate certificate

IDC=IUcaI, DC=igiy Ch=RootCA Browise. .. |

Select the certificate thatauthenticates the UAG Directfccess server toa
client connecting using IP-HTTP:,

ICN=DirectAccess.bm Browse.., I

1 The IP-HTTPS certificate should be copied to all members of a UAG Direct&ccess array.

EditIPSec cryptography setfings..,

Accept connectians anly from:
[ Clients that log on using a PKI smart card

[ Computers that comply with your organization’s NAP policy

Leatn more... < Back Next = Finish Caneel




Angabe der URL des NLS Server

-%-Infra;tru(ture Server Configuration

Infrastructure Server Configuration

Aninternal netwark location server helps a client computer to determine whetherit is connected
DMS Suffixes totheInternet orto the internal network.

WManagement Servers and Difs

Enter the HTTPS URL of the network location server.

https:y | TSR o cal

Example: insideoutside.corp.contoso.om

i It is recommended thatyou use a high availability network location server, If the HTTPS
" URLis unavailable, client connectivity may be disrupted.

\’0! “walidation successtul, The URL https:ffm.\ocal is reachable,

Learn more. .. < Back | Mext = | Finish | Cancel |

Angabe der DNS Suffixe, welche vom DNS64 durch UAG dem DA Client zur
Verfuegung gestellt werden. Die DNS Suffixe werden in die NRPT eingetragen, so
dass der DA Client weiss, fuer welche DNS Domaenen er welche DNS Server
verwenden soll.

%Infrastructure Server Configuration E3

Infrastructure Server Configuration

Nebwork Location Server

Enterthe name suffixes and IPaddresses of internal DNS servers used to resolve DMS suffix queries,

Mame Suffix IP address of DMS Server
Management Servers and DCs

- -0 cal [DMSES]

L ] [Excluded]

A, |0 a3 [DHEa4]

ick here
%Name Resolution Servers used by DirectAccess | |

Select and enter a DNS suffix ar a single server [FQDR]:
% DNS Suffix  © Specific Server

T [

Selectalo Example; corp.contaso.cam
i~ Only L
Choose the DNS servet taresalve DNS suffix queries:
s Fallbe {+ UAG DNSE4 server
unrea
© Fallb: " Donot use an internal DNS server forthe specified server ar suffiz,

~ Other DMS server IPv4 addressies):

LEAFn MOre. .. sk | Cancel

[
J| Owerview of Dit
Disable
_,I Prerequisites fr -
| | :,:—'

& Time | Message Type | Message




Angabe der Infrastruktur Server, welche ueber den ersten IPSEC Tunnel mit dem
DA-Client kommunizieren koennen. Hierbei handelt es sich um Domaenencontroller,
Virenscanner, Softwareverteilungsserver usw.

%Infrastructure Server Configuration x|

Infrastructure Server Configuration

Hetviark Lacation Server Listall internal servers that are required to manage and authenticate DirectAccess clients,

DNS Suffixes

4 Add Domain | () Refrash Add Server ~ Select Al

Access Enabling Groups:
£+ Damains

i) wiocal

Management
- Anti-virus Updates
- Client Management

ew [tem m "
b to view servers,

Enter a new domain name:

IM.Iocal

[ —

i L
LR ¢

o | ]

Q Discoverable groups were last refreshed on Tuesday, August 03, 2010 3:38 PM.

Learn more.., < Back etk = | Firish I Cancel

Beispiel:
alnfrastructure Server Configuration | x|

Infrastructure Server Configuration

hetwark Location Server List all internal servers thatare required to manage and authenticate DirectAccess clients,

DS Suffixes

[y Add aroup 4 | Q Refresh g.ﬂdd Server v [+ Select Al
Managerment
Access Enabling Groups: Senvers List:
Y Domains [ srv- ipmemivwsikainging 0 2|

-} ocal

Q Ay o cal

) vt ocal

1 Management

Anti-wirus Updates

Client Management
- MAP

¢ g Windows Update

L Others

Q Discoverable groups were last refreshed on Tuesday, August 03, 2010 3:38 PR,

Learn more. .. < Back | Mext = | Finish I Cancel |

Der Zugriff auf einzelne Server im LAN kann zusaetzlich noch verschluesselt und
authentifiziert werden, wenn das gewuenscht ist. Wird keine Aenderung
vorgenommen, werden die Verbindungen zwischen DirectAccess Client und
Forefront UAG Server authentifiziert und verschluesselt (kerberos, Computer
Zertifikate, NTLMv2, AES192, DH Gruppe 2 usw.).



Application Server Configuration

By default, traffic between Directbccess clients and the UAG DirectAccess server is authenticated and encrypted (end-to-edge),
You canalso enable authentication and encryption between clients and specified applications servers [end-to-end).

Selectan authentication and encryption model:

{* Require end-to-edge authentication and encryption

— Require end-to-end authentication and encryption to specified application servers

EditIPSec cryptography settings..

Selectthe security groups that contain the servers that require end-to-end authentication and

Add...

Remove |

Learn mare... Finish I Cancel

Konfig sichern und aktivieren

Group Policy erstellen lassen

Q-Forefront UAG DirectAccess Configuration Review
Forefront UAG DirectAccess Configuration Review

W Clients

« Connectivity and security policies will be applied to the following security group(s).

2, CG5-Directdccess

é' DirectAccess Server

The following connection and security policies will be enabled between remote client computers and the
internal network,

*21 7% 212" will connect the DirectAccess server to the Internet.
'10.80.20.29" will connect the DirectAccess server to the internal networle
The internal network subnet is 2002:0907:80d4:8000:/49

The root certificate to which remate clients chain is:

DC=local, DC=tg. Ch=RootCa

The certificate that the Directhccess server uses for HTTPS is:

T =DirectA coess ke FOscl

Smart card authentication is not required.

ﬁ: Infrastructure Servers (DNS, DC, Management)

e The HTTPS URL that provides clients with location information is:
hittps:/ aa——————;: 0 c 1l

« Remote client computers will use the following DMS suffixes to determine which DMNS gueries
should be directed to the internal DS servers:

| Name Suffix | IPv6 Address of DNS Server
| cal [2002:d907:805: cNM——_—G_"
|exemmmpscugntati. o cal

| oyl cal [2002:d907:505: We——_:

| g 0 a1 [2002:d907:3005: <N

* Local name resolution option:
Client computers will fall back to local name resolution if the name does not exist in DNS or if the
DMS servers are unreachable when the dient computer is on a private network,

Learn more.., Apply Mow || PrintRe\tiewl ExportScriptI

M[=] B3

Cancel




Fuer die angegebenen Server werden auf den internen DNS Servern Ipv6 Adressen
erstellt.

22 Forefront UAG DirectAccess Configuration Review H=] E3

Forefront UAG DirectAccess Configuration Review

LG SEIWEI S OIE W CaLamic SIS LIS CISHL AU HAULED 15 W11 3 VOIS S

[»

« Management servers on the following subnet(s) will be able to connect to remote client computers:

| Server | IP Addlress /Prefix
SRV - 2002:d907:80d4:3001::250:1402
Bitiidaie 0c2l  |2002:d907:80d4:8000:0:5efei10.80.20.2
SR 2002:d907:80d4:3001::250:1403
Wi . o cal 2002:d907:80d4:8000:0:5efe:10.80.20.3
SRYV- k- 2002:d907:80d4:3001::250:1502
ey Ocal  |2002:d907:80d4:6000:0:5efe:10.60.21.2
SRV - 2002:d907:80d4:3001::250:1503
MR, 0 cal 2002:d907:80d4:8000:0:5efe:10.80.21.3
| Ao Cal
SR- - 2002:d907:80d4:3001::250:1002
local |2002:d907:80d4:8000:0:5efe:10,80,16,2
SR Hie- 2002:d907:80d4:3001::250:1003
RN 0 cal |2002:d907:8004:8000:0:5efe:10.80.16.3
SRY-Heie- 2002:d907:80d4:5001::250:1202
RSttt [0cal | 2002:d907:80d4:5000:0:5efe:10.80.158.2
SRl - 2002:d907:80d4:3001::250:1203
W.Iocal 2002:d907:50d4:5000:0:5efe:10.80.18.3
| ;i ocal
SR - 2002:d307:50d4:8001::250:2
Jocal | 2002:0907:80d4:3000:0:5efe:10.80.0.2
SRV- 2002:d907:50d4:3001::a50:3
WRENEIND . local | 2002:d907:80d4:8000:0:5¢efe:10.80.0.3
SRV 2002:d907:50d4:6001::a50:802
Jocal | 2002:0907:80d4:3000:0:5efe:10.80.8.2
SR -yt - 2002:d907:80d4:8001::250:803
Jocal | 2002:0907:80d4:3000:0:5efe:10.80.8.3 -
| Anti-Wirus Updates
Het 4 2002:d907:80d4:3001::a50:1406
R ocal 2002:d907:80d4:8000:0:5efe:10.80.20.6
| Windows Update =

Learn mare.., Apply Mowe || PrintReviewl Export Script I Cancel |

WICHTIG: Ipv6 muss in den NIC Eigenschaften der Domaenencontroller aktiviert
sein. Es reicht, das Kontrollkaestchen fuer Ipv6 wieder zu aktivieren, ein Reboot ist
nicht erforderlich.



Angelegte DNS Eintraege in den DNS Zonen

—| (identisch mit Ubergeordnete. ..
—l {identisch mit (bergeordnete. ..
=
(=
=
=
=
=
(=
=
=
=
=

=
o IR

'—l (identisch mit Gbergeordnete. ..
=
=
=1
=l
=
=
=
=
=l
=
=
Emes
=[N
=k
=wrs

Ipv6 Adresse eines DNS Server (DC). Man beachte die Kombi Ipv4 und Ipv6 Adresse

Eigenschaften von. ~ ..local

Host (4444) | Sicherhet |

IPvE Host (ABAA)
IPv Host (684
IPv Hosk (A8A4)
IPvE Host (4844
TP Host (A8A4)
IPvE Host (ABAA)
TP Host (A8A4)
IPwE Host (A8A4)
IPvE Host (4844
IPwE Host (A8A4)
IPvE Host (ABAA)
TP Host (A8A4)
IPwE Host (A8A4)
IPvE Host (4844

IPw6 Host (A8A88)
IPwE Host (A8aa)
IPw Host (A844)
IPwE Host (A8AA)
IPw6 Host (A8
IPw6 Host (888
IPwE Host (A8aa)
IPw6 Host (A844)
IPwE Host (A8AA)
IPw Host (A844)
1P Host (A8A44)
IPwE Host (A8aa)
IPw6 Host (A8A88)
1P Host (A8a4)
IPw Host (A844)
IPwE Host (A8AA)

Hast [bei Michtangabe wird Libergeardnete Domane vensendet]:

K E3

(i | it L eordnetemn Ordter)

Wollgualifizierter Domanenname:

I‘.ocal

|P-Adresse:

|2DDZ:dSD?:BDd4: B000:0:5efe:10.80.20.2

[~ Entsprechenden Zeigereintrag (PTR) aktualisieran

oK I Abbrechen

Dbermetmen

2002;d907:80d4:8000:0000:5efe:0a50: 1402
2002:d907:80d4:8000:0000; Sefe:0a50; 1403
2002:d907:80d4:8000:0000;5efe:0a50: 1405
2002;d907:80d4:8000:0000:5:fe:0a50: 1407
2002:d907:30d4:8000:0000; Sefe:0a50; 1409
2002:d207:80d4:8000:0000;5ef2:0a50: 1404
2002:d907:80d4:8000:0000: 5efe:0a50: 140F
2002;d907:80d4:8000:0000;5efe:0a50: 1410
2002;d907:80d4:8000:0000:5:fe:0a50: 1414
Z00Z:d907:30d4:8000:0000; Sefe:0as0; 1415
2002;d907:80d4:8000:0000:5efe:0a50: 1417
2002:d907:80d4:8000:0000:5fe:0a50: 141d
200Z2:d907:80d4:8000:0000;5efe:0a50: 141e
2002:d907:80d4:28000:0000;5ef=:0a50; 141F

2002:d907;50d4:8000:0000:5efe; 0a50: 1002
2002:d907;30d4:8000:0000:5efe; 0a50: 1006
2002:d907:80d4:8000:0000:5efe: 0a50: 100b
2002:d907;50d4:8000:0000:5efe; 0a50: 1013
2002:d907:80d4:8000: 0000;5efe;0a50; 1015
2002:d907:30d4:8000;0000:5efe: 0a50: 101c
2002:d907:80d+:2000:0000:5efe: 0a50:101d
2002:d907:50d4:8000:0000: Sefe: 0a50: 101F
2002:d907:50d4:8000:0000:5efe; 0a50: 1022
2002:d907:80d4:8000; 0000;5efe; 0a50; 1023
2002:d907;50d4:8000:0000:5efe; 0a50: 1024
2002:d907;30d4:8000:0000:5efe; 0a50: 1026
2002:d907:30d4:8000;0000:5efe: 0a50: 1020
2002:d907;50d4:8000:0000:5efe; 0a50: 1046
2002:d907:80d4: 8000 0000;5efe; 0a50; 1047
200z2:d207:30d4:8000:0000:5efe: 0a50: 14ad



Gdfs. Ipv6 Einstellungen auf den DNS Servern aktualisieren (nach DA Aktivierung)

sc control iphlpsvc paramchange

Erstellte GPO und Erlaeuterung

Gruppenrichtlinie UAG DirectAccess — DA Server

GPO-Status

Richtlinie
Richtlinienversion
Statusbehaftetes FTP deaktivieren
Statusbehaftetes PPTP deaktivieren
IPsec-Ausnahme
IPsec Uber NAT
Verschlisselung des vorinstallierten Schliissels
SA-Leerlaufzeit

Benutzereinstellungen deaktiviert

Einstellung

2.10

Nicht konfiguriert
Nicht konfiguriert
ICMP

Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert

Sichere Zertifikatsperrlistenprifung
Private Profileinstellungenhide
Richtlinie Einstellung

Fehler bei Sperren des Zertifikats.

Firewallstatus

Eingehende Verbindungen

Ausgehende Verbindungen

Lokale Firewallregeln anwenden

Lokale Verbindungssicherheitsregeln anwenden

Benachrichtigungen anzeigen

Unicast-Antworten zulassen

Verworfene Pakete protokollieren

Erfolgreiche Verbindungen protokollieren

Protokolldateipfad

Maximale Grolie der Protokolldatei (KB)

Offentliche Profileinstellungenhide
Richtlinie

Firewallstatus

Eingehende Verbindungen

Ausgehende Verbindungen

Lokale Firewallregeln anwenden

Lokale Verbindungssicherheitsregeln anwenden

Benachrichtigungen anzeigen

Unicast-Antworten zulassen

Verworfene Pakete protokollieren

Erfolgreiche Verbindungen protokollieren

Protokolldateipfad

Maximale Grof3e der Protokolldatei (KB)

Verbindungssicherheitseinstellungenhide

Regelnhide

Ein

Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert

Einstellung
Ein
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert
Nicht konfiguriert



Name
UAG DirectAccess Gateway -  Policies to enable access granting resources(DC, DNS, NAP,
Clients Access Enabling Tunnel etc.) over IPsec. Generated on Tuesday, 03 August 2010 14:15

- All UTC.

Aktiviert
Authentifizierungsmodus

Endpunkt 1

Endpunkt 2
Endpunkt 1 (Port)
Endpunkt 2 (Port)

Wahr

Eingehend und ausgehend erforderlich
2002:d907:80d4:8001::a50:1402,
2002:d907:80d4:8000:0:5efe:10.80.20.2,
2002:d907:80d4:8001::a50:1403,
2002:d907:80d4:8000:0:5efe:10.80.20.3,
2002:d907:80d4:8001::a50:1502,
2002:d907:80d4:8000:0:5efe:10.80.21.2,
2002:d907:80d4:8001::a50:1503,
2002:d907:80d4:8000:0:5efe:10.80.21.3,
2002:d907:80d4:8001::a50:1002,
2002:d907:80d4:8000:0:5efe:10.80.16.2,
2002:d907:80d4:8001::a50:1003,
2002:d907:80d4:8000:0:5efe:10.80.16.3,
2002:d907:80d4:8001::a50:1202,
2002:d907:80d4:8000:0:5efe:10.80.18.2,
2002:d907:80d4:8001::a50:1203,
2002:d907:80d4:8000:0:5efe:10.80.18.3,
2002:d907:80d4:8001::a50:2,
2002:d907:80d4:8000:0:5efe:10.80.0.2,
2002:d907:80d4:8001::a50:3,
2002:d907:80d4:8000:0:5efe:10.80.0.3,
2002:d907:80d4:8001::a50:802,
2002:d907:80d4:8000:0:5efe:10.80.8.2,
2002:d907:80d4:8001::a50:803,
2002:d907:80d4:8000:0:5efe:10.80.8.3,
2002:d907:80d4:8001::a50:1406,
2002:d907:80d4:8000:0:5efe:10.80.20.6,
2002:d907:80d4:8001::a50:1402,
2002:d907:80d4:8000:0:5efe:10.80.20.2,
2002:d907:80d5::d907:80d5

Beliebig

Beliebig

Beliebig

Erste Authentifizierung
Zweite Authentifizierung

{C3D8F907-29F8-4356-A64C-570950685CC5}
{DD5FBEF2-4438-4CEC-81C4-169B50E66418}

Datenschutz {7487C8D9-E9E5-4C1D-9012-3166FFEDCB49}
Protokoll Beliebig

Profil Privat, Offentlich

Tunnelendpunkt 1 Beliebig

Tunnelendpunkt 2 Beliebig

Netzwerkschnittstellentyp Beliebig



Aktiviert

Authentifizierungsmodus

Wahr

Eingehend und
ausgehend
erforderlich
2002:d907:80d4:800

Endpunkt 1 0:+/49

Endpunkt 2 Beliebig

Endpunkt 1 (Port) Beliebig

Endpunkt 2 (Port) Beliebig
{EA98A748-D882-

Erste Authentifizierung 491C-958D-
9ACE7395FEBO}
{5A830407-7TE7E-

Zweite Authentifizierung 4943-9F81-
90BB65F71061}
{F98D74C6-8DD6-

Datenschutz 410B-A372-
E66CDASDDD61}

Protokoll Beliebig

Profil Privat, Offentlich

Tunnelendpunkt 1 Beliebig

Tunnelendpunkt 2 Beliebig

Netzwerkschnittstellentyp Beliebig

Erste Authentifizierung

Name Beschreibung
UAG DirectAccess Gateway - Clients Access Enabling Tunnel - All - Phase 1
Auth Set {C3D8F907-29F8-4356-A64C-570950685CC5}

Version 2.10
Authentifizierung Computerzertifikat
Zertifizierungsstelle DC=local, DC=xxx, CN=RootCA
Zertifizierungsstellenzuordnung Falsch
Ausgeschlossene Zertifizierungsstelle Falsch
Integritatszertifikat Falsch

Name Beschreibung

UAG DirectAccess Gateway - Clients Corp Tunnel - Phase 1 Auth Set
{EA98A748-D882-491C-958D-9ACE7395FEBO}

Version 2.10

Authentifizierung Computerzertifikat
Zertifizierungsstelle DC-=local, DC=xxx, CN=RootCA
Zertifizierungsstellenzuordnung Falsch

Ausgeschlossene Zertifizierungsstelle Falsch

Integritatszertifikat Falsch

Zweite Authentifizierung



Name

Beschreibung

UAG DirectAccess Gateway - Clients Corp Tunnel - Phase 2 Auth Set
{5A830407-7TE7E-4943-9F81-90BB65F71061}

Version
Authentifizierung

2.10
Benutzer (Kerberos)

Beschreib

Name
ung

UAG DirectAccess Gateway - Clients Access Enabling Tunnel - All - Phase 2 Auth
Set {DD5FBEF2-4438-4CEC-81C4-169B50E66418}

Version 2.10
Authentifizierung

Schlisselaustausch (Hauptmodus)

Benutzer-NTLM

Name Beschreibung
Standardsatz
Version 2.10
Schlusselgultigkeitsdauer (in Minuten) 60
Schliusselgultigkeitsdauer in Sitzungen 0
Version Uberspringen 2.0
Schliusselaustausch Diffie-Hellman-Gruppe 2
Verschlisselung AES-128
Integritét MD5
Version Uberspringen 0.0
Schltsselaustausch Diffie-Hellman-Gruppe 2
Verschlisselung AES-128
Integritat SHA-1
Version Uberspringen 0.0
Schlisselaustausch Diffie-Hellman-Gruppe 2
Verschlisselung 3DES
Integritat SHA-1
Datenschutz (Schnellmodus)

Name Beschreibung

UAG DirectAccess Gateway - Clients Access Enabling Tunnel - All - Phase 2
Crypto Set {7487C8D9-E9E5-4C1D-9012-3166FFEDCB49}

Version

Perfect Forward Secrecy

Version uberspringen

Protokoll

Verschlisselung

ESP-Integritat
Schltsselgultigkeitsdauer (in Minuten)
Schlusselgultigkeitsdauer (in Kilobyte)

2.10

Deaktiviert
0.0
ESP
AES-192
SHA-1
60
100000



Name Beschreibung
UAG DirectAccess Gateway - Clients Corp Tunnel - Phase 2 Crypto Set
{F98D74C6-8DD6-410B-A372-E66CDASDDD61}

Version 2.10

Perfect Forward Secrecy Deaktiviert

Version Uberspringen 0.0
Protokoll ESP
Verschlisselung AES-192
ESP-Integritat SHA-1
Schliusselgultigkeitsdauer (in Minuten) 60
Schlusselgultigkeitsdauer (in Kilobyte) 100000

Benutzerkonfiguration (Deaktiviert)hide
Keine Einstellungen definiert

Gruppenrichtlinie UAG DirectAccess - Client

NLS

JAG DirectAccess: Client{3491980e-ef3c-4ed3-b176-a4420a810f12}

Bereichl Detallz  Einstellungen I Delegierungl

Die Lizte zollte durch Kommas getrennt sein und keine zuzatzlichen I
Leerzeichen aufweisen.

Beizpiel:

feB0:/9.fe81::/9

Richtlinie Einstellung Kommentar
Testhostadresse fiir Firmen- Ak tiviert
OMS

Testadresse fur Fimen-DMNS: 1

Geben Sie die enwartete DMS-Adresse fur
den zu testenden Firmenhostnamen an.
Beizpiel:

2001:4898:28:3:38a1:c31: 7h3d:bid

Richtlinie Einstellung Kommentar
Testhosthanne fur Firmen-DNS Alliviert

Testhosthame des Firmen-DMNS: UaGDirectdcoess-
corpConnectivityHost Sighocal

Geben Sie einen aufzuldsenden Fimenhostnamen zum
Testen der Unternehmenskonnektivitat an,

Beizpiel:

nicslcorp.micrazoft com

Richtlinie Einstellung Kommentar
JRL zur Bestimmung des Ak tiviert
Domanenarts
URL zur Bestirrung des hittps: 4/ o, |05l

Firmendomanenorts:

Geben Sie die HTTPS-URL der Firmenwebsite an,

um den Domanenort inner- oder aulerhalb zu ermitteln. -
Beizpiel:

hitps: //nid. corp. microzoft, comd

Metzwerk/TCPAP-Einstellungen/IPy6-0bergangstechnologien zhiow

Zusatzl. Reg.-einst. zhow



NRPT fuer den DA Client

| Group Policy Management Editor

File  Action Wiew Help
e JEANESHN

5 uAG DirectAcress: Client{34 The Mame Resolution Policy Table [MRPT] stores configuration settings for DM security [DNSSEC) and Direct Access on DMS client computers.

=N Cgmputer Configuration ‘You can use this page to create or edit rules, which ars used to make policies that can be applied to an Active Directory organizational unit [DL].
= || Palicies

| Software Setting

=[] Windows Setting

Learn more about DMSSEC on the Weh

_| Mame Resol. .
<) scripts (Star Drescription Create Rules
T Security Setl Mame Resolution To which part of the namespace does this e apply?

alli Policy-hased Policy is the Group "

iistaatioa 1| | Poliy cbiect GFO] | | |51 =] [ oo
= Pr_eFerences that contains the Cericat o

u| policy infarmnation ertification authority: ] | -
= & User Configuration found in the Mame [Optional] IDE iocal, DC=sap CN=RootCA Browse...

~| Palicies Rezalution Paolicy
_| Preferences Table (NRPT].

DMSSEC DNS Settings for Direct Access |

¥ Enatle DNS zettings for Direct Access in this ule
DMS settings far Direct Access

DNS servers 20024307 80d5: d307: 8045

[optional) :;:;II

Add. Ed.. Remove |
Web prosy
[optional)
[T Use this Web prosy: I
[T Use the default ‘web prosy
|Pzec:

[T Use IPsac in communication betwesn the DNS client and DMS sarver

Encryption type: INo enciyption [integrity only) j

Update Create | Clear |

Advanced Global Policy Settings |

Mame Resolution Policy Table

Momespace | C& | DMSSEC(Y.. | DNSSEC(.. | DMSSEC[.. | Diectécce. . | Diectdcce.. | Diectdcce... | Diectécre.. |

A cal DC=lo... 2002:d907:... Mo
ki | DC=lo.. Mo
*.\ocal DC=lo... 2002:d307:... Mo
gk local  DC=la... 2002:d907:... Mo

Delete Rule | Edit Rule
Al 2 _teoh | Corce |




Namespace

UAG DirectAccess: Clientf3491980e-ef3c-ded3-b176-24420a810f12}

Bereichl Details  Einstellungen |De|egierung|

Regeleinstellungen hide =
Mamespace
Richtliniz Wiert
N amezpace O ocal

Zertifizierungzstelle

F.onfiguration

DMSSEC [Oberprifung)

DMSSEC [IPzec]

DMSSEC (IPsecterschllizzelung)
Drirektzugriff [|IPzec)

Direktzugnff [|Pzec-verzchluizzelung)
Drirektzuanff [Prosyeinstellungen)
Drirektzugriff webprosy)
Drirektzugriff [ODMS-5erver)

Wersion

w.local
Richtlinie
Mamespace
Zertifizierungzztelle
F.onfiguration
DMSSEC [Dberpriifurng)
DMSSEC [IPzec]
DMSSEC [IPgecerschliizzelung)
Direktzugnff [IPzec)
Direktzuanff [IPeec-verschlizzelung)
Dvirektzugriff [Prospeinstellungen)
Drirektzugriff [wfebprowy)
Drirektzugnff [ODMS-Server)
Wersion

-
Richtlinie
Mamezpace
Fertfizierungzztelle
K.onfiguration
DMSSEC [Uberpriifung)
DMSSEC [IPzec]
DHSSELC [IPsecerschluizzelung)
Drirektzuarnff [IPeec)
Dvirektzugriff [|Pzec-verzchlliszelung)
Drirektzugriff [Prospeinstelungen)

DC=local, DE=I”CN =RoatCa,
Drirektzugritf

Micht konfiguniert

Micht konfiguriert

Micht konfiguriert

Mein

F.eine YWerschluzzelung [nur Integritat)
K.einen ‘Webprosy venwenden
Leer

2002:d907:280d5:: 3078045

1

Wert

L - T e
DC=local, DC=iukyge CH=RootCA
Drirektzuigriff

Micht konfiguriert

Micht konfiguriert

Micht konfiguriert

Mein

K.eine Yerschluszelung (nur Integritat)
F.einen Webprosy venvenden
Leer

Leer

1

Wert

#.Icu:al

DC=local. DC=lgggglM=FoatCA
Drirektzugnft

Micht konfiguriert

Micht konfiguriert

Micht konfiguniert

Mein

F.eine Werschlizzelung [nur Integritat)
F.einen ‘webproxy venuendean

WICHTIG: Den TEREDO Adapter per GPO auf ,Enterprise Client” setzen, damit in
einem Domain Managed Network zuerst Teredo verwendet und nicht auf IP-HTTPS
geschwenkt wird:
http://blogs.technet.com/b/edgeaccessblog/archive/2010/05/21/directaccess-and-
teredo-adapter-behavior.aspx



http://blogs.technet.com/b/edgeaccessblog/archive/2010/05/21/directaccess-and-teredo-adapter-behavior.aspx
http://blogs.technet.com/b/edgeaccessblog/archive/2010/05/21/directaccess-and-teredo-adapter-behavior.aspx

Connection Security Rules fuer die DirectAccess Clients

roup Policy Management E

File  Action ‘Wiew Help

[_[5]x

e [ HEl=HE

\=] Ui Directacress: Client{3491980e-ef 3c-ded3-bl 76-a4420a8 | Name =~

| Enabled | Endpoint 1 | Endpoint 2

| Authentication mode | Authent

[ i Computer Configuration T UAG Directaccess Client - Clients Access Enabling Turnel - Al
=[] Policies 4T UAG Directiccess Client - Clients Carp Tunnel
| Software Settings <L UAG Direckiccess Client - Exempt NLA

=[] wWindows Settings
“| Wame Resolution Policy
|| Seripts (Startup/Shutdown)
Bl F Security Settings
55 Account Policies

i Local Palicies
i EventLog
1 Restricted Groups
7 System Services
4 Registry
o File System
0] Wired Metwork (IEEE 502.3) Policies
= [ Windows Firewal with Adwanced Security
B @ windows Firewall with Advanced Secut
B2 Inbound Rules
&% Outbound Rules
:l. Connection Security Rules

G DirectAccess Client - Clients Access Enabl

General I Computers | Protocals and Parts | authentication Advancedl

= This rle contains properties that are not supported

- through this interface.
— General
™ I amne:
LY

Dezcription;

Palicies to enable access granting rezources(DC, DMS,
HaP, etc ) over IPzec. Generated on Tuesday, 03
Auguzt 20001415 UTC.

¥ Enatled

Ok I Cancel Apply

Wes Any 2002:d907...
es Any 2002:d907...
Wes 2002:d907...  2002:d307...

Reequire inbound and...  Custom
Require inbound and...  Custom
Do nok authenticate Mo auth



General  Computers | Protocols and Ports Authenticationl Advancedl

— Endpaint 1

& Ay IP address
" These IP addresses:

Add... |

Edit... |
Femayve |

— Endpaint 2

l.'g:

Any P address

These IP addreszes:

2002:d907:80d4:8001::a50:140 a Add.. |
2002:d307:80d4:8000:0: Sefe:1

2002:d307:80d4:8001::450:140
2002:d307:80d4:8000:0: Sefe: 10
2002:4307:80d4:8001::450:150

Edit... |

2002:d307:80d4:8000:0: Befe: [LI Femave |

Learn more sbout computer endpoints

Ok I Cancel | Apply |
AG D Foy— . - F— abling " ol - all Pro... 3 | Enabled | Endpoint 1 | Endpoint 2 | Authentication me
lient - Clients Access Enabling Tunnel - All Wes Any 2002:d907... Require inbound ¢
General I Computers I Protocols and Parts  Authentication | Advanced | lient - Clients Corp Tunnel Yes Any 2002:d907... Require inbound ¢
lient - Exempt MLA es 2002:d907,,, 2002:;d207... Do not authentice

Specify how and when authentication is performed between computers.

— Requirements

a

Authentication mode:
IHEquirE inbound and outbound j

oy

— Methad

" Default

" Computer and user [Kerberos 5)
" Computer [Kerberos 5]
" User [Kerberos V]

Customize Advanced Authenti

& advanced: i First authentication

Learn more about authentication

4

| Advanced Audit Policy Configr
iy Policy-based oS
_| Administrative Templates: Policy defir
| Preferences
User Configuration
| Policies
| Preferences

IPSEC Endpunkte

Specify computer authentication methods ta use during IPsec
negotiations. Those higher in the list are tied first,

First authentication methods:

r— Second authentication

Specify uger authentication methods or a health certificate to use
during IPsec negatiations. Those higher in the list are tied fist.

Second authentication methods:

tethod Additional Information ‘

ethod ‘ Additional Information |

Computer certificate Foot CA, RSA Cerlificate S

sad. | Eae. Remove

™ First authentication is optional

[~
[

User [NTLMv2]

i

Add.. Edit.. Remove

™ Second authentication iz optional

A second authentication cannat be specified when a preshared
leey is in the first authentication methods list,

Learn mare sbout authentication settings
Wwhat are the default values?

Cancel




| Enabled | Endpoink 1

UAG DirectAccess Client - Clients Access Enabling Tunnel - all Pro...

lient - Clients Access Enabling Tunnel - Al es Ay
General I Computers I Protocols and Parts I Authentication  Advanced | lient - Clients Carp Tunnel Yes Ay
| lient - Exempt MLA Wes 2002:d907

— Profile
Customize IPsec Tunneling Settings E

Specify profiles to which this rule applies.

. Connections from Endpoint 1 to Endpoint 2 will pazs through the specified
™" Domain tunnel endpointe. Tunnel endpoints are generally gateway servers.

4 i S _—

W Pivate Maote: When |Psec tuhneling is used. the authentication mode nust be et to

¥ Public "Require inbound and outbound” or ""Reguire inbound and clear outbound'*
[for gateway devices].

[lm'

— Interface tppes
v Use IPsec turinieling

m;‘ Specify the interface types to which this ule - |
S applies. ™ &pply authorization

r Exempt IPzec protected connections

— IPsec tunneling

-:Iw EE:CTiFP whether IPsec tunneling should be Customize. .. | Local tunnel endpaint [closest bo Endpoint 1):
- oy _ e |
1P+E: |An}l
Remate tunnel endpaint (clazest ko Endpaint 2
Leam more about these settings [Pyt I Edit |
0k Cancel Apply IPE: IEDD2:dSD?: 80d5::d307:80d5

| Adwvanced Audit Policy Configuration
iy Policy-based Gos Lear mare about IPzec tunneling

| Administrative Templates: Paolicy definitions (ADR:

| Preferences akK I Cancel

User Configuration
| Policies

NLA Ausnahmen fuer NLS Server

UAG DirectAccess Client - Exemipt NLA Properties

| Generall Computers  Protocals and Porks |Authentication| Advancedl

— Protocols and ports

%" Protocol bepe;

Protocal number: I B 5:

Endpaint 1 port: IAII Ports j
Example: 80, 445, 5000-5010
Endpaint 2 port: ISpecific Parts ﬂ
J443
Example: 80, 445, 5000-50710

Learn more sbout protocal and ports

ITI Cancel | Apply |

Computerzertifikat fuer Windows 7 Client

Fuer die DA Clients muss ein Computerzertifikat der vertrauenswuerdigen
Zertifizierungsstelle ausgestellt werden, welche auch von Forefront UAG und dem
NLS verwendet wird.

CN = Interner DNS FQDN der Clients



Ueberpruefung der Ipvé Konnektivitaet auf dem UAG
Server

Host Name . ...........: SRV-XXX-XXX
Primary Dns Suffix .......: xxx.local
Node Type ............:Hybrid

IP Routing Enabled. . ......:Yes
WINS Proxy Enabled. .......:No

DNS Suffix Search List. . . ... : xxx.local

Media State . . . ........: Media disconnected
Connection-specific DNS Suffix . :
Description...........:SSL Network Tunneling
Physical Address. . .......:00-FF-08-01-19-47
DHCP Enabled...........:Yes
Autoconfiguration Enabled . . . . : Yes

Ethernet adapter INTERNAL:

Connection-specific DNS Suffix . : xxx.local

Description...........:Broadcom BCM5708S NetXtreme Il Gig (NDIS VBD
Client)
Physical Address. ........:00-1A-64-32-7C-28
DHCP Enabled...........:No
Autoconfiguration Enabled . . . . : Yes
Link-local IPv6 Address . . ... : fe80::114e:2cc8:f287:ed65%11(Preferred)
IPv4 Address. . .........:10.80.20.29(Preferred)
SubnetMask . ..........:255.255.255.0
Default Gateway . .. ......:
DHCPV6IAID ...........:234887780
DHCPv6 Client DUID. . ......:00-01-00-01-13-E8-71-9E-00-1A-64-32-7C-28
DNS Servers...........:10.80.20.2
10.80.20.3
NetBIOS over Tcpip. . . .....: Enabled

Ethernet adapter EXTERNAL:

Connection-specific DNS Suffix . :

Description...........:Broadcom BCM5708S NetXtreme Il Gig (NDIS VBD
Client) #2

Physical Address. ........:00-1A-64-32-7C-26

DHCP Enabled...........:No

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . ... : fe80::d5e0:d210:51c2:7422%12(Preferred)

IPv4 Address. . .........:217.x.xxx.212(Preferred)

SubnetMask . ..........:255.255.255.240

IPv4 Address. . .........:217.x.xxx.213(Preferred)

Subnet Mask . ..........:255.255.255.240

Default Gateway . . .......:217.x.xxx.217



DHCPVG IAID . ..........:301996644

DHCPvV6 Client DUID. . ... ...:00-01-00-01-13-E8-71-9E-00-1A-64-32-7C-28

DNS Servers...........:fec0:0:0:ffff::1%1
fec0:0:0:ffff::2%1
fec0:0:0:ffff::3%1

NetBIOS over Tcpip. .. .....: Disabled

Tunnel adapter 6TO4 Adapter:

Connection-specific DNS Suffix . :

Description . . ... ......: Microsoft 6to4 Adapter

Physical Address. ... .....:00-00-00-00-00-00-00-E0

DHCP Enabled...........:No

Autoconfiguration Enabled . . . . : Yes

IPv6 Address. . .........:2002:d907:80d4::d907:80d4(Preferred)
IPv6 Address. ..........:2002:d907:80d5::d907:80d5(Preferred)
Default Gateway . . .......:2002:c058:6301::c058:6301

DNS Servers...........:fec0:0:0:ffff::1%1

fec0:0:0:ffff::2%1

fec0:0:0:ffff::3%1

NetBIOS over Tcpip. . . .. ... : Disabled
Tunnel adapter Local Area Connection* 9:

Connection-specific DNS Suffix . :

Description...........: Teredo Tunneling Pseudo-Interface

Physical Address. .. ......:00-00-00-00-00-00-00-EO

DHCP Enabled...........:No

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . .. : fe80::8000:f227:26f8:7f2b%13(Preferred)

Default Gateway . . .......:
NetBIOS over Tcpip. . ... ...: Disabled

Tunnel adapter isatap.xxx.local:

Connection-specific DNS Suffix . : xxx.local

Description . . ... ......: Microsoft ISATAP Adapter
Physical Address. . ... ....:00-00-00-00-00-00-00-EO
DHCP Enabled...........:No
Autoconfiguration Enabled . . . . : Yes
IPv6 Address. ..........:2002:d907:80d4:8000:0:5efe:10.80.20.29(Preferred)
Link-local IPv6 Address . . . .. : fe80::5efe:10.80.20.29%16(Preferred)
Default Gateway . . .......:
DNS Servers............:10.80.20.2
10.80.20.3
NetBIOS over Tcpip. .. .....: Disabled

Tunnel adapter isatap.{C36EA179-74B6-4982-A670-1866E35A968F}.

Connection-specific DNS Suffix . :
Description . ..........: Microsoft ISATAP Adapter #2



Physical Address. ........:00-00-00-00-00-00-00-EO

DHCP Enabled...........:No

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . ... : fe80::200:5efe:217.7.128.212%17(Preferred)
Link-local IPv6 Address . . . .. : fe80::200:5efe:217.7.128.213%17(Preferred)
Default Gateway . . .......:

DNS Servers . ..........:fec0:0:0:ffff::1%1

fec0:0:0:ffff::2%1

fec0:0:0:ffff::3%1

NetBIOS over Tcpip. .. .....: Disabled
Tunnel adapter IPHTTPSInterface:

Connection-specific DNS Suffix . :

Description . ..........:IPHTTPSInterface

Physical Address. ... .....:00-00-00-00-00-00-00-E0

DHCP Enabled...........:No

Autoconfiguration Enabled . . . . : Yes

IPv6 Address. . .........:2002:d907:80d4:8100:44ca:3c67:31f2:48c4(Preferred)
Link-local IPv6 Address . . ... : fe80::44ca:3c67:31f2:48c4%18(Preferred)

Default Gateway . . .......:

NetBIOS over Tcpip. . ... ...: Disabled

Tunnel adapter isatap.{BCE2BA7D-B251-480A-97C6-24DECBFC7FFC}:

Media State . . . ........: Media disconnected
Connection-specific DNS Suffix

Description ... ........: Microsoft ISATAP Adapter #3
Physical Address. . .......:00-00-00-00-00-00-00-EO
DHCP Enabled...........:No

Autoconfiguration Enabled . . . . : Yes

Troubleshooting

DirectAccess Troubleshooting Assistant
http://www.microsoft.com/downloads/details.aspx?FamilyID=9A87EFE8-E254-4473-
8A26-678ADEAGD9E9&displaylang=en



http://www.microsoft.com/downloads/details.aspx?FamilyID=9A87EFE8-E254-4473-8A26-678ADEA6D9E9&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=9A87EFE8-E254-4473-8A26-678ADEA6D9E9&displaylang=en

ﬁ Microsoft Directhccess Connectivity Assistant Setup

| = |

o

Connectivity Assistant License Agreement

%(’ES@— >  Please read the Microsoft DirectAccess

{ 1?’:"'-"—
'ﬁ:‘—"’

=7

ASSISTANT

s undates

Microsoft ‘Soluticm

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT DIRECTACCESS CONNECTIVITY

These license terms are an agreement between
Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read
them. They apply to the software named above,
which includes the media on which you received
it, if any. The terms also apply to any Microsoft

@

Accelerators I accept the terms in the License Agreement
Back Install I [ Cancel
Brille aufsetzen
5 [ . T = .
el ey CoF ey
[ STTaT B PRy BN P ERE T Y
ok peepgrly cerd apaed. Plapa cordpr g
alrmareytd v d Phas prrbdee pressdn
f |
4 Microsoft DirectAccess Connectivity Assistant S
B About DirectAccess Connectivity Assistant [ & ]
Advanced Diagnostics |
. . - _ Corporate connectivity is not
g Microsoft DirectAccess ‘% pk il Y
o o= - WOrking corre .
i‘ Connectivity Assistant b 9 y
L -
Version 1.0
Microsoft DirectAccess Connectivity Assistant is not
© 2009 Microsoft. All rights reserved. properly conflguret:!. Please contact your administrator
if this problem persists.
This program is licensed.
Warning: This computer program is protected by -
copyright law and international treaties. Advanced Log File
Unauthorized reproduction or n of this C:\ Users) ipamesiogimpueig: /0 p D oto\ Local\ Microsoft\DCs
program, or any portion of it, may result in severe
civil and criminal penalties, and will be prosecuted to
the maximum extent possible under the law.
Enai Logs | (Ao
\ J
Close




DA Assistant — GPO Einstellungen

Aktion

| Datei Ansicht  Fenster 7

nep| P cil 7 Nl

& Gruppenrichtlinienverwaltung
| _ﬁ Gesamtstruktur: ielocal
a [5% Dominen
4 G5 Wl local

s DA-Assistant
= Default Domain Policy
;'é FC5-CG-BackupServer-{28f9fach-8d70-44 ea-al26-34c031f659k1 }-3
,é FC5-CG-DomainController-{28f9fach-8d70-44 ea-al26-a4 03165901 }-3
;'é FC5-CG-ExchangeServer-{28f9fach-8d70-44 ea-a1 26-34 c031659b1 }-3
iy FC5-CG-Fileserver-{28f9fach-8d70-44ea-a126-a4c031f659b1}-3
,‘é FC5-CG-SenstigeServer-{28f9fach-8d70-44ea-a126-a4c031f659b1}-3
;'é FC5-CG-TerminalServer-{28f9fach-8d70-44ea-al126-a34c031659b1}-3

:[ Intranetzone festlegen

Sicherheitswarnung unterdriicken
Zugriff nicht méglich
Domain Controllers
m
Kontakte
» (3] Standort
=t Gruppenrichtlinienobjekte
¥ WMI-Filter
» [ Starter-Gruppenrichtlinienobjekte
& Standorte
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