Forefront Endpoint Protection 2010 Installation und Konfiguration

New installation or add features to an existing installation.
Launch a wizard to install SQL Server 2008 R2 in a non-clustered environment or to add features to an existing SQL Server 2008 R2 instance.
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T SQL Server 2008 R2 Setup

Server Configuration

Specify the service accounts and collation canfiguration.

=10l %]

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error Repaorting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Service Accounts |Co||atior| |

Microsoft recommends thatyou use a separate account foreach SQL Server service.

Service Account Name Password Startup Type

SQL Server Agent TRAIMER \administrator [IITITTIT] Manual ﬂ
SQL Server Database Engine TRAINER \administrator EEEEERE Automatic j
50U Server Reporting Services TRAINER \administrator seeseses Automatic j
SQL Server Integration Services 10.0 | TRAIMNER \administrator LITI YT Automatic ﬂ
SQL Full-text Filter Daemon Launcher | NT AUTHORITYOCAL S... Manual

SQL Server Browser NT AUTHORITY\LOCAL S... Disabled ﬂ

Use the same account for all SQL Server services

Complete

Add Current Userl Add... | Removel

have unrestricted access to
the Database Engine.

< Back Next = Cancel Help
A
1 SQL Server 2008 R2 Setup 1Ol x|
Database Engine Configuration
Specify Database Engine authentication security mode, administrators and data directories.
RIS Account Provisioning | Data Directories | FILESTREAM
Setup Role
Festure Selection Specify the authentication mode and administrators for the Database Engine.
Installation Rules Authentication Mode
Instance Configuration & Windows authentication mode
Disk Space Requirements
= g = Mixed Mode (SQL Server authentication and Windows authentication)

Server Configuration
Database Engine Configuration Specify the password forthe SQL Server system administrator (sa) account:
Reporting Services Configuration Enter password: I
Error R il

A RERLT Confirm password: I
Installation Configuration Rules
Ready to Install Specify SQL Server administrators
Installation Progress dministrator (Administra SQL Server administrators

< Back

Next >

Cancel Help




1 SQL Server 2008 R2 Setup

Ready to Install

=10l x|

Verify the SQL Server 2008 R2 features to be installed.

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Frogress

Complete

Ready to install SQL Server 2008 R2:

[=]- Summary
- Edition; Enterprise
- Action: Install
=~ General Configuration
E}-Features
- Database Engine Services
- Full-Text Search
- Reporting Services
- Client Tools Connectivity
- Integration Services
- Client Tools Backwards Compatibility
- Management Tools - Basic
- Management Tools - Complete
- Instance configuration
- Instance Name: M5SQLSERVER
- Instance ID: MSSQLSERVER
[=- Instance IDs
- 50L Database Engine: MSSQL10_50.MSSGQLSERVER
~- Reporting Services: MSR510_50,MSSQLSERVER
- Instance Directory: C:\Program Files\Microsoft SQL Server),
[El- Shared compenent root directory
| . i.shared feature directory: C:\Program Files\Microsoft SQL Server), | 'l
4 »

Configuration file path:

|»

IC:‘Program Files\Microsoft SQL Server\100%Setup BootstrapiLog'20100607_095302YConfigurationFile.ini

WSUS Installation

< Back Install Cancel Help




F;—fi Windows Server Update Services 3.0 SP2 Setup Wizard x|

Welcome to the Windows® Server
Update Services 3.0 SP2 Setup
Wizard

This wizard helps you install Windows Server Update
Services 3.0 SP2 server software. The software helps you
deploy updates from Microsoft Update to computers on
your network.

To continue, click Mext.

< Back Mesd = Cancel

SCCM Installation

Microsoft System Center Configuration Manager 2007 SP2 il
MicrosoF Welcome to the Microsoft System Center Configuration
tem Center Manager 2007 SP2 Setup Wizard
Configuration Manager 200

This wizard walks you through the steps necessary to install or upgrade
Configuration Manager 2007 5P2 (CorfigMar).

Before starting this wizard, you should:
1. Have a supported Microsoft SGL Server installation available for ConfigMar.
2. Know the name of the computer running SGL Server.

3. Review the release notes.

4. Ensure your systems meet the minimum requirements.

For more information, see the release notes.

WARNMIMNG: This program is protected by copyright law and intemational treaties.

Unauthorized reproduction or distribution of this program, or any portion of it, may
result in severe civil and criminal penalties, and will be prosecuted to the maxmum
eatent possible under law.

% Back Mext = Cancel




Microsoft System Center Configuration Manager 2007 SP2

Awailable Setup Options

Setup has enabled available installation options based on the installed operating system and any existing

Systems Management Server 2003 or Configuration Manager installations.

o

(" Uparade an ex
("

(" Pertarm site mantenance or reset h

(" Unimztall a Contiguration Manager 21

stallatior




licrosoft System Center Configuration Manager 2007 SP2

Site Type
Specify the type of site you would like to install.




Microsoft System Center Configuration Manager 2007 SP2

Site Settings
Please enter your Configuration Manager site code and site name.




Microsoft System Center Configuration Manager 2007 SP2

Site Mode
Specify the ConfigMar site mode far this site.




Microsoft System Center Configuration Manager 2007 SP2

Client Agent Selection
Configuration Manager can enable client agents for you after setup completes.




Microsoft System Center Configuration Manager 2007 SP2

Database Server
Specify the Microsoft SQL Server information for your installation.




Microsoft System Center Configuration Manager 2007 SP2

SMS Provider Settings
Specify the SM5S Provider settings for your Configuration Manager site.




Microsoft System Center Configuration Manager 2007 SP2

Management point
Specify the server to be used as your ConfigMgr management paint.

FEP. TRAINER.INTERN




Microsoft System Center Configuration Manager 2007 SP2

Port Settings
Specify the TCP port that clients will use to communicate with CorfigMar site systems.

th.

(" U=z default port [44:5]

(" =g cugtarm port:




Microsoft System Center Configuration Manager 2007 SP2

Updated Prerequisite Components
Specify whether to download updated compaonents ar ingtall from an attemate path




Microsoft System Center Configuration Manager 2007 SP2

Updated Prerequisite Component Path
Specify the altemate path for Setup to store or access updated components.

Downloading updates




Microsoft System Center Configuration Manager 2007 SP2 El

Settings Summary
Corfiguration Manager wil be installed with the following settings: -r‘.
Setup Component | Component Details -
Setup Type Primary site installation
Site Code FEF
Site Mame FEP-5Site
Confighar Security Mode Mixed
Product Key PYHYP-WXB3B-B2CCM-VSDX5-VDYET
Installation Directony C:%Program Files Microsoft Corfiguration Manager
Extemal File Folder CHSCCM-Update
SGL Server FEF
CorfigMar Database Mame SM5_FEP
SMS Provider FEF
Management Paint FEP
ConfighMgr Agents Software invertory
Hardware inventony e
Advertised programs
Software updates
Software metering x
4| | v
Ta change the settings click Back. To apply these settings and launch the installation prerequisite check:, click Med.
After the installation prerequisite check has begun, you cannot change these settings.
< Back Mesd = Cancel
FEP Setup
&% Microsoft Forefront Endnt Protection 21 Server Setup E x|

Microsoft
Forefront
Endpoint
Protection
2010

Welcome to Forefront Endpoint Protection 2010 Setup Wizard

This wizard walks you through the steps necessary to install Microsoft Forefront Endpoint Protection 2010.

Before you proceed, you should read the Forefront Endpoint Protection Instsllation Guide and then read the
Microsoft Forefront Protection Privacy Statement.

Name: [Edmiistrator

(rganization: |

Mext > Cancel




All in One

%% Microsoft Forefront Endpoint Protection 2010 Server Setup
=

Deployment Options

Select the typology that you want to configure:

Microsoft & Basic topology
Forefront , _ . _ . .

i Installs Microsoft Forefront Endpoint Protection Database, Site Server role, Console Extension, Reporting
Endpomt role, and Reporting database based on your current Configuration Manager deployment.
Protection " Basic topology with remote reporting database
2010

Installs the basic typology, and allows the installation of the reporting database on a different computer.
" Advanced topology
Allows customized installation.

' Configuration Manager Console FEP Extensions only

Installs Forefront Endpoint Protection extension for the Configuration Manager console.

< Back | Next > Cancel

% Microsoft Forefront Endpoint Protection 2010 Server Setup =l
=

Reporting Database Configuration

The following information will be used to configure the Reporting database and Reporting server account. Before
you continue, edit the information as necessary.

Microsoft Revorti
.eporting senver account
Forefront
o dpoint URL: |ttp://FEF trainer intem./Report Server
Trenee e User name (domainiuser): [TRAINER \administrator
2010 Password: |“""“"‘"“"‘|

<Back || Next> Cancel




Microsoft
Forefront
Endpoint
Protection
2010

'5¥| Microsoft Forefront Endpoint Protection 2010 Server Setup

Updates and Customer Experience Options

—Updates
¥ Use Microsoft Update to keep my products up to date

Microsoft Update offers important updates (such as security updates) for Windows and other Microsoft
products, including Forefront Endpoint Protection. Automatic Updates allows updates to be delivered
automatically, or you can update manually by visiting the Microsoft Update web site.

Learn more

— Do you want to join the Customer Expernience Improvement Program?
[™ Join the Customer Experience Improvement Program

The program collects information about computer hardware and how you use Microsoft Forefront Endpoint

Protection, without interrupting you. This helps Microsoft identify which Microsoft Forefront Endpoint Protection
features to improve. Mo information collected is used to identify or contact you.

Resd mare sbout the program online

é Read the privacy statement

<Back || Next> Cancel

E Microsoft Forefront Endpoint Protection 2010 Server Setup

Microsoft
Forefront
Endpoint
Protection
2010

SpyNet Policy Configuration

You can choose to send basic or additional information about detected software. Additional information helps
Microsoft create new definitions to better protect your computer. It can include, for example, the location of
detected items on your computer if harmful software has been removed. The information will be automatically coll

= Join with 2 basic membership

SpyNet will send basic information to Microsoft about software it detects, including where the software
oniginated and actions that you apply or that the program applies automatically.

¥ Join with an advanced membership

SpyNet will alert you when it detects software or a change made by software that has not yet been
analyzed for risks.

™ | don't want to join Microscft SpyMet at this time

Nao information will be sent to Microsoft. You won't be alerted if unclassified software is detected running
On your computer.

Read the privacy statement

<Back || Nex> Cancel

OK, SQL Server Agent muss auf Startart automatisch gestellt werden und gestartet
sein, sowie ein ADWS ein Hotfix fehlt



E Microsoft Forefront Endpoint Protection 2010 Server Setup

—

Prerequisites Verification

Action | Status | Details
MiCI’OSOft @‘u’eﬂﬁ.’ing hardware requirements Successful

Forefmnt ff_\,\a’eﬁh’ing NET Framewaork 3.5 SP1 prerequisite Waming More. .

. r(g‘nlferh‘:.'ing SQL Server prerequisite Ermor More...
Endpomt @V&ﬁh’ing SCL Reporting Services prerequisite Successful
Protection @‘u’eﬂﬁ.’ing Corfiguration Manager version Successful
2010 @V&ﬁh’ing Configuration Manager Site Server pemissions Successful
@‘u’eﬂﬁ.’ing Corfiguration Manager client components Successful

1] | ©

' One or more verifications failed. View Log |

<Back News> | Cancel |

Schon besser

E Microsoft Forefront Endpoint Protection 2010 Server Setup

—

Prerequisites Verification

Action | Status | Details
MiCI’OSOft @\u"e-rifying hardware requirements Successful
FOI'EfI"Ont @Ve-rifying NET Framewark 3.5 5P 1 prerequisite Successful
= Verfying SCL Server prerequisite Waming More...
End t
n p'Oll-'I @Ver’rf}dng SGL Reporting Services prerequisite Successful
Pmtectlon @Ver’rfying Corfiguration Manager version Successful
2010 @Ver’rfying Corfiguration Manager Site Server permi...  Successful

@Ver’rf:.’ing Corfiguration Manager client components | Successful

Zusammenfassung




% Microsoft Forefront Endpoint Protection 2010 Server Setup

Microsoft
Forefront
Endpoint
Protection
2010

Ab dafuer

Microsoft Forefront Fndpoint Protection 2010

General Settings

Local Computer Name: FEP trainer intem

Location of Setup media files: D:'«86\COMEDIA

Personal information: administrator

Installation Directory: C:"Program Files

Configuration Manager Console Directory- C:\Program Files'Microsoft Corfiguration Manager' Admin UlMbin

FEP Site Extension for Configuration Manager

Configuration Manager Site Server: FEF trainer.intem

FEP Reporting and Monitoring components

Configuration Manager Site Server: FEF trainer.intem

Configuration Manager Database Server: FEP

Configuration Manager Database Instance Name- M550LSERVER
Configuration Manager Database Name: SM5_FEFP

FEP Database Name: FEFDE_FEP

FEP Reporting Database Server: FEF trainerintem

FEP Reporting Database Instance Name: M550LSERVER

FEP Reporting Database Mame: FEFDW_FEP

Liveness checking URL for SQL Reporting Service:

http:/fep trainer intem./Report Server/Repaort Service 2005 asmx

User account used for accessing of FEP Reports: TRAINER \administrator

Configuration Manager Console Exdensions for FEP
Mo additional properties for this component

<Back [ MNea> Cancel
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E Microsoft Forefront Endpoint Protection 2010 Server Setup %]

Action | Status | Details

MiCI‘OSOft @ Installing the Microsoft Forefront Endpoint Protection Security Clisnt Runring
Forefront Installing Microsoft Forefront Endpoint Protection Console Extensions for Configuration Manager Mot started
E d int Installing Microsoft Forefront Endpoirt Protection Site Server Extension for Configuration Manager Mot started

ndpoin Installing Microsoft Forefront Endpeint Protection Reporting Mot started
Protection
2010

i ©

o, INNENNENNENEENNENNENNENNNNNNNNNNENEEE V=i |

" Status: Installing the Microsoft Forefront Endpoint Protection Security Client

< Back | [Hext > I Cance] |

Action | Status | Dietails
i nstalling the Micros arefront point Protection Securty Cliert uccessiul
MICI‘OSO& Installing the Microsoft Forefront End P S Cl S sful
nstalling Micros: orefront paint Protection Console Extensions for iguration Manager uccessul
Fo nt Installing Microsoft Forefront End P Conszole Ext for Conf M S sful
E d e @Installing Microsoft Forefront Endpoint Protection Site Server Extension for Configuration Manager ~ Successful
n pOl“ @Installing Microsoft Forefront Endpoirt Protection Reporting Successful
Protection
2010

| o
. INENEENEENNENNEENEENEENNNNNNNNNNNENNNEEE v |

" Status: Al tasks completed successfully.

Lance |




FEP Konfiguration

SCCM Konfig

n Manager Console

58 File Acon View Window Help |_515|

o [

&= 25HE

System Center Configuration Manager
=1 £ site Database (FEP - FEP, FEP-Site)
(9 site Management
= Eﬁ Computer Management

% Callections
-

Conflicting Records

& Software Distribution
@’ Software Updates
' Operating System Deployment
[l Asset Intelligence
&n Software Metering
Reporting
Desired Configuration Management
Queries
Mobile Device Management
@ Network Access Protection
SR ®] Forefront Endpoint i
N Policies
Alerts
ﬁ Reports
[} System Status
[ Security Rights
7 Toals

4] |

Forefront Endpoint Protection

s

Forefrant Endpoint Protection allows you to deploy and manage an effective computer protection palicy
on Configuration Manager managed computers

G

Operational Statistics

Clients Deployment Status |[ | Antimalware Activity Status | |
Mot targeted by FEP: 1 0 Active malware 0
Targeted by FEP: 0 (D Reboot is required 0
(1) Full scan is required Q
o Malware cleaned (Last 24 hours) a
[ | Definition Status | Computers|
0 Older than 1 week ]
No data available (1) Upto7 daysold 0
0 Up to 3 days old 0
@ Uptodate Q
[ | Policy Distrit Status | Computers|
. Failed to deploy cli... ] o Policy failed to deploy 0
[:] Deployment pending 0 o Distribution in progress ]
. Client deployed Q ° Policy deployed 0

Actions

Forefront Endpoint P... «

G
@

Update FEP collec. ..
Give Feedback

View 3
New Window from...

Refresh

BB

Help

FEP Client Update




¥ Forefront Endpoint Protection 2010
Computer status - At risk

Virus & spyware definitions status - Updating

Forefront Endpoint Protection 2010 is installing the latest virus & spyware definitions from the Microsoft Update Center.

Searching...
] @ Cancel update

You may close or minimize the Forefront Endpoint Protection 2010 window during this update.

Did you know?
Virus & spyware definitions are files that Forefront Endpoint Protection 2010 uses to identify malidous or potentially unwanted software on
your computer.

These definitions are updated automatically. However, if for any reason your computer's definitions don't get updated automatically, you
should get the latest updates to help protect your computer.

Reports

7 Antimalware Summary Report - Berichts-Viewer - Windows Internet Explorer =
o e —_
(A IE, htb:l:ﬂfep.trainer.inbern,’ReportServerfPageszeport\ﬂewer.aspx?,fForeFront%ZOEndpoint%ZOProbecﬁcannﬁmalwarefAnﬁmalj |‘?‘ | X | ILwe Search |4Q
e (& antimalware Summary Report - Berichts-Viewer | | - - =~ =k Page + () Tools -

Caollection: | Client deployed ;I Report Time Span: I Week ;I Bericht anzeigen

Start Date (Custom End Date (Customn

Report Gpan Only): |31.05.2010 | Raport Span Only): J07.06.2010 i

[r—
4 4 |1 vonl p [l [ 1007 =l | Suchen | weiter - & & B
==—== S e - S e\ |
2 Microsoft® = : = — N

Forefront === SO
&

Endpoint Protection = gggvévu“V‘

Antimalware Summary Report

Collection: Client deployed Report Time Span: Week Generated On: 6720101
Start Date: 10 12:00 AM End Date: 12:5¢ Alldates and times are UTC
Antimalware Deployment and Health
Current Antimalware Protection Coverage Antimalware Protection Breakdown - Week

Fehler: Der Unterbericht konnte nicht angezeigt werden.

Current Antimalware Signature Version Antimalware Signature Breakdown - Week



Default FEP Policy

=10l =]
ISETE
System Center Configuration Manager Actions
= 3 Site Database (FEP - FEP, FEP-Site) T e ———————— R R
(3 site Management | in IAII Columns | Fird Now | Clear | -
) £ Computer Management (K" new Policy
Y Col\e.cm.ms 1 Policy Precedence. ..
Conflicting Records Mame | Description | Precedence
Eﬁ Software Distribution gDeﬁutFEP Policy System read-only policy that contains the recommended ... 1 {Lowest) @ Give Feedback

E[ Software Updates

[} Asset Inteligence
&n Software Metering

|4 Queries
# Mobile Device Management
@ Network Access Protection
= K4 Forefront Endpoint Protection
||_\, Policies
Alerts
ﬁ Reports
[ System Status
m Security Rights
[ Toals

4 Operating System Deployment

& Reporting
73| Desired Configuration Management

l

‘General Antimaware | Updates | Host Firewal

|

¥ | Run a scheduled scan
Select the frequency of scheduled scans.

Scan frequency: I\"a'eekly quick scan
Daily scan at: 1:00 =
Weekly scan every:
Day: |Sunday v l
Hour:  [22:00 =i

View 3
New Window from...
|64 Refresh
ﬂ Help
Default FEP Policy -
.r.,. Duplicate Policy
|G Refresh
D Properties
Help
Description -
System read-only policy that
contains the recommended
settings for most desktop
computers and assodated

with the FEP Deployed
Clients Collection.




,‘5@ Configuration Manager Console =10l
| =L=1x]
System Center Configuration Manager Policies 1 items found Actions
=l [ Site Database {FEP - FEP, FEP-Site) 115 ————— || | .

[ site Management
= Eﬁ Computer Management

Collections

% Conflicting Records
& Software Distribution
@' Software Updates

L Asset Inteligence
& Software Metering

Queries
Mabile Device Management
@ Network Access Protection
= h Forefront Endpoint Protection
[N Policies
Alerts
ﬁ Reports
[ System Status
[ Security Rights
[ Tools

4 |

“J Operating System Deployment

&l Reporting
4| Desired Configuration Management
=

Look for: I j in IAII Columns j Fird Now | Clear |
Mame | Description | Precedence
gDeFthFEP Palicy System read-only policy that contains the recommended ... 1 {Lowest)

4

General | Antmalware | Updates Host Firewall

Windows Firewall can help prevent hackers or malicious software from exploiting network vulnerabilities and

using the Internet or network to gain access to users’ computers.
¥ Enable Host Firewall praotection
Spedfy the Windows Firewall settings for each type of netwark profile.

Domain networks
Settings for workplace networks that are attached to a domain.

Firewall State: On (recommended) *

Incoming connections:  [Elock (default) 'I

|_|:' Mew Policy

§ Policy Precedence....
P Give Feedback

View »
New Window from...

G Refresh

ﬂ Help

Default FEP Policy -
[,. Duplicate Policy

Gl Refresh

Properties

Help

Description -
System read-only policy that
contains the recommended
settings for most desktop
computers and assocated

with the FEP Deployed
Clients Collection,

Neue FEP Policy



Mew Policy Wizard

Policy Type

General
CPoieyType

Scheduled scan

Scan Exdusions

Updates

Client Computer Options

Summary

Progress

Confirmation

Mew Policy Wizard

Select the policy type that is most appropriate.

¥ standard desktop policy

Use for most enterprise desktop environments. This policy indudes antimalware and Windows

Fireweall.

" High-security policy

Use for computers that require maximum protection. This pelicy incudes antimalware and

Windows Firewall.

" Performance-optimized policy

Use when performance is a concern and computers require minimal security protection,

< Previous | Mext = I Finish

Cancel

Scheduled scan

General
Policy Type
| Scheduedsan
Scan Exdusions
Updates
Client Computer Options
Summary
Progress

Confirmation

Select the frequency of scheduled scans.

Scan frequency;

Daily scan at: 01:00 =

Weekly scan every:

Day: ISunday "I

Haur: 00 =

Quick scan chedks only the areas that malicdous software is most likely to infect. Full scan checks all the

files and all running programs. Full scan can take mare than an hour,

< Previous | Mext = I Finish

Cancel




lew Policy Wizard




New Policy Wizard

New Policy Wizard




MNew Policy Wizard

Summary

General

Policy Type

Scheduled scan

Scan Exdusions

Updates

Client Computer Options
CSsummary

Progress

Confirmation

Review the settings for this new Forefront Endpoint Protection policy.

Details:

Seneral policy information:
+ Name: FEP-test

Antimalware policy settings:
* Real-time protection: incoming and outgoing files
» Scheduled scan: quick scan every Sunday at 22:00
* (CPU limit: 50%: load
» Excuded paths: c:\temp

Windows Firewall
= On

Update antimalware definitions from the following sources:
* Configuration Manager
* Microsoft Update

End user configuration:

To change these settings, dick Previous. To apply the settings, dick Next.

< Previous | Mext = I Finish

Cancel




New Policy Wizard x|

Wizard Completed

General
Policy Type ¢ )

The Mew Policy Wizard completed successfully,
Scheduled scan

Scan Exdusions Details:

| v

Updates |"*'a Success: General policy information:

Client Computer Options * Name; FEP-test

SUMmMaEry @ Success: Antimalware policy settings:

P » Real-time protection: incoming and outgoing files
» Scheduled scan: quick scan every Sunday at 22:00
»  CPU limit: 50% load
L ]

Excuded paths: c:\temp

@ success: Windows Firewall
= On

@ Success: Update antimalware definitions from the following sources:
» Configuration Manager
» Microsoft Update j

To dose this wizard, dick Close.

< Previous Mext = Fimish | Close

Policy assignen

FEP-test Association x|

Configuration Manager Collections to be applied by this palicy

Collection name | Indude sub-collections Add. .. |

All Windows Server Syst...




FEP-test Properties

General Antimalware | Updates I Host Firewall

Configure protection from viruses and spyware.

I¥| Enatle antimalvare protection

Scheduled Scans

Real-time Protection W Run a scheduled scan

Threat Handiing Select the frequency of scheduled scans,

Exclude Files and Locations

Exclude File Types Scan frequency:  |Weekly quick scan -
Excluded processes quency I ¥a J
Overrides _ —

Advanced Settings Daily scan at: IIII 1:00 =

Weekly scan every:

Day: ISunday hl I
Hour: IZZ:DD :ll

Allow users to change scan time

Scan only when computer is idle
Randomize scheduled scan start times (within 30 minutes from scheduled time)

Force a scan after a second missed scan upon reboot

U B B

Scan archived files

<

Limit CPU usage during scan to the following percentage: IED %o VI

Allow users to enable, disable and configure processor usage

1

oK I Cancel Ay




FEP-test Properties

r
r
r

1




FEP-test Properties




FEP-test Properties

‘General | Antimalware | Updates Host Firewall

Windows Firewall can help prevent hackers or malicious software from exploiting network vulnerabilities and using
the Internet or network to gain access to users’ computers,

¥ Enable Host Firewall protection
Spedify the Windows Firewall settings for each type of netwark profile.

Domain networks
Settings for workplace networks that are attached to a domain.

Firewall State: IDn (recommended) j
Incoming connections: IBIcu:k (default) j
Display a notification: I‘fes j

Private networks

Settings for networks at home or work where the user knows and trusts the people and devices an the network
(this is the "Standard” profile for Windows XP computers)

Firewall State: IDn (recommended) j
Incoming connections: IEIcu:k (default) j
Display a notification: IYES j

Public netwarks

Settings for netwaorks in public places such as airports or coffee shops. This profile applies only to Windows Vista
and Windows 7 computers and will be ignored on Windows P computers.

Firewall State: IDn (recommended) j
Incoming connections: IBIcu:k (default) j
Display a notification: I‘fes j —
QK I Cancel Spply
Display a notification:  |ves ;I

o

e-mail settings



IV Send e-mail notification

SMTP Server: Port:

| 25 :

Choose the authentication method used when validating your e-mail account:
i+ Anonymous
™ Service credentials

E-mail from address:

Test and Close... | 0K I Cancel

Malware detection Properties x|

Alerts properties

Malware Detection

Forefront Endpeint Protection can send an alert when malware is detected on a computer that is a member of
a specified collection. For example, you can configure FEP to alert you when malware is detected on sensitive
computers.

¥ Enable malware detection alerts

Select a parent collection to monitor for malware detections:

IAJI Systems Browse. ..

Select the detection level to monitor:

_ Low: Failed to clean
I - Malware is detected and deaning fails

When an alert message is raised, send an e-mail message to the following e-mail

addresses:
Add
MNarme | Remove |
There are nao items to show in this view.
| [ o]

ok | Cancel | Appy




Fast Spreading Malware Alert Properties

Alerts properties

Fast Spreading Malware

Forefront Endpoint Protection detects a fast spreading malware in the organization when the number of malware
detections reaches a pre-defined threshold.

¥ Enable fast spreading malware alert

Define the threshold for fast spreading malware alert:

Detections on distinct computers:

100 S
Minutes for fast spreading malware: an B
When an alert message is raised, send an e-mail message to the following e-mail
addresses:
Add
Mame Hemove

There are no items to show in this view.

|

FEP collections

File

i‘:‘ﬁ Configuration Manager Console

Action  View Window Help

o ]

Cancel

@« | 7mEE

System Center Configuration Manager
= @_ Site Database (FEP - FEP, FEP-Site)
Eﬂ Site Management
=] Eﬁ Computer Management

=] ,§ Collections
& All Active Directory Security
_§ All Desktops and Servers
.5 All Systems
_§ All User Groups
.§ All Users
@ All Windows 2000 Professior
.§ Al Windows 2000 Server Sy
_§ All Windows Mobile Devices
_§ All Windows Mobile Pocket P
_§ All Windaws Mobile Pocket P
@ Al Windows Mobile Smartph
_§ All Windows Mobile Smartph
_5 All Windows Server 2003 Sy,
.§ Al Windows Server Systems
_§ All Windows Workstation or
_5 All Windows XP Systems
=] .§ FEP collections

_§ Deployment Status

&P Policy Distribution Statu:

B §8 Security State

Activ

5 Full scan is required =

5 Reboot is required
5 Recently Cleaned
_§ Signatures Status
ZL, conflicting Records

-

=10l x|
| =1=1x]
=l Active malware 0 items found Actions
Active malware -
Look far: I j in IAII Columns j Find Maw | Clear | e
{izg] Show Count
&4 Install Client
MName | Resource Type | Domain | Site Code | Client | Approved _
¢ Update Collection ...
hera are no items to show in this view. G upd
(§ Export Objects
@ New 4
X Delete Spedal
‘] Distribute v

& Transfer Site Setti...

_@ Assign Configurati...

Clear Last PXE Ad...

Advertise Task 5e...

[ Modify Collection ...

B
@

Give Feedback

View

Out of Band Mana...

Mew Window from...

Delete
Refresh

1 %
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FEP Policy advertisement

“E Configuration Manager Console

[, Status Summary
(g} Site Systems
=] Eﬂ Computer Management
=] .? Collections

.§ All Active Directory Security Groups
.§ All Desktops and Servers
.§ All Systems
.§ All User Groups
.§ All Users
.? All Windows 2000 Professional Systems
.§ All Windows 2000 Server Systems
.? All Windows Mobile Devices

Look for: I ﬂ in IAIICqumns ﬂ

;I Advertisements 2 items found

Fimd Mow | Clear |

MName

|Padmge

é All Windows Mobile Pocket PC 2003 Devices
& Al Windows Mobile Pocket PC 5.0 Devices
é All Windows Mobile Smartphone 2003 Devices
.§ All Windows Mobile Smartphone 5.0 Devices

é All Windows Server 2003 Systems
.§ All Windows Server Systems

.§ All windows Workstation or Professional Systems

.§ All Windows XP Systems
.§ FEP collections
'%E Conflicting Records
=] $ Software Distribution
E} Packages
@11 Advertisements

L P, Vimdeien

FEP Packages

(] Assign FEP palicy Default FEP Policy to collection Client deployed

ign FEP pall

Microsoft Corpol
pol

"’Q Configuration Manager Console

He Action  View Window Help

&9 z2z|HE

[ Status Summary
[} site Systems
=] E§ Computer Management
= .§ Collections

.5 All Active Directory Security Groups

.5 All Desktops and Servers

All Systems

All User Groups

All Users

All Windows 2000 Professional Systems

All Windows 2000 Server Systems

All windows Mobile Devices

All Windows Mobile Pocket PC 2003 Devices
All Windows Mobile Pocket PC 5.0 Devices

All Windows Mobile Smartphone 2003 Devices
All Windows Mobile Smartphone 5.0 Devices
All Windows Server 2003 Systems

All Windows Server Systems

All Windows Workstation or Professional Systems
All Windows XP Systems

& FEP collections

Conflicting Records

Software Distribution

1 o 1 e o s W

NEr PP EEEEE @B

=] :ﬁ Microsoft Corporation FEP Client 1.0 All
m Access Accounts
[, Distribution Points
£3 Programs
(il Package Status

4 FEP Client Operations
% Forefront Endpoint Protection Polices

;I Packages 3items found
Look for: I j in IAJI Columns j Find Mow | Clear
MName | Manufacturer | ersion
4 FEP Client Microsoft Corpora... 1.0

Microsoft Corpara... 1.0
Microsoft Corpora... 1.0



Install Properties

Windows Installer | MOM Maintenance Mode
General | Requirements I Environment Advanced

D Mame: II.ns13II

Your use of software deployed by ConfigMar may be subject to license
terms. You should review any applicable license terms prior to deploying

software,

Comment: Install Microsoft Forefront Endpaint ;I
Protection 2010 with competitor's product
removal, SQM Off, and SpyMet advanced
regisration

=

Command line: I'u'bs "FEPInstall.exe /s fq | Browse. .. |

Startin: |

Run: |Hidden j

After running: IN:: action required j

Cotegry: | =]

ok | Cancel Mply | Help




