Forefront Client Security Probleme

Auf einem Windows Server 2003 R2 SP2 Fileserver laeuft FCS nicht mehr rund.
Folgendes Problem tritt auf:

Microsoft Forefront Client Security [ x|

Fehler bei Anwendungsinitialisierung. 0x800106ba. Der Dienst dieses Pragramms wurde aufgrund eines Problems angehalten. Fihren Sie zum Starken des Dienskes einen
Meuskart des Computers aus, oder suchen Sie unter "Hilfe und Support” Informationen zum manuellen Starken eines Dienstes.

Bei dem Versuch des Updates faehrt sich der Dienst ins Nirvana und laesst sich
auch mit SC.EXE nicht mehr steuern. Einzig ein Reboot hilft, doch danach taucht das
Problem erneut auf.

B L1 1 LA g e L 1 e 1
%Micrusuft Forefront Client Security State Assessment Service  Ermoglicht es,,.  Gestarte Autornat,,,  Lokales Swster
%Micrusuft Forefront Client Security-Antimalwaredienst Tragk zum 5c., .,  Wird beendet Automnat,,,  Lokales Swster
ish - - . . . . - - -

Um dieses Update handelt es sich:

& aAutomatische Updates | x|

% Wahlen Sie die zu installierenden Updates aus.

Ilpdatetitel

[v  Sicherheitsupdate For Windows Server 2003 (KB972270) :l
[ Update Fiir Microsoft Forefront Client Security (KE976665)

[v  Update fir Windows Server 2003 (KB971513)

Details
Grofbe; 3,7 ME

Dieser Patch aktualisiert den Microsoft Forefront Client Security-Agent for Antimalware,

Weitere Informationen zu diesem Update finden Sie unter htkpe S fsuppork, microsoft, com kb7 6665

Iustallierenl abbrechen

Meldung in der Ereignisanzeige:



Eigenschaften von Ereignis EH

Ereignisl

Dratum: REY Ouelle: b zilztaller + |
Uhrzei: 123142 Kategorie: Keine

Typ: Fehler Ereignis- 11921 + |

kennung:
. Ei
Benutzer: R, B |

Computer: F51

Beschreibung:

Produkt: Microsaft Forefront Client Security-&ntimalwaredienst -- Fehler
1321. Dienst "Microzoft Farefront Client Security-Sntimalsaredienst’
[FCS&M] kannte nicht angehalten werden. Oberpriifen Sie, ob Sie
augreichende Berechtigungen zum Anhalten von Systemdiensten
bezitzen,

W eitere Informationen Uiber die Hilfe- und Suppartdienste erhalten Sie
unter httped/go.microzaft, comdbwlink/eventz. asp.

Diaten: & Bytes © Wiiter

oooo: 7h 35 30 33 38 31 48 38 {50321F" ﬂ
Qo02: 43 2d 38 32 45 46 Zd 24 C-2ZFF-4
00l0: 35 28 486 Ed 41 37 37 42 L2F-A77E ;I

1[4 I .-’-'-.I::I::reu:henl Ulgernehmenl

Meldung im FCS Log:

VSl O LS) (LBISH) US4 I IYBUY D MOTED LI 14us 21

HKEY_LOCAL_MACHINENSoftwareiwicrosofthwindows currentversiomiInstalleriuserbatais-1-5-184\Product sNC3F1O305FF28F 854 TABTEDTF4 26E41D0NTransforms 3: 2
wsI (s) (18: 38) [07:42:04:980] : Executing OE: End{Checksum=0, ProgressTotalHDword=0, ProgressTotalLbwaord=0)

WsI (s) (18:38) [07: '04.980]: Error in rollback skipped. Return: 5§

WsI (s) (18:38) [07 04:995]: No_System Restore sequence number for this installation

WsI (s) (18:38) [07 104:995]: unlocking server

vsI (s) (18: 38) [07 42 05 074] PROPERTY CHAMGE: De1at1ng uUpdatestarted property. Its current value is '1°

aktion beendet um 105: INSTALL. Rluckgabewert 3.

WsI (51 (18:CC) [07 42 05 08%]: Mote: 1: 2205 2: 3: control

aktion beendet um 07:42:05: pemoveExistingProducts. RUCkgabewert 3.

aktion beendet um 07:42:05: INSTALL. Rickgabewart 3.

WSI (s) (18:CC) [07:42:05:089]: mote: 1: 1708

WSI (s) (18:Cc) [07:42:05:088]: produkt: microsoft Forefront Client security-antimalwaredienst -- pie Installation ist fehlgeschlagen

WsI (s) (18:Cc) [07:42:05:089]: Das Produkt wurde durch windows Installer dnstalliert. Produktname: mMicrosoft Forefront Client Security-antimalwaredienst. F
1.5.1973.0. Produktsprache: 1031. erfolg- bzw. Fehlerstatus der Installation: 1603.

MSI (s) (18:CC) [07:42:05:089]: Cleaning up uninstalled install packages, if any exist

MsST (s (1B:CC) [o7: : MainEngineThread s returning 1603

MsI (s5) (18:a8) [07: I Mo System Restore sequence number for this installation.

=== protokollierung L01.2010 07:42:05 ===

WsI (s) (18:4A8 074 9] : User policy wvalue 'Disablerollback' is 0

WsI (s) (18:48) [07: : Machine pu¥icy value 'Disablerollback' s 0

MsI (5) (18:a8) [07: : Incrementing counter to disable shutdown. Counter after increment: O

YwsI (s) (18:a8) [07: ©oMote: 1: 1402 2: HKEY_LOCAL_MACHIMENSoftware'wmicrosoft\windows\CurrentversioniInstalleripollbackh\Scripts 3: 2
WsI (s) (18:a8) [07 ©oNote: 1: 1402 2: HKEY_LOCAL_MACHIMENSoftwarewmicrosoft\windows\Currentversionm\InstallerhkollhackhScripts 3: 2
WsI (5) (18:a8) [07: H Decrementwng counter to disable shutdown. If counter »= 0, shutdown will be denied. Counter after decrement: -1
MsI (5) (18:a8) [07: : Restoring environment wvariables

WSI (o) (8C:48) [07: B Decrementwnﬁ counter to disahle shutdown. If counter »= 0, shutdown will be denied. Counter after decrement: -1
WsI (o) (8C:48) [07: 9] : MainEngineThread is returning 1603

=== verhaose Togging stopped 08.01.2010 07:42:05 ===

Auch eine manuelle Installation des FCS Updates hilft nicht:



_ Microsoft Update-Katalog - Windows Internet Explorer

@:_; L |g, hittp: ffeatalog.update. microsoft.com/7 site/DownlaadInfarmation. asp:

Datei  Bearbeiten  Ansicht  Faworiten  Exbras 2

{} Favariten | {:‘5 m Farefrant Client Security-Be... E Yorgeschlagene Sikes -

? Microsoft Update-Katalog

(‘_'Microsoft Update-Katalog - Windows Internet Explorer

€ | http:|fcatalog, update, microsoft, com/ 7 fsite/DownloadDialog, asp:
Downloadstatus
Die Updates werden heruntergeladen.
Danke fiir den Download...
Titel Produkte | Status
Der Microsoft Update-kKatalog hat ein neue - - -
P e Update fiur Microsoft Forefront Client Security  Forefront Client b'e
: o
Hinweis: Einige Updates setzen voraus, d: (KBI766AE] Security Hates find
SR et
Fertig [ [ [ [ & mtermnet hov | ®ioew -

Nach dem telefonischen Erstkontakt mit Microsoft und der Problembeschreibung kam
eine e-mail von dem Forefront Security Engineer zurueck, mit einem Link zum
Download des MPSReport Tools.

/2 Choose Transfer - Windows Internet Explorer

\E—m L |g, https:|/sftemea, one. microsoft,com|choosetransfer, aspethey =4

File Edit ‘Wiew Fawvorites Tools  Help

7 Favorites |1.5 & MCT 4 MCSEBOARD 2 ¥ING @ Blog ET InternetBanking 7 FF

@ Choose Transfer | |

Microsoft ‘Services File Transfer

Privacy $tatement | Support | Instuctions |

Transfer Files

Receive

" Send Files to Microsoft - Standard
Usage
File Transfer Choice: ” Send Files to Microsoft - Express s+ Can download files up to 1,93 GB

" Send Files to Microsoft - Resuma
' Raceive Files from Microsoft

Click here to learn about which options to use

Download des Tools



(_'.: GetFiles - Windows Internet Explorer
@;} L 4 IE, https: {sftemea. one. microsaft, comchoosetransfer, aspthey=g

File Edit  Miew Fawaorites  Tools  Help

o7 Favorites |§.;,-, £ MCT 4 MCSEBOARD 2| WING & Elog E™3 InternetBanking 7N

(& GetFiles | |

Microsoft ‘Services File Transfer

Prvacy Statement | Support | Instuctions |

Receive Files

File Name Size (in bytes)

MPSRPT CS555EC.exe 21114368

Click on the file name link in the "File name" column to download the file.

Download complete

C: Tempympsreport

Datei  Bearbeiten  Ansicht  Favoriten  Extras 7

Q@ zwick ~ &3 - (¥ | - Suchen |D Ordner | -

Adresse IE] CiTempimpsreport

Qrdner X | MName = | arife | Typ

| Geandert am

| aktributs

@ Desktop - EMPSRPT _(CSS5EC. ex 20,620 KB Anwendung
= Eigene Dateien

Eigene Yideos
IC5) Update For Microsoft Forefront Client Security (KBS71026)
= '8 Arbeitsplatz
A 3e-Diskette (A1)
\} DYD-Laufwerk (B:)
= S System ()
IC5) ARCSERYE-Datensicherungsjobs
I£5) Dokumente und Einstellungen
T 1386
125 Inetpub
[T Programme
I3 Runnce
[ Siemens
=l £5) Temp
|3 DLT_2-2_32-Bit
@ mpsreport
|5 Update For Microsoft Forefront Client Security (KE971

Programm Installation

20.01.2010 05:09

&



MPS Reporting Tool - £55 Security Edition

Pleaze read the following icense agreement. Prezs the PAGE DOWHMN key
to zee the rezt of the agreement.

icrozoft Product Suppart Services Reporting Toaol i‘

EMD-SER LICEMSE AGREEMEMT FOR MICROSOFT
SOFTwWARE

IMPORTAMT-READ CAREFULLY: This Microzoft End-User Licenze
Aareement ['EULA"] iz a legal agreement between vou [either an
individual ar a zingle entity] and Microzoft Carporation for the Microzaft
zoftware identified above, which include computer saftware and may
include aszociated media, printed matenalz, and "online" or electronic
documentation ["SOFTWARE"]. The SOFTWARE alzo includes any
updates and supplements to the onginal SOFTWARE provided to vou

by Microzoft. Any zoftware provided along with the SOFTWARE that

iz azgociated with a separate end-uzer licenze agreement iz icenzed ﬂ

Do you accept all of the termz of the preceding License Adreement? [F pou
chooze Mo, [nstall will cloze. Toingtall pou must accept this agreement.

ez | Hao |

Es geht los:
o |MPS Reporting Tool {C55 Security Edition) ¥ersion: 2010.01.13 {DumpMSInfo.cmd)

MPSReports: C8S Security Edition
Jeprsion: 2810.01 .13

i 132818
Computername : ..
Current lUsep: . R
Output Diw: G S UINDOWs ~hk s e ports~CEESEC\Bin
Start Time: 20.81.201@8 8:41:29.83
Microsoft Windows [Version 5.2.37981

temmeyp

Include the MSINF032 report? <defaunlts to ¥ in 15 seconds> [Y.NI1?Y
20.81.2010 8:41:-44,.94 : Running MSINF032 Data Collection

oo oo~ 3ef 3o~ JoE oo~ 3eE e~ e - oo - ok~ 3eE eIk oo - ok oo e e oo

MOTE: MSINFO32_EXE may take several minutesz to complete.
If this portion of the data collection hangs.
please close this DOS window. then run MPSreports
again and choose M (Mo» to the option to vun MSINF0O3Z2.

28.81.2018 8:41:44.94 : MSINFO32.EXE: Creating Winmsd <¢.nfo> Report

Es dauert etwas ©

Daten ohne Ende. Ein Nacktscanner ist nichts dagegen ©



MPS Reporting Tool (CSS Security E 2010.01.13 {AllPlatforms.CMD)

20.81.280180 8:46:27.11 Saved: HKEY_Internet_Settings.txt
20.81.28180 8:46:27.11 REG.ERE: Gathering Internet Explorer Keys from Registry
20.01.2018 8:46:28.80 Saved: HKEY Internet_Explorer.txt
28.01.2018 B8:46:28.80 Gathering Directory Tree: Temporary Internet Files
280.81.2818 8:46:28_.082 Saved: Dir_Templnternet.txt
20.91.20818 8:46:28_.82 PRORYCFG._EXE: Gathering WinHTTP Proxy Configuration
2818 B8:46:30.81 Saved: ProxyGFG_WinHTTP.txt
2818 8:46:30.81 BITSADMIMN.EXE: Gathering the BITSAdmin.txt log
Dag System kann den angegehenen Pfad nicht finden.
20.081.2018 8$:46:31.75 - Saved: BitsAdmin.txt
28.81.26818 8:46:31.75 Gathering WPad.dat Information
20.981.20018 8:46:33.17 Saved: WPAD_DAT files for various profiles
20.981._20810Q :46:33.19 Downloading AutoConf iglRL
20.81.26818 t46:33.42 Saved: AutoConfiglURL.txt
20.81.26818 t46:33.42 Gathering PACFile Information
268.01.20108 t46:34,31 Saved: PACFile files for variouwus profiles
268.981.2818 H Gathering WinsocksLSP Information
28.91.28108 H Saved: Winsock.txt
20.981._20810Q Gathering Hetszsh HAP Information
20.81.26818 H Directory Listing of Catroot Folders
H Saved: Dir_Catroot.txt
Directory Listing of Drivers Folder
Saved: Dir_Drivers.txt
Directory Listing of Internet Explorer Folder
Directory Listing of Downloaded Program Files Folder
Saved: Dir_InternetExplorer.txt
CSCRIPT .EBE ROIScan.vhs: Inventory of Installed Office ~ MSI Components
Saved: Officelnventory.txt
Gathering Directory Tree: C:=WINDOWS~SoftwareDistribution
Gathering Directory Tree: C:S\WINDOWS\Sysztem32vszoftwaredistibution
Saved: Dir_SoftwareDistribution.txt
Certutil and REG.EHE: Gathering System Certificates information
Saved: Certificates_Info.txt
REG.ERE: Gathering HELM~SY¥STEM“CurrentControlfet~Services information
REG.ERE: Gathering HELMS¥ETEM~CurrentControlfet Services Hive
Saved: Services_Key.txt and Services_HKey_hiu
REG.EXRE: Gathering HELMSSYETEMSCurrentControlfSet“Control-Seszion Manager
Saved: SessionManager_Hey._ txt
t46:48.94 REG.EXRE: Gathering HELM-Software-Microsof t~0LE
8:46:48,99 Saved: HKLM_OLE Key.txt
8:46:48,.99 REG.ERE: Gathering WindowsUpdate info from Registry
8:46:49 .88 Saved: HKLM_MWindowslUpdate.txt
8:46:49_02 REG.ERE: Gathering HKLM HKCU HKU - WindowsUpdate Policy info from Registry
8:46:49 .86 Saved: HK_Policies_WindowslUpdate . txt
8:46:47 .86 REG.ERE: Gathering Current User Policy info from Registry
8:46:47.088 Saved: HHKCU_Policies.txt
8:46:49 .68 CHECKESYH.EXE: Saving module info for running processes
8:46:58,.64 Saved: Process.txt and Process.csw
8:46:58_ 64 CHECKSYM.EXE: Gathering File Information for C:“UWINDOWS:\System32-x_ DLL

Nach ca. 15 Minuten war der Output da



Datei  Bearbeiten  Ansicht  Favoriten

Extras ¢

) Zurick ~ £3 - (F | ) suchen

~ Ordner | [F-

Adresse IE] CHAWINDOWS\MPSReporkshCSSSEC|ReportstCab

j Wiechseln zu

Datei- und Ordneraufgaben

j Meuen Ordner erstellan
@ Ordner im Web verdffentlichen
=t Crdner freigeben

Andere Orte

=) Reports

E, Eigene Dateien

g Arbeitsplatz

ig Metzwerkumgebung

Details

»

<«

Mame =

Gréfe | Tvp

| Gzedndert am

iF51_MPSRPT CS55EC w2010.01,13,CAR

<]

8.981 KB Kabinettdatei

20.01.2010 08:57

|1 Objske(e)

Das ist alles drin:

3,76 ME | ¢ Eigener Computer
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Und noch viel mehr
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Upload des MPSReport Files



/" sendFiles - Windows Internet Explorer

m - |E| https://sftemea.one. microsoft.com/choosetransfer, aspx ey -

File Edkt Wiew Favorites Tools Help
L Favorkes |5 @ MCT & MCSEBOARD »/ XING £ Blog '3 InternetBanking T FF
) Sendies | |

Microsoft | Services File Transfer
Privacy 5tatement | Support | Instructions |
Send Files
IC:\I emp\FS1_MPSRPT_CSSSEC v2010.01.13.CAB Browse...
Upload |
/2 Progress... - Windows Internet Explorer - II:I I!]
& | https://sftemea,one micrasoft.com/Progresstar, aspxprogressid=400Init Time=08Tim ﬁ | @|
Uploading:
Estimated time left: 0 min 0 secs {0 KB of 0 KB uploaded)
Transfer Rate: 0 KB/sec
Information: Connecting...
Uploading File: FS1_MPSRPT_CSSSEC_w2010.01.13.CAB
[ [ [ [ | intemet | Frotected Mode: OFf Va - [Ri0% -

Finish not swedish



& Upload - Windows Internet Explorer
% L 4 IE https://sftemea. one.microsaft, com/Upload. upl progressid=400

File Edit  Miew Fawarites  Tools  Help

<+ Favorites |{.;,; & MCT £ MCSEBOARD » XING @ EBlog B™3 InternetBanking TN FF

& Upload | |

Microsoft ‘Services File Transfer

PrHvacy Statement | Support | Insbtuctons |

The file, F§1_MPSRPT_CSSSEC_w2010.01.12.CAB, was uploaded successfully.

To send another file click on the Send button.

Send |




